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Cross—Site Scripting(XSS
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$month=%_GET['month']; $year=$_GET['year";
Sday=S_GET['day'";

echo "<a href=\"day.php?year=%year&amp;"
echo "month=3$month&amp;day=%day\">";

An XSS vulnerability found in SquirrelMail.

<a href= "day.php?year=><script>malicious_script();</script>

Compromised HTML output.
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XSS

Non—Persistent(Reflected) attack

Type 1:
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Type 2: Persistent(Stored) attack
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Type 3: DOM-based attack
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SQL Injection
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Automated SQL Injection — =8 JIX| &
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Unchecked untrusted data
Insuftficiently—checked untrusted data

An adapted string analysis to track
untrusted substring values

A check for un trusted scripts based on
formal language techniques
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Testing &= Static Taint Analysis
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Main contributions -

Weak input validation@ = @lgt XSS F
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Evaluates the approach on several
real-world PHP web application
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String—taint Analysis

1. €ChO gdaral = & REOUESTI ' madnias 1-

ass REQUESTmodule™ — &

2. datal — REQUESTmodule

3. | data2 — datal;

dat module — data2

4 . outputl — <br>

5 . hiddenfields — <input value=’module’ />

output2 — </div> hiddenfields
output3 — outputl | output2

Figure 5: CFG with untrusted substrings summarized; see Sec-

tion 3.2.4 for an explanation of *{>.’
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Preventing Untrusted Script
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