Correctness by Construction

A1
T etn HEI|H e
2009.7. 9




a2 (ol
Correctness by Construction 2 JH
KCOS 25 i

ZE 3 YT o

N




1 i
{1 e 2
1 MRS (1128 665m) ABE YN (1518 610m)
v Yo AUSLAES (1308 580m) VA HEMZLIANE (1108 500m)

— Ando-1 adaol % 8 Fa0
] =tit]

3 /40




HIECRIS Ol
N EA

AH A 0l 2 1x 5x 10x 15x 30x
DY A Ol 1x 10x 20x 30x
S A 0l 2 1X 10x 20x

o O 373 &0l =FIISHZHLLLANIST) AL K=
AADEUMN BS0IXI= K2 HLAE S0 LAY, HSHUM HIHE
Hot= HISS L 30t IS LA
SSUMFUM BE0XIE 2T HLLE 20 LARCHY, STUHUM FHOk=
HIS 2L 200 FIHXIE e,

o X&X : http/www.nist. gov/director/prog-ofc/report02-3.pdf
+ The Economic Impacts of Inadequate Infrastructure for Software Testing

4 /1
4



=n@ Remarks by Bill Gates

17th Annual ACM Conference on Object-Oriented Programming, Seattle, Washington, November 8,
2002

"... When you look at a big commercial software company like
Microsoft, there's actually as much testing that goes in as
development. We have as many testers as we have developers.

Testers basically test all the time, and developers basically

are involved in the testing process about half the time.."

".. We've probably changed the industry we're in. We're not

in the software industry; we're in the testing industry, and

writing the software is the thing that keeps us busy doing all
that testing.”

"..The test cases are unbelievably expensive; in fact, there's
more lines of code in the test harness than there is in the

program itself. Often that's a ratio of about three to one.”
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A simple program

Input : Read three integer values from the
command line. The Three values represent the
length of the sides of a triangle.

Output : Tell whether the triangle is
- BSHAZIA (Scalene) : no two sides are equal

- O|SHANZIA(Isosceles) : exactly two sides are
equal

- MARZIA (Equilateral) : all sides are equal
Create a Set of Test Cases for this program.




Solution - 1 Point for each Correct Answer

Q1 : (4, 2, 1) ainvalid triangle
Why not a valid triangle? (a,b,c) witha> b + ¢
Define valid triangles: a = b + c




Solution - 1 Point for each Correct Answer

Q2 : Some permutations of previous (1,2,4),

2,1,4)

Fulfill above definition, but are still invalid.
Patch definition of valid triangles:
<b+candb=a+candc=a+b




Solution - 1 Point for each Correct Answer

« Q3 : (4,2,2) a invalid triangle with equal sum
 Fulfill above definition, but is invalid.
 Patch definition of valid triangles:
a<bt+candb<a+candc<a-+b




Solution - 1 Point for each Correct Answer

Q4 : some permutations of previous (2,2,4),
4,2)
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Solution — 1 Point for each Correct Answer

5:(3,4,5) a valid scalene triangle
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Solution — 1 Point for each Correct Answer

Q6 : (3,3,3) an equilateral triangle
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Solution — 1 Point for each Correct Answer

Q7 : (3,4,3) a valid isosceles triangle
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Solution - 1 Point for each Correct Answer

Q8 : all permutations of valid isosceles
langles

(8,4,3), (3,3,4), (4,3,3)
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Solution — 1 Point for each Correct Answer

Q9 : one side with zero values (0,4,3)
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Solution — 1 Point for each Correct Answer

Q10 : one side with negative values (-1,4,3)
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Solution — 1 Point for each Correct Answer

Q11 : all sides zero (0,0,0)




Solution - 1 Point for each Correct Answer

Q12 : at least one value is non—integer (1,3,2.5)

18



KOREA

Solution — 1 Point for each Correct Answer

: wrong number of arguments (2,4) or (1,2,3,3)
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Solution - 1 Point for each Correct Answer

Q14 (the most important one):
Did you specity the expected output in each
ase”?
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Solution - 1 Point for each Correct Answer

Q1-13 correspond to failure that have actually
ccurred In implementation of the program.
How many questions did you answer?

Highly qualified, experienced programmers
core 7.8 on average
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Specification: Practice

Example: A sorting Program

 Public static Integer [ ] sort(Integer [ ] a)

{...}

« Testing sort ():

- sort({3,2,5}) == {2,3,5}
- sort({}) == {}

—-sort ({17}) == {17}

» Specification
— Requires: a is an array of integers
— Ensures: returns the sorted argument array a
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Example Cont’ d

 Example: A sorting Program

 Public static Integer [ ] sort(Integer [ ] a)

{...}
» Specification

— Requires: a is an array of integers
— Ensures: returns the sorted argument array a

IS this a good specification?

Sort(12,1,2)} == {1,2,2,17}
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Example

 Example: A sorting Program

 Public static Integer [ ] sort(Integer [ ] a)

...}
» Specification

— Requires: a is an array of integers
— Ensures: returns a sorted array with only elements from a

Sort({2,1,2)} =={1,1.2}
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Example

 Example: A sorting Program

 Public static Integer [ ] sort(Integer [ ] a)

{...}
» Specification

— Requires: a is an array of integers
— Ensures: returns a permutation of a that is sorted

Sort(null) throws NullPointerException
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Example

 Example: A sorting Program

 Public static Integer [ ] sort(Integer [ ] a)

{...}

» Specification

— Requires: a is a non—null array of integers

— Ensures: returns the unchanged reference a containing a
permutation of the old contents of a that is sorted.
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Design-by-Contract

e For each class method, a precondition and
a postcondition are specified.

@ Whenever a class method is called, the client and
the method are bound by a contract. The client
guarantees to satisfy the precondition at the point
of call; in return the method guarantees to satisfy
the postcondition at the point of return

@ To assist in ensuring that contracts are honoured,
additional elements such as class invariants
and assertions may be included in the
specification
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Correctness by Gonstruction
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card S5 GraupC'. pin_ss = False

card S CroupC' . key ss = False

card_se GroupC'. sm_status = False

_rhangeOnhiieyCardSsSTroup

MCard SN GroupStatusC

card_se GrouplC'. pin_ss = card S5 Group (. pin_ss
card S5 GroupC'. key ss = True

card S5 GraupC'. sm_ status = True
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' Module Specification(INT)
_I_ package Card_SS_GroupStatus

 Card 5SS GroupStatusC ——# own Card_SS_Group : Card_SS_GroupT;
card S5 GroupC: Card S5 Group ——# initializes Card_SS_Group;
is
I proc F.OI II”OIIﬂﬂthl]-ﬂD.h-’1|18|\/8|8

_ Card S5 Uroup init

Card S5 OroupStaiusC' ::z g;we T
,m-réeﬁ-g-m.@r§§-§@-nﬁll-t-l-0n ——#|Card_SS_GroupKey._ss = false and
ward_nS_roupl. P £l ——#|Card_SS_Group.sm_ Qtatus false;
““’j—gg—g”"”pgr "C‘f'v"—i Ffffj; ] e-verlfle-atlon
CATG e _JToMp Y - S A A procedure cnangeOnIr ) ar AP
——# global in out Carc! ageﬁn[?ug,St cmndltlon]
—3# derives Card_SS_Group from Card_SS_Group;
——# post Card_SS_Group.pin_ss = Card_SS_Group.pin_ss and

—# Card_SS_Group.key_ss = true and
_ rhangeCnivReyCardSSGroup_
A S5 CrompSiatuct: ——# Card_SS_Group.sm_status = true;
- end Card_SS_GroupStatus;

card_se Groupl'. pin_ss = card S5 GroupC | pin_ss
card S5 GroupC'. ey _ss = True
card S5 GraupC'. om_ status = True
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SPARK Code(IMP)

package body Card_SS_GroupStatus is

begin

Card_SS_Group : Card_SS_GroupfT;
procedure Init |300de verification

begin [pLe-post-condition)
Card_SS_Group.pin_ss := false;
Card_SS_Group.key_ss := false;
Card_SS_Group.sm_status := false;

end Init;

procedure changeOnlyKeyCardSSGroup is
begin
Card_SS_Group.pin_ss =
Card_SS_Group.pin_ss;
Card_SS_Group.key_ss := true;
Card_SS_Group.sm_status := true;
end changeOnlyKeyCardSSGroup;

Card_SS_Group.pin_ss := false;
Card_SS_Group.key_ss := false;
Card_SS_Group.sm_status := false;

end Card_SS_GroupStatus;
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SPARK Code Verification

&
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3636363636 36 36 3636 36 36 36 36 36 36 36 3636 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 3636336363636 3636363636 363633 I

Semantic Analysis of SPARK Text

SPARK9S: Examiner with UC and RTC Generator Release 7.6 / B6.088

Demonstration Uersion
36 3633 36 3 36 36 36 3 3 36 3 3 36 36 3 3 36 3636 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 I 36 I I 36 3 336 36 336 I

CREATED 18-JUN-2869, 14:25:46 SIMPLIFIED 18-JUN-2889, 14:25:51

(Simplified by SPADE Simplifier, Demo Uersion)

procedure Card 35 GroupStatus.Init

136 €36 36 IE I 36 3636336 I I IE-IE-IIEIE-I-IEIEIIE I

For path{s) from start to finish: of SPARK Text

Generator Release 7.6 / B6.88
procedure_init 1. 1 Uersion
*¥% true . fF* all conclusions pFDUEd x®f 6363636 3F 3 36 3636 363636 36 36 3636 363636 36 36 36 3636

CREATED 18-JUN-20889, 14:25:44 SIHPLIFIED 18-JUN-2809, 14:25:5@
{Simplified by SPADE Simplifier, Demo Uersion}

procedure Card 35 Groupitatus.changeOnlyKeyCard5SGroup

For path{s) from start to finish:

procedure_changeonlykeycardssgroup_1.
xxx true . /% all conclusions proved =/
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= Improper input validation
=  Buffer overflow errors
= |mproper initialization

* Information leak
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