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Background

® PLC(Programmable Logic Controller)
® a special-purpose microcontroller
® industrial automation for facilities, equipments, devices

® Development Environments
® for PLC control programs
® [saGraf, Veremiz

® graphic editors, simulator, target code generators

® [EC61131: PLC standard
® PLC architecture

® control programming languages
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Whimori PLs for PLC are Street Fighters

e evolved from historical needs
e not driven by modern theory

e no latest abstraction
— object orientation
— abstract data types
— graphical programming environments

e error prone and lower abstract
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IEC61131-3: Ladder Diagram
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IEC61131-3: Structured Text

IF Rl THEN
OFLO := 0; EMPTY := 1; PTR := -1;
NI := LIMIT (MW:=1,IN:=N,M:=128); CUT := 0;
ELSIF POFP & NOT EMPTY THEN
OFLO := 0; BTR := FTE-1; EMPTY := FTE < 0;
IF EMPTY THEN OQUT := 0;
ELSE QUT := STE[PFTR]:
END IF ;
ELSIF PUSH & NCT OFLO THEN
EMETY := (0; PTE := PTR+1; CFLO := (PTR = NI);
IF NOT QFLO THEN QUT := IN ; STE[PTRE] = IN;
ELSE QUT := 0;
END IF ;

END_IF ;
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IEC61131-3: Instruction List

FOF_STR:

PU3H_3TH:

ERC_OUTL:
3ET_CUTL:

JHPC
LD

LD
2T
LD
EDD
2T
EQ
2T
JHFC

OFLD
FTR

FTR
EMETY
ZRO_CUT
STE[FTR]
SET_CUT
EMETY
FTR

1

FTR

NI

OFLGC
ZRO_CUT
I
STE[FTR]
SET_CUT

ouUT

[#

[=

[*

FPopped stack i= not overflowing *)

Empty when BPIR < 0O *)

Puzhed =stack i= not empty *]

Overflow when PTERE = HI *+]

Pu=h IH onto 3TE *)

OUT=0 £f£or EMFIY or OFLO *]
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IEC61131-3: Function Block Diagram
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IEC61131-3: Sequential Function Chart

—  EW crosswalk button e N O EW crosswalk button
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walk light on for 10s
— 245 delay ——] 65 delay
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How to make Street Fighters gentle

e New PLs and environments
— abstract, problem-oriented development
— simple and rigorous for safe programming

e Existing PLs + analysis and verification
— clear understanding of semantics
— tools for analysis
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Motivation

® A new development environment
® based on IEC61131-3 standards
® |anguage processors based on formal semantics
® supporting verification based on formal methods
® supporting open data format
® implemented on an open framework

® A testbed for verification of control programs
® formally specified syntax and semantics
® formally designed language processors
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" Loading Workbench

p—" o

® [EC 61131-3 language standards
® Formal Semantics based

® Language Translators formally designed
® Virtual Machine formally designed

® TC6 XML Scheme as an open data format
® Eclipse platform as an open framework
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PLC program verification

which source language?
having environment or not?
scan cycle implicit or explicit?
having timer or not?

which model?

— automata, transition systems, Petri net
- logics, languages, calculi
— constraints

which verification engine?
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External Tools
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Whimon CDK
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LTL Specification
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Model Checking Results
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Counter Examples
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Deductive Verification using Why

e Software Verification Platform

e verification condition generator(VCG)
e Back-end for verification of C/Java programs

Why code = ML like program + annotations
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Why?

Annotated C program

Frama-C

Interactive provers
(Coq, PVS,
Isabelle/HOL, etc.)

Why

h Verification Conditions

q Why program h Krakatoa

JML-Annotated Java program

Automatic provers

# (Simplify, Yices,
Ergo, CVC3, etc.)
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Deductive Verification of Ladder Diagram

Annotated LD program

\

Translator # Why program

\

Why

\

Verification Conditions Coq .
Proof assistant
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Very simple example
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Whimori Annotated Specification

/70 ensures
@ CCW1 ] H) =1P1) &&
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@ (* body *)

- let water_impl =
* 11, 12, hl, h2 : inputs - . - - .
* pl : output P fun (I1 : int) (12 - int) (h1l : int) (h2 : Int) ->

5 {3
(* global varia?les *) gegin
?3riﬁitﬁﬂm§1*j int ref (M0 := (if ( (((neq_int_ h1) (0)) || ((neq_int_ 1n0) (0)))
parameter mO : int ref && ((neq_int_ 11) (0)) )
parameter ml : !nt ref z?zg gég))_
parameter m2 : int ref (i = (if  (((eq_int_ 12) (0)) || ((neq_int_ Im1) (0)))
&& ((eqint_ h2) (0)) )
then (1)
else (0)));
(m2 := (F (((neg_int_ Im0) (0)) & ((neqg_int_ ''ml) (0)))

then (1)
else (0)));

(pl = m2)
end)
{ C (eq_int(11, (0)) or neq_int(h2, (0))) -> not (neqg int(pl,
©>))

and ( ( neq_int(mo@, (0)) and neq_int(ml@, (0)) and
neq_int(m2@, (0)) and neqg_int(pl@, (0)) ) ->
( eqg_int(hl, (0)) and neqg_int(l1, (0)) and eq_int(h2,
©)> ) -
(neq_int(pl, (0))) ) }
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Why(VCG)

e Generate Verification Conditions

e weakest preconditions calculus

wp({p'} e {q'},q) = p' A Vresult.Vw.q' => @
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Whimori Proving Verification Conditions by Coq

qlde -0l =|
File Edit Mavigation Try Tactics Templates Queries Display Compile Windows Help

EX3rwF2O .

.integ_water_why.v |
forall (HW 324: m2_0 = 0O}, s
forall (pl 0: Z),
forall (HW _325: pl 0 = m2 0],

({11 = 0%/ hZ <> O -> ~pl 0 <> 0)) /%
((md <> 0 % ml <> 0 f% m2 <> 0 /% pl <> 0 -»
(hi =0 /% 11 <> 0 /% h2 =0 -» pl 0 <> 0)))).

Froof.

intuition.

(* FILL FROOF HERE *)

Save.

Proof completed.

(* Why obligation from file "integ water.why", line 32, characters 4-315: ¥)
(*Why goal®] Lemms water impl po 75
forall (11: Z),
forall (l12: Z),
forall (hil: 2,
forall (hiZ: Z),
forall (md: Z),
forall (ml: Z),
forall (m2: 2),
forall (pl: Z),
forall (HW_132: hl = 0j,
forall (HW _Z64: mO = 0},
forall (m0_0: Zj,
forall (HW 265: md 0 = 0],
forall (HW 2891: 12 <> 0J,
forall (HW_317: ml = 0),
forall (ml 0: Zj,
forall (HW 318: ml 0 = 0],
forall (HW 326: md_0 = 0],
forall (m2_0: Zj,
forall (HW 327: m2_0 = 0),
forall (pl 0: Z),
forall (HW _328: pl 0 = m2 0],
{({11 =0% h2 <> 0 -» ~pl 0 <> 0)) /%
[imd <> 0 /% ml <> 0 /% m2 <> 0 /% pl <> 0 —»
(hi =0 /% 11 <> 0 /% h2 =0 -» pl 0 <> 0)))).
Froof.
intuition.
(* FILL PROOF HERE *)
Save.

-

Feady, proving water_impl_po_75 ﬂLine: 2436 Char 11 Coglde stg]
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Summary

e Whimori CDK: IDE for PLC programmng
e based on Modern PL theory

e Verification tools featured
— Model checking
— Theorem proving
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