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2nd ROSAEC workshop

2AAL 1 SQL Injection

= SQL Injection

= CWE-89 : Failure to Preserve SQL Query
Structure

= A vulnerable web application code segment

$1d = $ Request (‘name’);
mysqgl query (“SELECT MessagelID, Subject FROM”.
“messages WHERE MessageID='‘'$id’”);

= Input value for attacking
VOR 1=1;
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= Resulting parameter for mysgl query

SELECT MessagelD, Subject FROM messages WHERE
MessageID = ‘’; DROP TABLE ( ‘messages’);
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2 A XSS Scripting

= 92 A AIOIE AT E(XSS)

= CWE-7/9 : Failure to Preserve Web Page
Structure
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» Type 1 : Reflected XSS
= Type 2 : Stored XSS
= Type 3 : Dom XSS
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2&A AL XSS Scripting
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» Reflected XSS (Non—Persistent)
« QI8 &2 Z=3 clientE fef & HO|A A &
A=

foo.com/foo.php

$echo REQUEST (‘input’) ;

<€

<a href=“http://foo.com/Foo.php?
input=<script>...</script>">

Visit here!

</a> ..




2nd ROSAEC workshop 20| Bt

-

TEQI0f BorF s 2

2&A AL XSS Scripting

Stored XSS (Persistent)
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<a href="http /S wewewe, naver,com”™ OMclick="alert{ X35 1" > www. daum, net< a>

Hhy =
|
DEJ?_I Dﬁl%"r'ﬂ
|
olg good ( 2007-04-23 03:46:45 , Hit: 0 )
Mz EEE

wewewy, daum, net
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2t A2 1 XSS Script
= Dom based XSS

= Local cross site scripting : 22I0[HE
J

=
Q
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- Mbf Z272o| o2zt BER0| 23

$argPhp = sanitize string($ Request (“input”);

Secho ™
<script>
var idx = document.URL.indexof ('=?');
var argl = document.URL.substring(idx+1l,document.URL.length);
document.write (“valuel : “targl);
document.write(“value2 : “
“.SargPhp.

“); <script>”

ML



[[-lo

0 | BF A

—

IS

E

Ot
=

n(¢}
b
0%
ML

X

2nd ROSAEC workshop | 2ot

2EA AL XSS Scripting
= Dom based XSS (H =)

foo.com/foo.php

P 4
a”‘
<script> ”,¢*”
var idx = document.URL.indexof ('="'); P
var argl = document.URL.substring(idx+1,

document .URL. length) ;
document.write(“valuel :”+argl)”);
document .write (“value? : satnized ”);
<script>

<a href=“http://foo.com/foo.php?
input=<script>...</script>">

Visit here!

</a> ..
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2l S= L2 )3 LHHl & Mot d=24 AFOIE
A E(XSS) 2 SQL &2 (SQL Injection)

=

» OLMSH II2 S 2 (Secure Information Flow) £ 4
: QU9 20| HCINA AI2E =Dt 7
» 22X 2A (String Analysis)
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= 2XZ 24(String Analysis)

= Christensen et al, SAS '03
= Java XS HO0IE 24 (B ES4A I8
m /\H/\—lc = SQL=R° ==y 34/\}

1 g o

= Minamide, WWW 05
» PHP 2X1< GI0IE 24 (CFG 24)
= AEE0 tHe &+ Finite State TransducerZ =&
= XSS &AM

= Doh et al, SAS 09

= Abstract Parsing
ZHA 280 J|BtolH Jiset 2 AHE g+= Parsing
Stack AtEjCo| & gte 2 TS & Pros and Cons
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» OLMSH X2 S E(Secure Info. Flow) 4

= Huang et al, WWW 04

n Q29 20| sanitize & K| &

ANEEEX A
= Type J|Et &4

» satitizeg== A& HAISHH OF

= Su and Wasserman, PLDI

» 2R 2AD OIS RS E

= SQL Injection F&H =4
= Su and Wasserman, ICSE "08

s 21 240 LA S K}
= Type 1 and Type 2 XSS
L(<rexp of attack pattern>
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A=

= ASHSIE (Eve Activity Tracker, 905 lines)

£ PHP Analyzer : lestd.php

ep | Merily Securiy
i Memon: Stalus  Table’y
tuser _ul = frimi Suser_j);
jconnect=dbconni; s N
feheck-mysl_tetch_arradimysal_iguend select count{") frorm Smember_talde whine user_id="Suser_id ™)
miysgl_closacomect); * ~ el
headd, T s

7=

<talple border=0 widthe=100% helght=1005%>

sirs
<td align=certer> _______

=7 /”'— ~ =
if{$checH]i]) echo $user_id = I]IZIfl’éEﬂ-thrJ OPOICIELICE,
else acho™fwsar_ifl = AbSakea L0y,

7=

<>

<td allgn=center=<nput type=hutton walue="Close window' onclick=window.closei); class=sulints<td»
2frs
=forms
<Mkl
<7
geamysal_closed foonnectl;
Toud();

7 el
T i

Line #5 B2 Suser_id D170 HEier B8 HE £ S12LI0E 0L Injection Z32 210 21sLICH

Line#13: B guser_id MO0 A A3EES JhE = 2UslICh x5 232 210 2SLICH

Line#1 4 : B4 guzer_id 021 HEM A3EEER TR £« W ELICE X855 S22 H30l 2ELIC

A ! [ Fuser_id:InibAEuser_id, fmamber_lable:tsarTahble, $connactTopSking, ]

12 [Buger_jdInitOrEeses i, bcheck{0] InilOfcheckl0], $mamber_tableLseTable, Scheck MYSOL_FETCH_RESULTY, Jconnect Topsiing, ]

carel; lext position ; 293012}, view location : [19, 23]
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= =ME, S Bek
= OtM A
— <scr<script>ipt>document.write(document.cookie)
</sc</script>ipt>
» Ztiel Bt KM : <scrw00ipt> <script >
» URL @124, = 212 Y :

%3CcScript%3e, %253cscript%253e

= Regular Expression 2!/ Xt2| X2l

— preg_replace(‘<[Ss][Ccl[RrI[IiI][Pp][TtI[">]*>,
‘Cleaned’, $data)
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= Type 3 XSS & & F M
- B DR UL MAGE
EH&F OtMsH Alg s 24 =

— Typel, Type2 XSS &4
I 220l A% = html IHY LHOIAM 2l 28t

__Ll

AMNEEE =X 24
— Abstract Parsing : 2|82 2= ==4Al ot literal gfe =
ZFotld =248 =
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— Sul07 : e107 SQL & F
— SQL Injection, XSS (Type 1, 2)

oL E M (Type 3)

o I/

— Secure information flow analysis of client—side scripts
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