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FRAMA-C

= An extensible platform dedicated to source-
code analysis of C programs.

= Available plug-ins
Aorai




Jessie

= A plug-infor deductive verification of C progr
ams annotated with ANSI/ISO C Specification
Language (ACSL)

= Generate verification conditions for external
theorem provers

Ex) Coq, Simplify,
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File Configuraticn Proof

|v|

swap_ensJres_default_1 _po_ 1

x: ini_P pointer

v ini_P pointer

irt_P_alloc_table: int_P aloc_table

irt_P_int_I: lint_P, int32) memory

11 true = true and
(cffset_minfirt_P_alloc_table, x) == C and
coffset_mex(int_~_alloz_tablz, x) == 0 ad
cffset_min{irt_P_alloc_table, y) == C and
cffset_mex(int_~_alloz_tablz, ¥} == 0}

result: int_P pointer

irt_P_alloc_tableQ: int_F alloc_iable

irt_P_tag_table: int_P tag_table

e wald_struct_int_Piresult, O, O, ini_P_alloc_tablel) and
inatanceof int_P_tag_tablz, esult, int_P_tag) and
alloc_extends(int_P_al oc_tazle, int_F_alloc_tablel) and
alloc_fresh(ini_P_alloc_table, resut)

braf: int_P aoiqter

o0 butf = result

resultd: int3z

o resultd = select(irt_P_int_M, x}

tmp: int32

U Emp = resultt

resultl: int3z

o resultl = select{irt_P_int_M, ¥)

Opened fies | /home/parjong/CRC-parjong /swap.c
Proaf obligations | altergo| Simplfy| Z3(SS)| vic
w Normal behavior “defaut_1° of function swap (1/1) : ¢ : : :
1 &) — —
- Safety of furcton swap (2/2) &
1 ¢ — —
2 ¢ == ==
[ [ 5]

irt P int MO (int P, int32) memony
[l
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File Configuration Proof

Opened filzs | /home/parjeng,/CRC-parforg,/swap.: | ~ | main_safety_po_ 1 =
‘ Procf obligations | alt—ergﬂl Sir'r'plif}r| ZB{EEH Yig int_P_alloc teble: int_P aloc_tasle
¥ Safaty of function main (3,3) 3 3 3 L[ [ e
; ; result: int_™ pointer
1 = . B int_P_alloc_tabled: nt_P alloc_table
3 —_ e ini_P_tag_tabe: int_P tag_table
) ) 17 walid_struct_int_P{-esult, O, O, int_P_alloc_tabled) and
3 = = instanceof(int_P_tag_table, resuit, int_P_tag) and

alloc_extendsiint_P_alla>c_table, int_P_alloc_table) anc

: alloc_fresh'int_P_alloc_table, resuli)

o =_0: int_P sointer

' Holx_ 0 =result

resultd: int_P pointer

int_P_allcc_tablel: nt_F alloc_table

int_P_tag_tabel: int_F tag_table

Hos valid_struct_int_Presultd, 0, O, int_P_alloc_tablel) ard
instatceof(int_P_tag_table0, resultd, nt_P_tag) a d
alloc_extendsiint_P_allo>c_tablel, int_~_alloc_tablzl) and
alloc_fresh'int_P_alloc_tablel, resultC)

y_ O int_P aointer

L0y O = resutD

resultdl: int32

L1 integer_of_int32(resultl) = O

= MNomal behavior “defauli_1" of function swap (1/1)

1

= Safety of function swap (2/2)
1
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(offset ninflint F alloc tablel, x 0) == 0 and
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File Configuration Proof
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Opened filzs | /home/parjeng,/CRC-parforg,/swap.:

|v|

= Safety of function main (1,/2)
1
2
< MNomnal behavicr “defaulr 1° of function swap (1/1)
1
~ Safaty of function swap (2/2)
1
2
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Frocf obligations | altarg|

Sirrplify| Z31SS)| Yic

I

I
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main_safety_po_ 1

int_P_alloc_table: int_P aloc_tazle

1 true

resultd: int_P pointer

int_P_alloc_tabled: nt_P alloc_table

ini_P_tag_tabe: int_P tag_table

[0 walid_struct_int_P{esultd, 0, 0, int_P_slloc_tabled) ard
instanceof(int_P_tag_table, result, int_P_tag) and
alloc_extendsiint_P_alla>c_table, int_P_alloc_table) anc
alloc_fresh'int_P_alloc_table, resulid)

x_ O int_P sointer

el x_ 0 = resulth

resultl: int32

o integer_of_int32(resultl) = O

(offset_ninlint_F_alloc_tabled, x_0) == 0 and
0 == offset_max(int_FP_aloc_tablel, x_0))
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= Memory leak detection for C programs

Based on deductive verification
Proof => Memory leak
Annotation inference

* Debugging tool for C programs
Reasoning = Debugging
Common proof = Common leak pattern




Question?
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