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Ex. Testing a Triangle Decision Program

Input : Read three integer values from the command line.
The three values represent the length of the sides of a
triangle.

Output : Tell whether the triangle is

o« 25 HAZIS] (Scalene) : no two sides are equal

o O| = HH A2 (Isosceles) : exactly two sides are equal
o MAFZIA (Equilateral) : all sides are equal
Create a Set of Test Cases for this program
(3,4,5),(2,2,1), (1,1,1) ?
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Ex. Precondition (Input Validity) Check

e Condition1l:a>0,b>0,c>0
e Condition2:a<b+c
— Ex. (4, 2, 1) is an invalid triangle
— Permutation of the above condition
e a<b+c

e b<a+c
e c<a+b

e What if b + c exceeds 23? (i.e. overflow)?
— long v.s. int v.s. short. v.s. char
e Refinements:

— What if “integer value” is relaxed to “floating value” ?
e Round-off errors should be handled explicitly

 Developers often fail to consider implicit conditions
— Cause of many hard-to-find bugs

4/41 Moonzoo Kim KAIST

Provable SW Lab



e # of test cases
required?

@ 4
@ 10

® 50
@ 100

e # of feasible unique
execution paths?

e 11 paths

e guess what test
cases needed
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Concolic Testing Framework

e A combined approach of
— Dynamic concrete analysis
— Static symbolic analysis

 Automated Unit Testing of real-world C Programs

— Execute a unit under test on automatically generated test inputs so that all
possible execution paths are explored

* In a nutshell
1. Use a concrete execution over a concrete input to obtain a symbolic
execution path formula «;
2. One branch condition of a; is negated to generate the next symbolic
execution path formula «a;,,
3. Aconstraint solver gets concrete input values to satisfy «a;,,
e Ex.a;,;:(x<2)&&(2x+3y < 7). Onesolutionisx=1andy=1

4. Repeat step 1 until all feasible execution paths are explored
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Example

typedef struct cell {
intv;
struct cell *next;
} cell; :
« Random Test Driver:

int f(int v) {
e random memory araph
return 2*v + 1; y grap

| reachable from p

_ _ e random value for x
int testme(cell *p, int x) {

if (x>0)
if (p 1= NULL)
if (f(x) == p->v)  Probability of reaching Error( ) is

if (p->next == p) extremely low
Error();

return O;

}

Example from the slides “CUTE: A Concolic Unit Testing Engine for C” by K.Sen 2005



Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next;

} cell; concrete symbolic | constraints

State state

int f(int v) {
return 2*v + 1;

} p

<= \ , Xx=236 D=Po, X=Xq
int testme(cell *p, int x) { NULL

if (x>0)
if (p = NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next;

} cell; concrete symbolic | constraints

State state

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) { P
i (x> 0) = ) " |0
DN NULL
if (p = NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;

}

Por X=Xy




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next;

} cell; concrete symbolic | constraints

State state

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {
if (x>0) P
if.(p I= NULL) <= NU\tL , X=236 D=Po X=X,
if (f(x) == p->Vv)
if (p->next == p)
Error();
return O;

}

Xq>0




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
concrete symbolic | constraints
} cell;
state state
int f(int v) {
return 2*v +1;
}
int testme(cell *p, int x) {
if (x > 0) Xo>0
if (p = NULL) (P! =NULL
if (f(x) == p->V) )
if (p->next == p)
Error(); 0
}return 0; P NU\tL , X=236 D=Po X=X,




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
\ cell cphcrete | symbohc constraints
nt f(int v) { solve: x,>0 and py=NULL
return 2*v + 1;
}

int testme(cell *p, int x) {

if (x > 0) ~_ | *%0>0
if (p = NULL) (Po=NULL
if (f(x) == p->v)
if (p->next == p)
Error();

return O; <= , X=236 _ _
NU\L p_pO' X_XO

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
\ cell concrete | symbolic | constraints

int f(int v) { solve: x,>0 and py=NULL

return 2*v + 1;

X,=236, py  NULL
} ~

| | 634 I
int testme(cell *p, int x) { x>0
if (x>0) ( ’
if (p 1= NULL) Ro=NULL
if (f(x) == p->v)
if (p->next == p)
Error();

return O; <= , X=236 _ _
NU\L p_pO' X_XO

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next, concrete symbolic | constraints
} cell state state
int f(int v) {
return 2*v + 1;
}
- p\ NlIJL,Lx:zzae P=Po X=Xo
int testme(cell *p, int x) { , p->V =Vq,
if (x > 0) 634 p->next=n,
if (p 1= NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic

int v; Execution Execution

struct cell *next, concrete symbolic | constraints
peell; state state
int f(int v) {

return 2*v + 1;
}
int testme(cell *p, int x) { NULL B 3

if (x> 0) < p\ ’, w=236 E;p\?r =X\7Xo: Xp>0

it {p 1= NULL) 634 p—>nextgn
if (f(x) == p->v) 0
if (p->next == p)
Error();

return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
\ cell concrete symbolic | constraints
’ state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { >0
if (x>0) P NULL b xe ’
if (p = NULL) =\ 1 x=23 p_‘po'_x‘xo' Pe=NULL
if (f(x) == p->v) , ==V =Vo
if (p->next == p) 634 p->next=n,
Error();
return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
3 .
}StrlT.Ct cell ®next; concrete symbolic | constraints
el state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) %>0
if.(p I= NULL) o NULL D=py, X=X, Pe=NULL
if (f(x) == p->v) ==\ {,x=236 0->V =V 2Xy+ 12V,
if (p->next == p) 634 ] - nextzn
Error(); P 0
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
concrete symbolic | constraints
} cell;
state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) Xo>0
if (p = NULL) Pe=NULL
if (f(x) == p->v) 2Xy+ 12y,

if (p->next ==p)

Error(); o NULL
=Por X=Xo
return O; ==\ [, x=236 E_>p\? :vo,o
} 634 " p->next=n,




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
\ cell concrete |  symbolic | constraints

solve: x,>0 and py=NULL

int f(int v) { and 2x,+1=v,

return 2*v + 1;

}

int testme(cell *p, int x) {
>
if (x > 0) %>0

if (p != NULL) . | peENULL
if (f(x) == p->v) NXo+ 12V

if (p->next ==p)

Error();
p  NULL =Dy, X=Xp,
return O; G [ . x=236 E_f\? =V, O
l 1

634 p->next=n,

v v

}




typedef struct cell {
intv;
struct cell *next;

} cell;

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {
if (x>0)
if (p = NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;

}

<=

Concolic Testing

Concrete Symbolic
Execution Execution
concrete |  symbolic | constraints

and 2x,+1=v,

Xo=1, P NULL

solve: x,>0 and py=NULL

!
3|/
NULL _ _
P=Po: X=Xo
\ i , x=236 p_>V :VO’
634 " p->next=n,

v

AN

v

Xq>0
pPo=NULL

X+ 12y,



Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
| cell: concrete symbolic | constraints
’ state state
int f(int v) {
return 2*v + 1;
}
<= p\ leJLL w=1 P=Po X=Xo
int testme(cell *p, int x) { = P->V =V,
if (x > 0) 3 p->next=n,
if (p 1= NULL)
if (f(x) == p->v)
if (p->next ==p)
Error();
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic

int v; Execution Execution

struct cell *next, concrete symbolic | constraints
peell; state state
int f(int v) {

return 2*v + 1;
}
int testme(cell *p, int x) { NULL _ _

if (x> 0) < p\ f x=1 E;p\?r =X\7Xo: Xp>0

if (p 1= NULL) 3] p_>nextg’n
if (f(x) == p->v) 0
if (p->next == p)
Error();

return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic

int v; Execution Execution

3 .

}Strltl‘.Ct cell *next; concrete symbolic | constraints

cell; state state
int f(int v) {

return 2*v + 1;
}
int testme(cell *p, int x) { x>0

if (x>0) p NULL P=Po X=Xo ’ NULL

if (p 1= NULL) =\ | x=1 vy Po”
if (f(x) == p->v) 3| p-> nextzn
if (p->next == p) °
Error();
return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
3 .
}StrlT.Ct cell “next; concrete symbolic | constraints
cell state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) %>0
if.(p I= NULL) o NULL D=D0, X=X, Pe=NULL
|f (f(X) == p'>V) - \ f , X=1 p_>V =VOI 2XO+1=VO
if (p->next == p) 3 | 0->next=n
Error(); 0
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
X .
}StrlT.Ct cell “next; concrete symbolic | constraints
cell state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) %>0
if (p != NULL) Pe=NULL
f (F(x) == p->v) o NULL 2x+1=v
. =Py X=X, 0 0
It (p->next == p) &=\ [ x=1 E->p\? :vo,O Ng#Pg
Error(); 3 [ 0->next=n,
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
3 .
}iterltl{a cell “next; concrete symbolic | constraints
’ state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) Xo>0
if (p 1= NULL) p=NULL
if (f(x) == p->v) 2Xy,+1=v,
if (p->next ==p) no#p
Error(); NULL 00
return O; -\ .| P=Po X=X
) [ x=1 p->V =V,

p->next=n,

v




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
concrete symbolic | constraints
} cell;
state state
int f(int v) {
return 2%v + 1; solve: x,>0 and p =NULL
} and 2x,+1=v,and ny=p,
int testme(cell *p, int x) {
if (x > 0) Xo>0
if (p != NULL) Pe=NULL
if (f(x) == p->v) 2Xq+1=v
if (p->next == p) : ° °
. ~Re#Po
Error();
. p NULL =0 X=X
return O; -\ 1 P=Po o
) - T P>V =y,
3 L p->next=n,




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
concrete symbolic | constraints
} cell;
state state
int f(int v) {
return 2*v + 1; solve: x,>0 and py=NULL
} and 2x,+1=v,and ny,=p,
int testme(cell *p, int x) { Xo=1, Pg
if (x > 0) \A//7 Xo>0
if (p != NULL) 3 pe=NULL
if (f(x) == p->v) 2Xq+1=v
if (p->next == p) : ° °
. ~Re#Po
Error();
. p NULL —Dn X=X
return 0; -\ .| P=Por X=Xq,
) [ . x=1 pP->V =V,
3| ->next=
{1 p->next=n,




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next, concrete symbolic | constraints
} cell state state
int f(int v) {
return 2*v + 1;
}
P=Pao X=Xy
int testme(cell *p, int x) { - \‘/,7 %=1 P->V =V,
if (x > 0) 3 p->next=n,
if (p 1= NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
k .
}Strltl‘.Ct cell *next; concrete symbolic | constraints
cell; state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { P
— , X=Xp, X >O
f (x> 0) o\ =1 pan e |
if (p I= NULL) 3 / p_>next:n
f (F(x) == p->V) ’

if (p->next == p)
Error();
return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic

int v; Execution Execution

k .

}Strltl‘.Ct cell *next; concrete symbolic | constraints

cell; state state
int f(int v) {

return 2*v + 1;
}
int testme(cell *p, int x) { x>0

_ 0

If.(x > 0) P P=Po X=Xor | p#NULL

i (p 1= NULL) ==\ x=1 sy =y ’
if (f(x) == p->v) 3|/ p-> nextzn
if (p->next == p) °
Error();
return O;

}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next, concrete symbolic | constraints
}cell state state
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x > 0) Xo>0
if (p 1= NULL) 0 D=, X p=NULL
if (f(x) == p->v) &= \.—) .x=1 p->\?, iy y 2Xo+ 1=V,
if (p->next == p) N K o-> nextzn
Error(); 0
return O;
}




Concolic Testing

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next; : .
concrete symbolic | constraints
} cell;
state state
int f(int v) {
return 2*v + 1;
}

int testme(cell *p, int x) {
if (x>0)

if (p 1= NULL)
if (f(x) == p->v) D
if (p->next == p) <= |\
Error(); 7 ) >
return O; 3 p->next=n,
}




Pointer Inputs: Input Graph

typedef struct cell {
intv;
struct cell *next;

} cell;

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {
if (x>0)
if (p '= NULL)
if (f(x) == p->v)
if (p->next == p)
Error();
return O;

}
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Input 2: | 634 / 236
p NULL
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Observation 1

 Concolic testing is slow (efficiency problem)

— It generates billions of test cases, since it is explicit
path model checking

— Each path formula can be very long
— Solving path formula for concrete next inputs is slow

e Suggested solution

— To parallelize multiple concolic testing executions
e Starting with multiple random inputs

e Multiple concolic executions in parallel by negating
multiple conditions in a path formula
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Example. Triangle Program

Test Input Executed path Next PC Solution for
case | (a,b,c) | conditions (PC) the next PC

1,1,1 a=b A a=c A b=c a=b A a=c A b=c Unsat
a=b A azc 1,1,2
1,12 a=b A a#c A b#c A a+b <c a=b A azc A b#zc A a+tb>c 22,3
2,23 a=b A a#c A b#c A a+b >c a=b A a#c A b=c Unsat
a=b 2,12

4 212 a#b Aa=c Abzc Aa+tc>b  azbA a=c AbzcAa+tc<b 252

a+c>b
TC4

Moonzoo Kim KAIST
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Observation 2

e Concolic testing can achieve higher effectiveness
than manual testing, since test cases are
automatically generated

— i.e. aiming more than branch coverage!!!

/¥ TCL: x= 1, y= 1; _ v

TC2: x=-1, y=-1;*/ e QO
void foo(int x, int y) { 7 0 2N
if (x > 0) >

X+ +;
else

X=;
if(y >0)

y++;
else

y-=;
assert (x *y >= 0);
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Hierarchy of SW Coverages

Complete Value
Coverage

cVC (SW) Model checking
v

Complete Path
Coverage Concolic testing
| =

S o
- v

7 Prime Path \
{ Coverage

g

All-DU-Paths \ PPC

Coverage oo ~ -~
e-Pair -
ADUP Co%erage
y EPC

All-uses Complete Round
Coverage Edv Trip Coverage
e
Agc N Cove%age CR;TC

All-defs EC Simple Round Trip
Coverage N 'd Coverage

ode

NC
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Observation 3

e Concolic testing can achieve higher coverage by usi
ng existing manual test cases

— I.e. in a regression testing context

e Many chances that concolic testing misses possible
execution paths due to
— External binary library call

— Complex path condition

e Today’s SMT solver has many limitations

e Ex. Cannot handle non-linear arithmetic
— sin(x) + cos(x) > x

* To exploit manually generated test cases (which mi
ght be generated manually) to by-pass
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Observation 3 (cont.)

e Heuristics: Exploit manually generated test cases
to by-pass previously mentioned difficulties

— Note that concolic testing starts from an initial rando
m input
 We can extend one initial input to a set of manually create
d inputs which can (hopely) pass difficult pass condition

e This step can be incorporated into a regression t
esting framework well

— i.e. using concolic testing to cover affected elements
of a revised target program
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Conclusion:
Manual Testing v.s. Automated Testing

N * Traditional manual

W testing is easy to apply

V&V .

Cost for. prf)grams with low
reliability

* However, systematic
testing can achieve much
higher reliability

Systematic
testing

Manual e Concolic testing can
testing improve the reliability of
: ! | > target programs cost-
25% 50% 75% 100% effect ive I
SW Reliability Y

e Consolic testing has
much rooms to improve
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