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The Smart Grid: Underlying Component Technologies and Architecture
(Copyright 2009, Dr. Lloyd Nirenberg)
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Power outages force
evacuation of Woodstock
hospital 7/30/08

Woman in iron lung dies Chicago, IL
during a power outage

Los Angeles, CA 5/29/08 Storm knocks out Euro 2008

TV feed worldwide

Vienna, Austria 6/25/08
Lights out in Vancouver after
underground fire

Thousands in left without power
Vancouver, Canada 6/14/08

Power outages widespread
in Texas after Dolly
Harlingen, Texas  7/25/08

Trip on Mexico's transmission
line causes national power

outage 5/26/08
Mexico City, Mexico

South Africa’s power outages
create national emergency
Johannesburg, South Africa 2/13/08

Power outage disrupts Hynix

DRAM production Hours-long power outages anger, frustrate
South Korea, Korea 5/22/08 Pakistanis; government pushes daylight
savings 6/1/08

Islamabad, Pakistan

SMART GRID
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imagination at work
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Planning / Ontology / Hybrid
Control System
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Nuclear Power Plant Control System Saety-CriticaI System In Medical ECU (Electronic Control Unit)

Aroac { Cruise Control System
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SEELIE Table A.1 - Software safety requirements specification (see 7.2)
JUSTITIA
Technique/Measure® Ref. SiL1 SiL2 SIL3 SiL4
VERITAS
i Computer-aided speciiication tools B.24 ;] R HA HR
Co— 2a  Semi-formal methods Table A R HR HR
e —
< Formal methods including for exampie, CCS, CSP, HOL, C.z24 R AR HA
LOTOS, OBJ, temporal logic, VDM and Z
NOTE 1 - The software safely requirements specification will always require a description of the problem in
natural | and any y mathematical notation that reflects the application.
NOTE 2 - The table ref additional req for specifying the software safely requiremants clearly and
precisely.
Secu ri' *  Appropriate i 88 shall be sel d according to the safety integrity level. Allemate or
o o o qui I technigues/ are indicated by a letter following the number. Only one of the alternate
Highly-l nteg rated Circuit | or equivalent techni res has io be satisfied.

Table B.1 - Recommendations to avoid mistakes during specification
of EIEIPES requirements [see 7.2)

Technigueimeasure See SIL1 SIL2 SIL3 SIL4 |
IEC B1308-7

Project management B.1.1 HR HR HR HR
ow low rmidium high

Diocumentation B.1.2 HR HR HR HR
ow low rmidium high

Separation of E'EIPE safety-related B.1.3 HR HR HR HR ! H
- systems from non-safety-related oW low medium high Guidance /
Railway Control System systems stem
Structured specification B.21 HR HR HR HR
IEC 61508 ow low ridium high

nspection of the specfication 2 - HR
oW redium

Nucleai o 20| obXA

=2
=]
< . o . "
o A|AHIS Semi-forma’ methods B.2.3, 522 R HR
xS -?-?'H-l'o I_Q_ g ';H xF lso {able B.7 oW low medium high
ad 7|8 A E8S HE of

|EC £1508-3
B.25

R
medium

R
low medium

R
rmedium
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Computer aided specification tools

| Formal methods B.22 -
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ECU (Electronic Control Unit)
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Safety-Critical System In Medical
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e SCADA (Supervisory Control And Data Acquisition) system
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Formal Methods in SCADA
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e HYIHHE AT
— Security Considerations in SCADA Communication Protocols

o Intelligent Systems Research Laboratory, Sep 2004
o Casper with FDR etc.

— Using Model-based Intrusion Detection for SCADA Networks
e Proceedings of the SCADA Security Scientific Symposium, Jan 2007
e Modbus TCP : simple request-response protocol
e Model Based Detection, PVS language
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e AMI(Advanced Metering Infrastructure)
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