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o] A]: SPARROW

tl“g:  C, memory leak/buffer overrun, 27 ZE&F 6/KLOC, £ X 100Loc/sec

Memory leak detection (SPEC2000 and open sources) (as of

01/04/2008)
Programs Size | Time| True| False
KLOC | (o) | Alams | Alame counme scce o e s
P 5T 068 1 o Sparrow System, an Industrial-strength
o sl s | oS 5 G Static Bug-Finder for C
et is| om o 5 Kwangkeun ¥, Seoul Nationa Universy
bzip2 46| 152 1 0 ot radey. ey, 2008 e 20
hi s ol i : i Locoror: 32060 S Contrnce koo et 148
parser 109 | 1593 0 0 e
ammp 132| o968 20 0
vpr 69| 785 0 9
crafty 194 8432 0 0
twolf 197 | 68.80 5 0 :
mesa 502 | 4315 9 0 ¢ o
vortex 52.6 34.79 0 1 »o: o SCHOOL OF
gap 504 | 3103 0 0 - 2 S, COMPUTER SCI
gec 205.8 | 1330.33 44 1 SPECIFICATION and VERIFICATION CENTER
gnuchess-5.07 | 17.6 | 0.4 4 0 s Kwang Keun Yi
tclB.4.14 17.9 | 266.09 4 4 . Mms#.:ulgmm by
hameESLG:| 256 | 1306 9 9 Title: Sparrow System, an Industrial-Stren
sed-4.0.8 268 | 13.68 2 31 Statie Bug-Finder for C
tar-1.13 283 13.88 5 3 e
grep-2.5.1a 315| 2219 2 3 Fiday, Februaey 15,2008
openssh-35p1 | 36.7 | 10.75 18 4 At
bison-2.3 484 | 48.60 4 1
openssh-4.3p2 | 77.3 | 177.31 1 7
fiw-3.1.2 1840 | 1520 0 0
httpd-2.2.2 | 3164 | 102.72 6 1
net-snmp-5.4 | 358.0 | 201.49 40 20
binutils-2.13.1 | 909.4 | 712.00 | 228 25 A C t
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41" “static analysis”
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e C, Java, ML, Z, binary, etc.
e "buffer overrun?”, “memory leak?",

“x=y at line 27", “memory use < 2K?", etc.
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3] 9] 7 X (false alarm)
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Q F A<= 7](bug-finder)

1= =Ke] =
Ave &7 Ui Es A=
@ not exhaustive
@ a few false-alarm

@ domain-independent
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T A" A= 7)(verifier)

LR7F el vk 22l
@ exhaustive
@ zero false-alarm
@ domain-specific
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