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— Buffer overrun arr‘ay[lndex]
index > array size

— Divided by zero num / divider
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 Buffer overrun

— 27 o] & 41 (true alarm)
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Buffer Overrun

CTRL_Var.h

170 Uintlé HS Group[7] = {0, 5, 3, 4, 1, 0, 2};
CTRL_Sub.c

252 void Position Check(void)

253 {

257 // HSI Pattern = GpioDataRegs.GPEDAT.all & ©x0007;

// 0000 0000 0000 © HA HB HC — — oEo 9%
258 HSI Pattern = rand() % 8;
259

260 Cur_HSI SEQ = HS Group[HSI Pattern];
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Divided by Zero

CTRL_Var.h
136 double MC Sample Counter = 0;
CTRL_Sub.c
1 void CAPTURE_Process(void)
2 {
96 switch( CHKBIT(Control Flag, BITQ2) ) {
97 case B2SET: // DIR->LEFT
100 if( Current_Position »>= Left End Position ) {
110 Mean MC = (intl16) (MC_Sum / MC Sample Counter);

825 void AD Sampling(void)
826 {
864 MC_Sample Counter++;
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Divided by Zero

Program Start

= = T
E ( . -
L interrupt set register
Al Al 9' | CAPINT4_ISR | Cur_HSI_SEQ = 1
[ interrupt set register Motor position
| CAPINT4_ISR | Cur_HSI_SEQ = 3
50 H ‘i
: interrupt set register
| CAPINT4_ISR | Cur_HSI_SEQ =
: interrupt set register
| CAPINT4_ISR | Cur_HSI_SEQ =
interrupt
CAPINT4_ISR 07t 7H&
Mean_MC =

(intl16) (MC_Sum / MC_Sample Counter);
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« QOFG|AM (abstract interpretation)
- T2 o] M3Ho|0|E QtHSHAH 2UsH= 0|2

« 2 M7|: Sparrow*
~CEZRIUS HHOZ X502 B
— buffer overrun, divided by zero,

null dereference, use after free, double free,
memory leaks, file handle leaks

*http://www.spa-arrow.com/
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