2| ogugjau EPJ _,_|0|:/\-|
20| P
A LN RT D ING e RS AR

PR ARSI R

A2HUEZAHPEZEAEH Workshop

2010. 8. 25

'10 ROSAEC workshop 1



[
010
0l
Is]
HU
|
0
HT
e
bl
12
0x
HI
s

'10 ROSAEC workshop

Outline
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= |nput Validation Vulnerability
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= Abstract Domain for Input Validation
= |mplementation of Vulnerability Analyzer
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= practical false positives/false negatives
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= Cross Site Scripting(XSS): =& & H|I0| X| A M
= PHP OHY AFQI: I AQ A2 MAN Al

= OSEHHEN &Y 28 HHENH MAN AI=

04 :SQL & &

$id = $ Request (‘name’);
mysqgl query (“SELECT MessagelID, Subject FROM”.
“messages WHERE MessagelID='$id’”);

l = name ‘' OR 1=1;

SELECT MessagelD, Subject FROM messages WHERE
MessageID = ‘'; DROP TABLE (‘messages’);

HI



'10 ROSAEC workshop 22 T ) Hotxoky 2A
L= O_E. 11 cH g}‘:_'OI:/\ = Al |
=
n =4
= QO FHA |t 24

= Context non—sensitive & 2=2t/filedt & Al
= A RE

HOLZJ Al xg 2]
Worklist
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PHP 2101 DAAE

» 21 U232 AL
= Variable Variables
$x = “b";
if (...) $x =“a”;
$$x =1; // $a=10or$b=1;
= Array Indexing
$x = ‘x’;
if (...)$x="1
$y = array($x=>"a’, 'b’); // $y: (‘'x'=>"'a’, 1->'b’) or
/] (1->'a’,2->'b’)
= String Conversion
$x = “12bac”+3; // $x ==
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PHP A0 DHAIE

= Reference Assignments
$x = array(11,12,13);
$x[0] =& x[1];
$y =& $x[1];
$y =0, // $y == $x[0] == $x[1] ==

= Copy on Assignments
$x = array(11,12,13);
$y = array(21,22,23);
$z = array($x, $y);
$x[0] = 1; /] $x : (0,12,13)
/] $z : ((11,12,13), (21,22,23))
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r € Regexp
E(r) UE(r) = E(r&r’)

Top Value : E(#)
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= St MOl Ol: preg_replace(pat, rep, sub)

preg_replace(r,s,E(r")) =
E(c,|...| c,) where s="" and ¢,'s are
single character in L(r’| r)

E(rlr’) if s cannot be a substring of any s’€L(r|r)
and r and r’ cannot produce a substring of s

E(r) if s cannot be a substring of any s’ €LI(r)
and r cannot produce a substring of s

E(r’) if s cannot be a substring of any s’ €L(r")
and r’ cannot produce a substring of s

E(#) otherwise

ex) preg_replace(“<!”, “” (ablx)) E(x)

oreg_replace(“bc*”, “d E(d|ef)) = E(bc*)

Jx
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= State - SymbolTable * Memory
= SymbolTable : (Loc —> Addr)*Addr
= Memory : (Addr —> Value)*Value
= Value :=E(r) | S| I'| {s1, ..., sk} | ArrayValue
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= Cross Site Scripting(XSS): &, <, >,

LW WY L
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* OWASP Prevention Cheat Sheet
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PHP Analyzer : member.php

File Analze Edit Stde

0
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%EE

11 2H
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= E = =TCT PN
[T bty Documentsi S -1l | | ireonfig update

[y addd.php |t (5_POSTEnew _welcome"] =™ {
[} config.php

[y config.sql :| §5q1="UPDATE

[} editphp config

[y index.php SET

welcome = " §_POST[ new_welcome"].",
Fresult= mysgl_query(§sal) OR dieimysal_errord);

[y member.php
[y member_config.php [
[} membersmain.sql

[y Readme b
A« |

T e T e AT e AT e AR R

e

HER 2E 0047 E
grEs e ZE 00X
MDA HERIE 33445

PHP OHE &Y £12F48 2= 2 0.0E
memberphp1 08y SaL S8 2RE0] ZTEHLCH
memberphpl182) 80l S8 F2HE0] ZIIEHLICH
rmermberphp(245)  S0OL &Y £2F40] ZI EHLICH
member.php(465) | SOL &R F2FE0] ZETIELICH
SOL MY FoRE JE 2R 0.0E

FH 2 e 33 E

o=

=|
=
=
=
=
=
=
=

member.php(108) : AvariableExprifsgl

SymThi{der! hlwx Enew_welcame:{fnew _welcome}, FrankeorpdErankeorpl, $sali$sgl), Fmarkactive fEmarkactivel, Fname{fnamel,
MemiderTopyalue)[ fnew_welcome Topialue, frankeorp TopWalue, fzal TopValue, $markactive: TopWalue, $name:TopYalue, fvacatio
SymThl{def]{ Jfwx: Fnew _welcome {Enew_welcomel), Frankcorpd§rankearp}, $=2qli¥sgl}, Fmarkactive {Emarkactive}, fname{fname},
-Memedef.-'FulpVaIue)[ Fnew_welcome TopWalue, frankcorp TopValue, $sgl TopValue, markactive: TopYalue, nameTopvalue, fvacatio
TopWalue

[411

7 Start

¢| 9 O3 APragram

o= 3 AExprStaternent
o= [ AExprStaternent
o= [ AExprtaternent
o= [ AExprataternent
¢ [ AExprataternent
9 [ AdssianExpr
o ] AvariableExpr
[ $editor
o ] AlndexExpr
o [ AvariableExpr
[y 5_PosT
o [J ADynamicStringExpr
- [ AstringExpr
[ editor
o [ AExprtaternent
o [ AbdssianExpr
o [ AvariableExpr
[y saction
9 [ AlndexExpr
¢ ] AvariableExpr
[y s_PosT
¢ ] ACynamicStrinaExpr
¢ ] AstringExpr
[ action
9 3 AExprstaternent
¢ [ AdssianExpr
o[O3 AvariableExpr
[} $romment
o A AlndexFmr

4 Il | [»

I

[*]

[4]

aret: text position 105:37 to 105:41
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File Analyze Edit Style

PHPF &Analyzer : member.php
Anahyzeall!
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Y |_|.Illljldudld
[y -project
[y comment bt
o Jdk
o= ] evearctive
[y h=_err_pid17444 log
[y isTestophp
[y isTest 0.php
[y isTest11.php
[y isTest12
[y isTestt 2.php
[y isTest15.php
[y isTestd.php

flconfig update
§§ if{F_POET new_welcome"] 1=""{

| B2l ="UPDATE

config
SET

=" Ennamet=las can now he mailed to=fonts=<hr=";

Fe

|

: welcome = " §_POST[' new_welcome"]"",
| Bsgl = preg_replacemi ™, Fsgl;

f=gl = preg_replace™™ "™, §=ql);
i| %sgl = preg_replace-",", $sgl);
' Fresult = mysgl_guery$sal OR diedmysal_errard);

[ »

R Y

HIGEHM 2T 225E

SOL&E Herd s 2 002
A 24 253297 %

PHR DHE &R & 2fE HE 2R 0.0E
mermberphp(188) - SOL S5 F2FE 0] ESIELICH
rrermber.php248) 0 SOL AR S 2RE0] EIELIC
rrember.phpd 68 SOL MR S 2FE0] ZIE

member.phpll 083 AVariableExprifsql

SymThlder Hlwxx fnew_welco
Memidef Topvaluei] Fnew

Ext(l'|-) )}

ewy_welcome {Enew _welcomel, $rankcorp{$rankcorpl, $sglisall, FmarkactiveEmarkactivel, Fnam
aluel] Fnew_welcome Topalue, FrankcarpTopvalue, $sqlEAQ[T-), Fmarkactive TopWalue, EnameTopvald |

comel, frankco

Memi{defTo
Exti’|]-)

1

; =0l i 5=qll, Fmarkactived fmarkactive}, fnam
“Topvalue, Srankcorp: Topalue, $sql:ExAQ" ), Fmarkactive TopWalue, Fname: Topwal

7 Start
2| ¢ 3 APrograrm
: & [ AExpritatement
¢ ] AlncludeExpr
¢ 3 ADvnamicString Expr
¢ [ AStringExpr
[y config php
¢ [C] AExprStaterment
¢ [ AdssianExpr
o ] AvariableExpr
[y sdivisian
¢ ] AlndexExpr
¢ [ AvariableExpr
[y s_posT
¢ [ ADvnamicString B
¢ ] AstringExpr
[y division
¢ [ ABxprataterment
¢ [ AdssianExpr
o [ AvariableExpr
[ sname
¢ ] AlndexExpr
o [ AvariableExpr
[y 5_posT
¢ [ ADvnamicString B
¢ [ AStringExpr
[y name
¢ [ ABxprataternent
¢ [ AtssianExpr
o ] AvariahleExpr

[ »

i i

[ ¥]

H 0

aret: text position 108:37 to 108:41
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EVE Activity Member.php 510 3.156
Tracker(1.0)
User.php 136 0.032
config_gedcom.php 132 0.417
TILOI O =~| O
» PHP Lt & FHH
EEEE 79l 2ol NE
PHPGEDVIE functions.php, 1856 0.843
W -2.65 - ]
authentication_index.php 418 0.422
config_gedcom.php 132 0.417
Mantis— T
bug_s‘pons.orshm_hst_ 155 0.497
1.0.0rc2 view_inc.php
PhpDig-1.8.9- .
config.php 4772 1.099
rcl
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SERuR

File Inclusion

include($libpath.$command.”.php”);

Direct File Access
SEER-N

= memory state % & g}

= copying on assignment

= worklist algorithm
A A& =N
Domain =& (prefix, postfix)
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==

o4
inamide, WWW 05
» PHP 2XE HIO0IE 24 (CFG &4)
= /. Su and Wasserman, PLDI 07
= SQL Injection F A =4

= /. Su and Wasserman, ICSE 08

- XSS x|O|:/\—| = M

Mo T

= Doh et al, SAS 09

= Abstract Parsing
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