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Hello variant

Delete

comment

'rem - VBS/dIH "DL Hello" Virus - By D.L.
'rem - Written on November 12th, 2003

On Error Resume Next

Change
message

dim FSobj,orgMes,finalMes
set FSobj=CreateObject("Scripting.FileSystemObject")

orgMes="Hello! Don't be mad...I'm not a bad bug :) - by *|%|"
orgMes=replace(orgMes,chr(42),chr(68))
orgMes=replace(orgMes,chr(124),chr(46))
finalMes=replace(orgMes,chr(37),chr(76))

On Error Resume Next
dim drive,machine

set machine=FSobj.Drives
for each drive in machine
if (drive.DriveType=2)or(drive.DriveType=3) then
indexFolders(drive.Path&"\")
end If
next

sub indexFolders(location)

Hello.v1 (format alteration)

On Error Resume Next
dim FSobj,orgMes,finalMes
set FSobj=CreateObject("Scripting.FileSystemObject")

orgMes="asdf"
orgMes=replace(orgMes,chr(42),chr(68))
orgMes=replace(orgMes,chr(124),chr(46))
finalMes=replace(orgMes,chr(37),chr(76))

On Error Resume Next
dim drive,machine

set machine=FSobj.Drives
for each drive in machine
if (drive.DriveType=2)or(drive.DriveType=3) then
indexFolders(drive.Path&"\")
end If
next

sub indexFolders(location)
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Polymorphic Malwares

* Polymorphic variants of Hello virus

— Change appearance, but keep functionality

New Malware Plymorphic techniques Detection Rate

Hello - 12/41
Hello.vl Format alteration 5/41
Hello.v2 Statement replacement 3/41
Hello.v3 Format alteration, variable renaming 1/41
Hello.v4 Format alteration, variable renaming, statement 0/41

replacement, junk code insertion, spaghetti code

e Anti-viruses are weak against polymorphism
— Mostly based on signature-based scanner



dim n, p, i

n==:s

p=1

fori=1ton do
p=p*i

end for

(a) Original code

dim n, p. i

n=>5

p=1

i=1

while i <= n do
p=p*i
i=i+1

end while

(e) Control replacement

dima. b, ¢
a==a

b=1

forc=1toado
b=b*c

end for

(b) Variable renaming

dimn, p, i
n=>5
p=1

fori=1tondo
if i=0 then
p=p*i
end if
end for

(f) Junk code insertion

dim i, p

p=1

dim n

n=25a
fori=1tondo
p=i*p
end for

(c) Statement reordering

dim n, p, i

goto X:

Y:

fori=1tondo
p=p*i

end for

goto 7:

X

n=>5

p=1

goto Y:

Z:

(g) Spaghetti code

Figure 1: Example of Polymorphism

dim n, p, i
n==u
p=mn/5
fori=1tondo

p=p*i
end for

(d) Statement replacement

dim n. p, i

n==as

p=1

fori=1tondo
p = prod(p, i)

end for

function prod(a. b)
returna * b

(h) Subroutine outlining



Malware Detection as an Optimization Problem

 Malware into Dependency Graph

— Only appearance changes
— Variable dependency remains

* Logic and relation among variables remain

Dim n,p,i

n=5

p=1

Fori=1ton
p=p*i

Next




Malware Detection as an Optimization Problem

* Maximum Subgraph Isomorphism

— If two dependency graphs share much, they can be
polymorphic

— To detect unknown polymorphic malware, find maximum
subgraph with the known one’s




Dependency Graph

 Generate dependency graph based on semantics

Original Code Semantic Code Control Flow Graph Dependency Graph
l: dimn, p,1 l1: dimn
22n=2>5 2: dim p o o
3:p=1 3: dim 1
4: fori=1ton do 4: n=5 o o
6: end for 6: i=1
7: if 1 < n then o e
8 p=p*i
oo i—iz1 @[] O
10: goto T:
11: end if (5 (10




Polymorphism and Dependency Graph

Dimn,p,i

n=5

p=1

Fori=lton
p=p*i

Next

Variable renaming

Dim a,b,c

b=1

a=5

Forc=1toa
b=Db*c

Next

Dimn,p,i

n=>5

p=1

Fori=0Oton
if i<>0 then

p=p*i

end if

Next

Dimi,p

p=1

Dimn

n=>5

Fori=Oton
p=i*p

Next

)
@ @ @




Graph Reduction

* Increase performance (speed)
 Eligibility for reduction

# of outgoing # of incoming RO RN RO
W1 21 W31
3

1 0

Declaration of a variable

0 1

Just use value in a variable
1 1
Convey value from one to
another

0 0

Non-necessary redundant part \ 11




Genetic Algorithm

* Representation
— Linear encoding
— Each gene represents location of the vertex in permutation




Genetic Algorithm

* Fitness Function

0 ifeck

I(e, E) :{ 1 otherwise.
ZeEPJ] I(e, B2) _ZEEHQ (e, E1)

d=
B

— Smaller d, higher fitness
— If d=0, a complete subgraph exists




Genetic Algorithm

Initialization

— 1 solution in increasing order

— 99 solutions randomly
Selection

— Roulette-wheel-based proportional selection (k=3)
Crossover

— Better one from Cycle and PMX (Pc = 0.9)

Mutation

— Exchange randomly selected two genes (Pm = 0.2)
Replacement

— 20 worst members to new offspring every generation
Stop condition

— When finding a complete subgraph isomorphism (d=0)

— Maximum generation: 100 in Hybrid GA



Heuristics

* Two-vertex Exchange Heuristic

Target Graph




Dataset

e Malwares used for test

Malware Series Variants

Hello Hello, Hello.vl, Hello.v2, Hello.v3, Hello.v4

Neves Neves.a, Neves.b, Neves.c, Neves.d

Rabbit Rabbit.a, Rabbit.b

Internal Internal.a, Internal.b, Internal.c, Internal.f,
Internal.g

Small Small.a, Small.b

Malware Source: http://vx.netlux.org



Experimental Result — Heuristic Only

Virus
Hello
Hello.vl
Hello.v2
Hello.v3
Hello.v4
Neves.a
Neves.b
Neves.c
Neves.d
Rabbit.a
Rabbit.b
Internal.a
Internal.b
Internal.c
Internal.f
Internal.g
Small.a

Small.b

Hello

36.84
36.84
81.25
92.1
81.25
97.36
144.44
180
118.42
65.78
72.72
65.78
102.63
60
92.86

Neves
81.25
81.25
81.25
65.62
65.62

34.37

106.25
111.11
130
121.87
106.25
59.37
87.17
81.25
60
57.14

Rabbit
144.44
144.44
144.44
88.88
88.88
111.11
122.22
111.11
88.88
0
11.11
155.55
155.55
188.88
155.55
111.11
60
100

Internal
72.72
72.72
72.72
72.72
72.72
86.36
86.36
86.36
77.27

188.88
160
113.63
113.63
0
113.63
81.81
80
85.71

Small
60
60
60
80
80
60
60
60
80
60
60
80
80
60
80
80

80




eves.a
Neves.b
Neves.c
Neves.d
Rabbit.a
Rabbit.b
Internal.a
Internal.b
Internal.c
Internal.f
Internal.g
Small.a

Small.b

81.25
92.1
81.25
97.36
144.44
180
118.42
65.78
72.72
65.78
102.63
60
92.86

It — Heuristic Only

Rabbit

111.11
122.22
111.11
88.88

11.11
155.55
155.55
188.88
155.55
111.11

60
100

Internal

86.36
86.36
86.36
77.27
188.88
160
113.63
113.63

113.63
81.81
80
85.71

60
60
60
80
60
60
80
80
60
80
80

80




Virus
Hello
Hello.vl
Hello.v2
Hello.v3
Hello.v4
Neves.a
Neves.b
Neves.c
Neves.d
Rabbit.a
Rabbit.b
Internal.a
Internal.b
Internal.c
Internal.f
Internal.g
Small.a

Small.b

Experimental Result — Hybrid GA

Hello

o O O o

28.13
63.16
28.13
31.58
22.22
20
55.3
20
40.91
21
44.7
40
28.57

Neves
28.13
28.13
28.13
31.25
34.38

o O O o

22.22

40.6
22
36.36
22
40.6
40
42.86

Rabbit
22.22
22.22
11.11
22.22
22.22
22.22
22.22
22.22
33.33

0
0
22.2
77.78

155.56

77.78
44.4
60
57.14

Internal
40.91
36.36
36.36
31.82
36.36
36.36
31.82
36.36
27.27
155.56
130
27.3
0
0
0
50
40
35.71

Small
40
40
40
40
40
40
40
40
40
60
60
40
40
40
40
40




sult — Hybrid GA

Rabbit Internal

0

0
Hello.v2 0 28.13 11.11 36.36 40
Hello.v3 0 31.25 22.22 31.82 40
Hello.v4 0 34.38 22.22 36.36 40
Neves.a 28.13 0 22.22 36.36 40
Neves.b 63.16 0 22.22 31.82 40
Neves.c 28.13 0 22.22 36.36 40
Neves.d 31.58 0 33.33 27.27 40
Rabbit.a 22.22 22.22 0 155.56 60
Rabbit.b 20 40 0 130 60
Internal.a 55.3 40.6 22.2 27.3 40
Internal.b 20 22 77.78 0 40
Internal.c 40.91 36.36 155.56 0 40
Internal.f 21 22 77.78 0 40
Internal.g 44.7 40.6 44.4 50 40
Small.a 40 40 60 40 0

Small.b 28.57 42.86 57.14 35.71 0




Conclusion

* Summary

— Malware detection as Maximum
Subgraph Isomorphism Problem

— Useful to detect unknown
polymorphic malwares

— Possible to be extended to
related areas

— Graph reduction and Heuristics
enhance performance

Future Work

— Reduce computational cost
— Extensive experiments

Comparison with Anti-Viruses

Virus Variant
Hello
Hello.vl
Hello.v2
Hello.v3
Hello.v4
Neves.a
Neves.b
Neves.c
Neves.d
Rabbit.a
Rabbit.b
Internal.a
Internal.b
Internal.c
Internal.f
Internal.g
Small.a

Small.b

Anti-Viruses
12/41 (29.27%)
5/41 (12.20%)

3/41 (7.32%)

1/41 (2.44%)

0/41 (0%)

32/40 (80%)

32/40 (80%)
25/41 (60.98%)
25/41 (60.98%)
36/41 (87.80%)
33/39 (84.62%)
14/41 (34.15%)
19/41 (46.35%)

16/40 (40%)
13/41 (31.71%)
21/41 (51.22%)
35/41 (85.37%)
7/41 (17.08%)

Proposed System
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected

Undetected
Detected
Detected
Detected

Undetected
Detected
Detected




Table 3: Graph reduction on Node

Table 4: Graph reduction on Edge

Virus # Nodes | # Nodes after | Hatio Virus # Edges | # Edges after | Ratio
Reduction Reduction
Hello o 25 47.17 Hello H9 33 G4.41
Hello.v1 S 25 47.17 Hello.vl 59 38 G4.41
Hello.v2 53 25 AT7.17 Hello.v2 50 RE 64.41
Hello.v3 5% 25 4717 Hello.v3 H9 38 64.41
Hello.v4 a0 25 50 Hello.v4 ho 32 60.09
Neves.a 60 21 35 Neves.a G5 32 40.23
Neves.b 72 25 34.72 Neves.b 81 43 53.00
Neves.c 100 21 21 Neves.c 7 32 45.07
Neves.d 122 39 31.97 Neves.d 134 T3 54.48
Rabbit.a 13 0 0 Rabbit.a 0 0 0
Rabhbit.b 14 0 0 Rabhit.b 10 0 0
Internal.a 65 31 17.69 Internal.a 86 G8 70.07
Internal.b 40 18 45 Internal.b T 30 R2.08
Internal.c 35 13 37.14 Internal.c 32 22 GR.7T5
Internal f 30 18 16.15 Internal.f T 30 H2.08
Internal.g 160 65 10.63 [nternal.g 163 110 67.48
Small.a 14 4 28.57 Small.a 14 5 35.7
Small.b 18 10 55.56 Small.b 17 14 82.35




