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Motivation '+ Initial closure : all reachable configuration before processing :
+ actual input. . We can define abstract domain ©, = (G4, E).
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Constraint generation approach : . - !
« Only use constraint that may lead to a false alarm. ,  @o%2dr  Initial Closure ! Set Cy , , , ,
» Dose not support modular analysis | QoZo7200XZo o G =0 tL} €'y consists of € = A, ki TS AD.
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Our Approach i GoX >4 o Fo.r Cy,C, € Cy4, C; E C, if and only if for each ¢, € C,, there
« Abstract string literals by using reference PDA | | exists ¢; € Gy s.t.¢; = .
» Abstract concatenation operation | ' Relation = , , L ,
» Abstract interpretation framework. | '+ For predicates § = §" and § 1 ~ &', § » &' implies § 7w &7.
: ! We represent this syntactic implication as § w» 6" = §n w §'n.
¢ : " : ' Least Upper bound
Configuration Change | Fdge  Actual Input ")( )’ '« And we can define least upper bound of conjunctions.
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_\K\) " w EX* : @ (Igrlo = [H].) = q0Z, :
Ty = ! % &30%1 - {q"ﬁ?’j)f qux v Cont h ! Abstract concatenation operation
: ol1 = lqod2ol) = o aximal Configuration Change
(1 sy A A 2o g6 )W) 8 @ ey = 141~ (aols = [00XZo). )2 I 9 h s if =,
: ® ([q0XZol; = [H].) = (q0l1 = [90XZo].)Z, doZo : M K O Ny K16 w Ky if K18 =13 and 3, CIOZO5—> n16m,
7 Kc(w) | ® ([qoXX] = [qoXX].) = (Iq0]1 = [qoXX].)X Qo XX " qoX ! true otherwise.
: @ ([q0XX]z = [90XZo].) = (Iq0]1 = [qoXX])X qoXZy ™ qF |
I (lgrls = [H]) = (IqoXZol, = [H].) :
Soot Framework . . !
A Soot Intermediate Representations . Call Graph - Interprocedure
| o ' Soot provides four intermediate representations Baf, Jimple, ' Call graph is a collection of Edges representing all known
Soot is a.Java.Optlmlze!tlon Framework. | . Shimple, and Grimp ' method invocation. This includes :
« It prowde; intermediate representations for analyzing and . Baf is a compact representation of bytecode — stack based. '+ Explicit method invocations.
transforming Java bytecode. .+ Jimple is a simple, typed 3-address representation — stackless. '« Implicit invocations of static initializers
* Soot cat be used as a stand alone tool to optimize or inspect i Baf Jimple '« Implicit call of ...
class file | | ! word X, y, z int $s0, $s1, x, y, z ' Each Edge contains source method, source statement, target
« As well as a framework to develop analysis or transformations | {Oag-} X isg = X ' method and kind of edge.
0ad.1l sl =
On JaVa bytebOde. : add_i Y $SO = ;{SO + $Sl : Source method Source stmt Target method Kind of edge
Java source ; Store.i z z = #s0 ! \ / ~
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Clajmes ' Control Flow Graph - Intraprocedure : fur}) / }m‘z()
l i Soot provides control flow graph which each vertex is program ! N Py o B B— ot
l . point. In Soot, we call vertex of CFG Unit. Unit is a : ! } }
Produce IRs (Jimple,Baf, etc) i * InStrUCtion(InSt) i.n Baf . . : AnﬂOtathn
l oava Lot Statement(Stmt) is Jimple and Jimple-like code. i Soot provides a framework to support the embedding of custom,
Analyze, Optimize and Tag | 1 user-defined attributes in class file.
l : (Procedure R (Unit (as AssignStmt) : e.g. z = x + y\ ;
: """"" ; P bTic statse void main(SERERGH ) £ P bt statie void main(sEringl] ) 1
Generate Bytecode | o Box Box I pu SJ‘-I:Cr;i_igaalf Ir;llulll;mla.ln ringl] args pu S]‘-tcr;i_igaal: nvuulll;mla-ln ringl] args
l T . N A T Value Expr Value Value : String (Lol 11lo Worldi®; String b = "Hello World!";
= ' : ............. Z X y : ) ; a: Null ) ¥ bHﬁJ!:EnEﬁldl NonNull
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' Analysis Engine Detail ' String Analyzer
Analyzer Overvi : :
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nalyzer UVerview ' Analysis Engine performs fixed point analysis. :
, e Collects all local variable and makes Initial Flow Set. : Locallnfo Domain SignDomain
String analyzer . , , '« Extracts all constant String from Unit graph and calculate : ——
* Takes two input: java source code which generates string and | Maximal Configuration Change Set based on reference PDA. |
corresponding reference PDA. , 1« Performs Fixed Point Analysis with given Flow Set and : B | FlowInfo —— ——
« Transforms J.ava code to Jimple code and generates Unit : Maximal Configuration Change Set. ! i i
graph by using Soot APL : ! i i
« Analysis Engine analyze given Unit graph. : ! i | Strin
: I  Soot i— Analyzger ConfigChange RelationGraph
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,Iiepfs,gefnce I:')t[iA and Ir-::]tlal CIOsure : public static void main(java.lang.String[]) : Input IS I((I (arly > [41.) = qoZ
of MAteing parentneses. /—> i { java.lang.String[] args; : [q0X]: ~— [qols (qoXZcly > [41.) —>0qOOZO
int 1, n; | : ([qoXX11 > [q0XZol.) = qoX
XSXX, 2y 5X7 9 i Jeove Teng SEANG X, TETpSh. Temih | ([QOOXX]ll > [qooXXO]*) - CIOOX
0 0 /\ I argsO:= @parameter®: java.lang.Stringl[]; _ __: I, < [q0X]2, < [q0]
I i=06 == I
ZO_>g [q0X]. 190X Zo]. : n=dl— =TT ; ?Ctusl
labelO: Configuration
o 90). - [9070]. ) S R : Change  GoX > qoXXX
if 1 < to labell; I
/ ; goto lage%CZ);o >t :
ar . i tabel. i Analysis Result
' 00 = vi inv X.<java. .String: y \
Java Code | Java lang String concat (java. Lang. String)> (D) (") i Flow set at “return” stmt.
?ublic static void main(String[] args) ! goiot‘fggisé; ! Type Name Value
%ni 1= (i)é i label?2: i Java.lang.string(] args 1
1Nt n = , ; . .
String x = "(("; : ggrﬁip$1 = virtualinvoke x.<java.lang.String: _:_ —_ = java.lang.string X qoX * qo, QoXZo * qr
while (i < n) I Java lang.String concat(java.lang.String)>¢)9) *r;™ - I Int n >0
{ : x=temphl; == T T ! int i > 0
n ny . t o —
, X = x.concat(")("); : } e : java.lang.string Temp$0 GoZo > qoXXZy, GoX > qo XXX
x = x.concat(")))"): : : java.lang.string Temp$1l qoX > qo, GoXZy " qp
} l |
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