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Vulnerability Pattern Description Language
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public void ejb_function() throws IOException {

70 o
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public class R31000491 implements Cloneable {
// ...

............................................................................................

protected void doPost (HttpServletRequest request,
throws ServletException, IOException {

if (session.getAttribute (ATTR USR) == null) {
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}
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ServletResponse response)
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ipublic class Test {
I void foo(String s) { ... }
String bar(String s) {
return S;
¥
void zoo(String s,String t) { ... }

public static void main(String[] args) {
Test test = new Test();
String s = "a string";
test.foo(s);
String t = test.bar(s);
test.zoo(t, s);

Matched position: 12
TestRule-00: [foo($1)]

. . f [Test.foo

6 string s;

e e N B1_J1e Matched position: 17
9 s i=8"astring’; TestRule-80: [bar($1)]
12 (fitest:.Test).foo(string:10s);| f___[Test.bar

Stmt [18

......... (27test:.Test).zoo(string:19t, string:20s);
Matched position: 22
23 return; TestRule-88:[zoo($8, $1)]
} f [Test.zoo
S0 19

1 |28

curr: [foo($1)]

[TestRule-00]

find nexts of 12 ..

17 is ep, use alternative sp : 18

12's nexts = {18:CF}
|--> {17}
next:[bar($1)]/17
*¥*** chk bounding ...
$1 : [10 df-> 15] matched!

% 3k 3k 3k ok >k %k 3k %k %k 3k %k %k >k %k 3k %k %k 3k %k %k >k %k %k >k %k %k >k %k %k %k % >k *k % >k *k %k %k *k %k O

[12 df-> 18]

3k 3k 3k 3k %k %k %k 3k 3k 3k ok 5k %k %k %k %k 3k %k %k k k

% 3k 3k %k ok %k % 3k %k % %k k *k goto next Step 3k 3k 3k >k %k 3k %k % >k %k % %k *k %k

[TestRule-00]

17 1is ep, use alternative sp : 18
find nexts of 18 ...
[18 df-> 22]

18's nexts = {22:CF}
|--> {22}
next:[zoo($0, $1)]/22
*¥*¥xx chk bounding ...

3k 3k 3k 3k 3k %k >k 3k 3k %k %k 5k %k %k >k 3k %k %k >k *k k

$1 : [15 df-> 20] matched!
$0 : [17 df-> 19] matched!

ok 3k 3k 3k ok >k %k 3k >k 3k 3k %k %k >k %k %k >k %k 3k >k %k 3k %k %k >k %k %k >k *k %k >k >k %k %k % >k *k % %k *k %k O
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<RuleSet>
<Rule RuleID= “TestRule-00”>
<CheckRule>
<UNSAFE>
[foo($1)]
-->df [bar($1)]
-->df [z00($0,%$1)]
</UNSAFE>
<CheckRule>
1 </Rule>
i</RuleSet>

8 '"astring"
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4 new Test() 7 s 1 Param(Test.main,[1/1])
: ,’/ \\ A
V )/ * \
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3 test 15 s 10 s 26 | Entry(Test.main,1:args)
\
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17 = {16}.Test.bar(15) 12 | Test.foo(10) I‘
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14 t 20 s
I
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v
19 t 18 | 14:=17
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22 | Test.zoo(19,20)

A A
27 | Exit

<AnalysisResults xmlns:xsi='http://www.w3.0rg/2001/XMLSchema-instance’

xsi:noNamespaceSchemalLocation='resultset.xsd'>
<Target Filename='Test.java' RelativePath='./'>
<Position RuleID='TestRule-00' From='19' To='19"'/>
</Target>
</AnalysisResults>
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vulnerability-pattern = simple-pattern CH THE pattern 1= pat[in-expr ] { in-stmt } { in-decl } I &
| flow-pattern SE I pat .= [ def-pattern ] MAL IiE
|  XOR [ simple-pattern ; simple-pattern ] =c| AL XOR | [ stmt-pattern ] =45 IE
| AND [ simple-pattern | flow-pattern 2|04 AFZF AND | [ expr-pattern ] HoA IHEH
{ ; simple-pattern | flow-pattern } ] -
| [ region ] oz Loz
VSP[id,n] HEEN
in-expr in expr-region HoIA FH Aot
simple-pattern pattern IHE
not-in expr-region
CMT [ “literal” {, “literal” } ] FA AL
in-stmt in stmt-region =5 9 Aot
flow-pattern pattern flow pattern oY S & IH
not-in stmt-region
pattern flow flow-pattern e =5 IHE
in-decl in decl-region U G Ale
flow arrow sort kok=]
not-in decl-region
arrow -=> dalsk 22 sty 5 5
in-function fid
<-- e 2 ot =8
not-in-function fid
==> 44 A otd =8
in-class class
<== A M ot 58
not-in-class class
sort cf A =5
in-subclass-of class
df AEHZ AR 28
not-in-subclass-of class
| if Iz 212 B2 .
A
A1 THES | k]
def-pattern FIELD ( rid ) [ qual ] L4 Mo region expr-region HolA B9
DEF (fid ) [ qual ] [ throws ] S /AL Mo stmt-region =dF B9
qual qualified-by qualifier {, qualifier } ShE A} decl-region U5 39
throws throws exen {, exen } ofl 2l 2| expr-region IFCOND US| 2N
FE 20| XHHES A
qualifier PUBLIC | PRIVATE | PROTECTED | PACKAGE | INTERNAL | DELEGATE LOOPCOND U=l 2R
FINAL | EVENT | STATIC | ABSTRACT | TRANSIENT | PACKAGE stmt-region TRY
SYNCHRONIZED | STRICTFP | VOLATILE | NATIVE | EXTERN CATCH (‘exen)
OVERRIDE | NEW |VIRTUAL | IMPLICIT | EXPLICIT | UNSAFE FINALLY
READONLY | SEALED SYNCHRONIZED
23 e IFBODY
stmt-pattern ASSIGN (rid :=rid) Helz LOOPBODY
throw ( exen ) Oofl 2] 2 EMPTY
o decl-region CONSTRUCTOR
return return &
ESA] TS| RDL Al2}]
expr-pattern funcall slas2 rid $[n][<type>][<attr{,attr}>] RDL AZ A
PKG package {7 | 2| AFR $$ Z Q= RDL A}
rid RDL Al 2z} “literal” < type > 2B &
(rid , bop , rid ) 0| &HR1AL null =EEEE
funcall fid ([ param {,param }]) type CLASS class ==
(@:]
param rid | ... Ot2}0| & ARRAY HHE
5 INT d43. (unsigned) byte,
== = - - St Ak
bop =1 > I>s=1l <l <l=1+1-1%*1/ O A Ak} (unsigned) short,
(unsigned) int, long L&t
S FLOAT
, : = 24 float, double
) A AE 2T o. ' '
fd d{.id} =/ decimal 23}
rid . id QIAEAO AL
) CHAR | STRING | BOOL
$% Yol g4
) attr NULLABLE ERAI S
$n Qolo] g4
UNSIGNED unsigned F2| Et+!
package id o7 | Z|
CONSTANT Cha
id . package
id * POSITIVE Qro| A
id .
NEGATIVE So| A
class id{.id} EC K
ZERO 0
name id AT
FIELD Lc 3
class .id UHE
EMPTYSTRING Ul 2AE
exen id{.id } 0|2
| EXTERN Fd= A
O-lgl NAME G 0|2 7R |= HE
id [a-zA-Z0-9_-1*
literal { string_character }

string_character
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