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Basic Principles of HMM

« Markov Model (MM)
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Basic Principles of HMM

« Hidden Markov Model (HMM)
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« Hidden Markov Model (HMM)
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Basic Principles of HMM

Bob's girlfriend Alice is on
vacation in New York.

Bob knows weather history
of New York.

Bob also knows which
action Alice is likely to do
on rainy and sunny day.
Alice calls Bob and tells
him what she did last week.
Can Bob infer the most
likely weather sequence of
last week?

www.wikipedia.org



Basic Principles of HMM

 Problems of Interest

— Decoding: For a given observation sequence and a HMM,
what is the most likely state sequence (and the likelihood of
it)?

— Learning: For a given observation sequence, how should we
set the parameter set of a HMM to maximize the probability
that such a sequence occurs?
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HMM-related Algorithms

 Viterbi Algorithm (Decoding)

— Decoding: For a given observation sequence and a HMM,
what is the most likely state sequence (and the likelihood of
it)?
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HMM-related Algorithms

 Viterbi Algorithm (Decoding)
Vox = P(zo | k) -m

Vi P(x¢ | k) - maxyey (ayxVi1y)
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HMM-related Algorithms

. . . . Vor = P(zo | k) -m
Viterbi Algorithm (Decoding) Vie = Pl | k) - maxyer (ayaViosy)
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06 04\ /03 0.5
Walk Shop Clean
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With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy) www.wikipedia.org
with likelihood 0.00014.
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HMM-related Algorithms

Viterbi Algorithm (Decoding) e = i% L o aViss)
0.7 03 0.6
0.1 0.1
Vo.sunny = P(Walk | Sunny) - 7z, .. = 0.24 ” o /o3 ok
Walk Shop Clean

‘Walk Shop |Clean |Walk | Shop | Clean
Rainy \| 0.06
Sunny | 0.24

With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy) www.wikipedia.org
with likelihood 0.00014.
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HMM-related Algorithms

. . . . Vor = Plag | k) -7
Viterbi Algorithm (Decoding) Vi — pEI,’H-)’.I:;,xyC.,. (ay#Vie1y)
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Wéh\‘ '_Shop Clean | Walk | Shop |Clean
Rainy 0.06 '/’0.038
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With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy) www.wikipedia.org
with likelihood 0.00014.
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HMM-related Algorithms

. . . . Vor = P(zo | k) -m
 Viterbi Algorithm (Decoding) Vie = Plr | K) - maxyey (ay4Viry)
06 07 o3 06
(7)) = (O.AJ Rainy 04 >unny
aRainy,SunnyVO,Rainy =0.018 0.1
aSunnySunn)yO,Sunny = 0144 6 04 0.3 0.5
Vl,Sunny = P(Shop | Sunny) . aSunny,Sunmyo,Sunny =0.0432 Shop Clean
W _ihop Clean | Walk | Shop |Clean
Rainy 0.0 10.038

Sunny | 0.24 230043

With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy) www.wikipedia.org
with likelihood 0.00014.
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HMM-related Algorithms

: : : : Voxr = Plao | k) -m
 Viterbi Algorithm (Decoding) Vi = pgf\ L]) (ay 4Vi 1)
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With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy)
with likelihood 0.00014.

www.wikipedia.org
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HMM-related Algorithms

: : : : Vor = Plao | k) -7
 Viterbi Algorithm (Decoding) V. — pgf\ L]) (ay 4Vi 1)
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With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),
the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy)
with likelihood 0.00014.

www.wikipedia.org
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HMM-related Algorithms

: : : : Vor = P(zo|k)-m
« Viterbi Algorithm (Decoding) Vi = Ploc | 4) - maxey (0,4isy)
0.7 06
06 . 0.3
(7;) = (O.4j e
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Walk Shop Clean

Walk | Shop | Clean | Walk | Shop | Clean

With observation sequence (Walk, Shop, Clean, Walk, Shop, Clean),

the state sequence is (Sunny, Rainy, Rainy, Sunny, Sunny, Rainy) www.wikipedia.org
with likelihood 0.00014.
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HMM-related Algorithms

« Baum-Welch (Learning)

— For a given observation sequence, how should we set the
parameter set of a HMM to maximize the probability that such
a sequence occurs?

— Parameters: initial state probability vector, state transition
probability matrix, and observation emission probability matrix

— EM algorithm (Expectation Maximization) ‘,
\
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HMM-related Algorithms

« Baum-Welch (Learning)
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HMM-related Algorithms

« Baum-Welch (Learning)

e Definition e Recursion
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HMM-related Algorithms

« Baum-Welch (Learning)

e Definition » Recursion
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HMM-related Algorithms

« Baum-Welch (Learning)

7 (1)=P(q,=5;|0, 1) &1, J)=P(Q, =S;,0,, = Sj 10,4)
__ aA) a3y (0, B, (i)
> La(DA) "3 2 (K)agh (0,.) A ()

g b)) gy 20O =)

i T 7, =y, (1)
” Zt:lyt () thl (1) !

Introduction to Machine Learning, 2" ed., Alpaydin, MIT Press

2010-08-27 AALab, KAIST 20



HMM-related Algorithms

« Baum-Welch (Learning)
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HMM-related Algorithms

« Baum-Welch (Learning)
— Limitation
« Not optimal
» Local maximum (EM approach)
« Dependence on parameter initialization
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Application: Voice Recognition
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Application: Anomaly Detection

System Log Data
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Application: Anomaly Detection

Target system log data

Likelihood is greater <

than THRESHOLD.
NORMAL!
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Application: Anomaly Detection

Target system log data

| Y | Ok here is the abnormal point
(l.e. crash, deadlock, etc).
|
Likelihood is less < | HMM for normal state
than THRESHOLD.
ABNORMAL!

.
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Conclusion

 Principles

— Hidden Markov model
— 3 problems and corresponding algorithms

Where to use HMMs?
— Analysis of sequential data

— Voice recognition, anomaly/intrusion detection, gene
analysis/prediction, cryptoanalysis, written character
recognition and general time series forecast

— Somewhere the sequential pattern recognition technique can
be useful in PL/SE world (hopefully)
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Questions and Answers
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