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Previous Work

Presentation

I “Adding Pattern Matching to Existing Object-Oriented
Languages”, joint work with Sukyoung Ryu and Guy L. Steele
Jr.

Achievement

I Presentation at FOOL’10 workshop, Reno, Nevada, USA, 17.
Oct. 2010



Introduction

I ”Web is tomorrow’s operating system” by Andrei Sabelfeld

I JavaScript - the most dominant language in web applications

I But still vulnerable to security problems such as confidential
information leakage



Motivating Example

From “Language-based security” by Andrei Sabelfeld



Former Approaches

Non-language based approaches

I Dynamic monitoring : covers only single execution path

Language based approach

I Security-typed langauge : no runtime overhead but
inapplicable to dynamically-typed languages such as
JavaScript



Interesting Approach

Language based dynamic analysis

I ”Efficient Purely-Dynamic Information Flow Analysis” by
Thomas H. Austin and Cormac Flanagan, 2009

I “Permissive Dynamic Information Flow Analysis” by Thomas
H. Austin and Cormac Flanagan, 2010

I Introduces a small dynamically-typed language with securiy
labels

I Proves that the langauge guarantees non-interference propery



Future Directions

I Improving expressiveness of the langauge

I Minimizing performance overhead

I Considering various channels such as timing channels


