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Perp

% MOZE =M X 7l
— Z7] AHE ArEALS ALOf, 22t AA[EO|L EEE S AHO0[2t= &
= THiste 80| 7
« 1980ALCH

M = (multi-user-dungeon) A 10| M = -
— UsenetZ} 7 @1 O|H & AFZXE, XLHE 21022 A Aot &
etCtil F 2] A&

o= A{3H

[2] [Achleve] No, it was the Natherzim.
0 [2] ]: It probably was, Cappa
%% i DI EI 5] [2] [Healsguy] V\’?TB Golc)i’en rod Spp
2 [2]
Monty Python

2] [Achieve]: However you spell it. The vampire dudes like
us.
Sketches

[2] [Jeicen]: Sargeras went insane due to the chaos of demons in
ing Nether

5] [2] [Kish]: | believe Red Shirt Guy corrupted Sargeras
10] [2] >s]: LFG for razorscale. Tank or dps
:16] [2] [ ] Either wya, Sargeras is the final expansion..
ably be in the Twisting Nether xpack
20 5] i
World of

. will
[2] [Achieve]: It was hinted at. They said Sargeras began to
ze no matter how many worlds he purified there was still an infinite
number of demon worlds out there which made him doubt his mission
20:49: 2icen]: isti
Warcraft A

11] [2] [Jeicen]: Twisting Nether is a big place, will probably focus on
; the draenei homeworl
THRHAL Amoy

] [2] [Ontargre]: it was never clearly stated whhat corrupted
as

7] [2] [Lilnaynay]: the legion basicly tricked azshara to help them

E
e betrayed the night elves on suramar but she soon found herself
when the well of eternity was destroyed in the seas, and she then
tr1nsformed

1[2] [S y]: needs big guild. please invite
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Shtyle.fm

Check out my photos on Shtyle.fm

I've created a profile on Shtyle fm to upload my photos, share files and make
new friends and | want to add you as a friend.

View my Profile and Photos »

Regards,
Wooram

O

Bt mol A&
T2 2L

Wooram=l2| Z2E

= 2o

ED

& SE5HE.

O facebook
-
— = SHS |, Nam-ju]
= o
WooramE 0l 2l &' & Facebook -2 SEHSLICH
Wooram Heo Wooram Heo
Wooram= 0l Ok= AFEHE ZHEIHT Ol 2
ZEAFEILICH
Facebook &
Wooramd 2 Z2 S BALI BH=H 2 &

AW old 23S 26N 2.
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Shtyle.fm

B o
X = FZ3Rl QorE THQlol T

Email: somebody@somewhere.some :\—I-, OI.OI El E Ol D."% $i
Choose password: n
Your Photo: BT
Name:
Gender: Select ~
Birthday: honth ~ Day » Year =
Next »

Tesms of Service Frivacy Folicy

Send a Gift to Your Friends

Your Email: Isomebody@somewhere.son
Enter the password for your email account.
Email Password:

Choose a gift to send to your friends:

TQLTINEHO R Al JoIH AELS 3 W ﬁf@
Zé 4_ o/’LEI-'T"' bl":ﬂl\'l’ ;eddy Champa‘Qne Yelloch:se

7"0\__']/\' /\l"g'b,ﬂl;\-_' Ol D'"% —$—_/1K_9.l ‘ Continue »» ‘
HIY H2S 7%

This is a fun way to exchange virtual gifts with your friends. Your email contacts
will be notified of your Shtyle.fm profile on your behalf through email. When they
register through the email they will become your friend on Shtyle and receive the
gift you have selected on their profile.

AALAB sgYneE A7 ° KAIST
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Shtylefm AL SOl

PW: ABC

0

(®

ID: somebody@somewhere.some

Shtyle.fm G| O[ E{ H| O] &

T

PW:

ABC

PW: 123

Shtyle.fm
AHOIE

== Z3oiA, &
o =4
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sgng|E H7L
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(Bayesian Spam Filtering)

« 9| o] Z(Bayes)d 4 3

Pr(B|A) Pr(4)

PI‘(A|B) = PI‘(BIA) Pr(A) + Pr(B|—A4) Pr(—4)

I DERECEEEPRERE
— | Fol) T3} oH THo] F 2 4] (spamicity, spamness)s =7
— W Qo) I3 F S 2B A< 275k o 2} AH| >} 2 L )

< 3434,

e}
4

J10| A E FH 48t
AALAB St LTEEEERY H KAIST



#] o) 2] <} =3 > &4
(Bayesian Spam Filtering)

o W Lol T3HF W Fo] 52 238 4 (spamicity, spamness)
S99 W) 2uQ A
QY A Qo) WL AR (2B, H = )
w9 holo} Fo) g A1
— Pr(S|w): 2 P 5 238 9, 2w go] 2 B-F

afo
4
Y|

Pr(W|S) Pr(S)

Pr(S|W) =
r(SIW) Pr(W|S) Pr(S) + Pr(W|H) Pr(H)
FI0| A E T A+Sta} 12
AALAB SgenzE eln KAIST
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(Bayesian Spam Filtering)

o 9| Yol HL3}F 4 Fo] 52 2= 4 (spamicity, spamness)s =H
B Pr(W|S) Pr(S)
PriSIW) = 5 aWTs) Pr(S) + Pr(W H) Pr(H)
— Ao E Y v o] 2P 52 80%°) B2 E, Pr(S) = 0.8°] I,
Pr(H) = 0.2°] &
— T o] x 2 A AZEH S JYY 7 #l L) o) o}y
A 2 o)A 5 235 A X3 oM 311,
Pr(S) = Pr(H) = 0.58} 4 & 3}>) & 3}
Pr(S|W) = Pr(W|S)

Pr(W|S) + Pr(W|H)

710l 2 £ & preta)
AALAB SEYTLE 17 e KAIST
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(Bayesian Spam Filtering)

Oolof Z5E= TOIE o ATHAS HELSHA Dol AHIt AT IS S &
7

— oyo{o| BiOLOf Wy, W, -, WyCl NSl T
=N =1

< ESSLTHD AT,
— ofelof neloff wo{Tt ‘;*%or'“' AN Z ~

A=
=3 Aol IFASET.
Pr(S|Wy, Wy, -, Wy)
- Pr(Wl, Wz,“',WNIS) PT(S)
B Pr(Wy, Wy, -, Wy|S) Pr(S) + Pr(W;, Ws,---, Wy|H) Pr(H)
Pr(Wy|S) -+« Pr(Wy|S) Pr(S)

= Pr(W,[S) - Pr(Wy|S) Pr(S) + Pr(W,|H) - Pr(Wy|H) Pr(H)

— HO[Z22 HiA{of 23

p p
pr(wilsy = LrSIW) Pr(We)

I10| A HAIS)
AALNAB SsomeE oA o KAIST
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(Bayesian Spam Filtering)

« bDfolof Z3EH OS2 ATiRZ HEESHO BoL AHTH £ 30l Tte A
g 2%

— Pr(W|S)3 & Aol THOyBtol ATt

Pl’(SlWl, W21 T WN)
B Pr(Wy|S) --- Pr(Wy|S) Pr(S)
~ Pr(W4]S) -+ Pr(Wy|S) Pr(S) + Pr(W,|H) --- Pr(Wy|H) Pr(H)
_ [ITIL, Pr(S|W;)]Pr(s)t=N
T, Pr(S|Wy) |Pr($)T=N + [TTY., Pr(H|W;)|Pr(H)1-N
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(Bayesian Spam Filtering)

A9 ZH oA E 224 E AV N AN 2290
32

— Pr(S) =Pr(H) = 0.58 A A3l F 3} 38 A3-F 2.

[T, Pr(sS|w;)]
[T, Pr(Siwy)] + [T, (1 — Pr(SIw;))]

pr(slwls Wz: Y WN) -

— ©] &) ¥ A 39 #| (threshold)E J o, 23 © 2 2} F 3o}

Pr(S|wy, W, \Wny)
Pr(H|Wy, Wa, - Wn)

> 1 X Pr(S|Wy, W, Wy) >——

] _
AALAB SgYRelE 7 0 KAIST
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(Multiple-Word Feature)

« H|O[X[2FAH HEHE HH =2 0| T&a I SHA| =L
_ “L——H % 6|_|-E” 9'_ “L——H %u “6|_|-E”9—| il’O|

. EO} 7] O] THO] A S QIAIO| TR ZHESIH 0T 7}

o A7 K2l &= S&0|HAM, HO| A HOE BFEA| E£26tE|, CHE &
H=2 MEF JtsotH, B 11 B =2 =AM 7t 7 X| £ 0{0F ottt
e k=30|2td & o] MAHE= LT QA HPZ2 o
— HEA ROIE = LI9C &5t |3 7| & ...
E
= MNrss AtE HIEA LOotE = LS| s Nz | AR UOtE = LIS CH &St
AtE AtE i = LOotE = AtE AtE UOtE = Lt<
AtE AtE HEEA LS ALE AtE UOtE=CH &=t
Az ik = A| N UOtE =

] e
AALAB SEYTLE 17 H KAIST
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(Multiple-Word Feature)

k=30[21 & THO| AAIEl L OLE QLA TEY T2 of
— W= H SfOtE &= Lo TSt 235 (5 ...

W=7 LOtE = L2 LOtE = Lo L E5t: Lo O Eet: =3 &St 23| 7|5
i =7 LOotE = Lot = L2 Lo Sete iEete T3]
= A Lto LOotE = Sete Lto| 3 Eete 715

Hi} = A LOotE = Lo Este

[T, Pr(SIF)]

Pr(leli F?_l'..JFN) = [

« F= Ol TR (feature)=

[T, Pr(SIF)] + [TTY, (1 — Pr(S|Fy))]

o|o|st, & N SiTE A ST

71| A E FH 45t}
S8UTEE H T 18 KAIST
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(Markovian Filtering)

234 =74 92 (CRM114%) 33)

Pr(S|F) = 0.5 + (NS(F) — NH(F)) - Weight(F)

Ci(NS(F)+ NH(F) + C,) - Weight,,,

NS(F): Fo} 299 2 59} %
NH(F): F} 22 (22 0] o}) 3 52} %
Weight(F): F] >}5 3|

Weight,gy: >V 3 2V 5 %) 5 3 o (= 2%k)
CRM1149 X ¢, = 16, C, = 1°] H-.
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Honglak Lee and Adrew Y. Ng, Spam deobfuscation using a hidden Markov model, Conf. on Email and Anti-Spam, 2005.

Y el23s 233 F 53 FA Ny

(Deobfuscation with Hidden Markov Model)

lo

« =3} ZX|(obfuscation)

7| & B h= 2k HHOj

refinance r.efina.nce, r-efin-ance, re xe finance
mortgage mort gage, mo>rtglage, mor;tg2age
viagra v*lagra, v-i-a-g-r-a, vi@gra, vjaggra
unsubscribe | u.n sabcjbe, un susc ribe

Y N N e o o e iy |

22 A& 8- 9 (Pr(X, = 1))
e Aol B-F F - (Pr(Xepq =JjIXe =1))
J3 4 -5 FFH (Pr(0, = j|X, = 1))

v) 2] v] (Viterbi) ¥ 28] F 2 % >} 354 o) ¥ AH 9
IS FE 5 U=

AALAB S8YTLE A7 ot KAIST



Honglak Lee and Adrew Y. Ng, Spam deobfuscation using a hidden Markov model, Conf. on Email and Anti-Spam, 2005.

<9 vf23E 2y JE3 FA Ay

(Deobfuscation with Hidden Markov Model)

« 294 53 FXZ(lexicontree) =9 w23 2 233 4 4]
— RF o) A} (45475 1) 2 34
- A E AN () FEFAN(S)E LY
- 23N 2 M0 SRR Tl Sy A W2

W W OW W L &
OO0
Jjo| A2 FAFEET
AALAB SgUFE HTA 22 KAIST



Honglak Lee and Adrew Y. Ng, Spam deobfuscation using a hidden Markov model, Conf. on Email and Anti-Spam, 2005.

<9 vf23= 2y

=3 34 9

(Deobfuscation with Hidden Markov Model)

. Z7| MEY BHE

1
|

— ,

RETF Ol Rl RIOA QLRE

P“(X*_“'XW( x)"- RMEOIR Uk Hoiol FHES

l—n t+1 =
nx./fx, i X is At s child
n hx,/fx, if X¢4vq1 =S5, Xy iIs a terminal node
0 Nherwise.
ool (S, X)o & HIESL
QE OIRIBIHHA FHIE RIS Y UE, PE OIRIBIHA HI ZFHIERIE MY UE
NQ(XH X)) = Po(X 1| Xe)

P(Xp1|Xy) = (1 - th)-
S HY 2Kt ol &l ®Iol QLRE

23 RiNQ E oHEQIRE

P(O¢41 {}}\H Xet1)
(1 =7 ) Pemit (O41] X1 41)

#E|, A O X 25 #, B

& fd =s B9 d

=& 0 0| E(training data) 2|
2 7ts

A(likelihood)Z

+Tprandom(oi+l) it Xt+1 == Xt % 5'D C = 6"¢3|-|:_
random(OH—I) if Xt+1 =X:=5p —Ll H.Ql'ol'E -1 n’ §1T= =a ™ |-
ermit (OQe1| Xeg1) otherwise,

REEHTE LEFHE BRFS BT Y]
TR BRI UAE EE

E2%UE Qo AQURIE Bt

Rt U EFIX
70| A E A5t
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<9 rf23isn

2y3) JE3) 4 39
(Deobfuscation with Hidden Markov Model)

Honglak Lee and Adrew Y. Ng, Spam deobfuscation using a hidden Markov model, Conf. on Email and Anti-Spam, 2005

o St E BYO| H=sstE HHHE Y52 B HIEHH g 5SS A
StH, Jt& 7580l =2 AEje =AM Z0| X 11, O] AO| HtZ H|Lt
=317 M2 cro{o|C
=271 M E = HO{O| Tt (080803

@D~
‘el
0 0 ??
[ vi@gra ] - & () & @ é[ viagra ]
N o (D~ & ef
0 30 0520,
)
BB 5
« MEf MMO| BE #HO| 5| A(sparse) EE = A5, Jelinek2| 19994
K MO M 27 E B (beam search)E AFESHH, dEE S H S
A & 4+ UL,

— F. Jelinek, Statistical Methods for Speech Recognition. MIT Press, 1999.
AALAB
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Wikipedia - Spam (Monty Python) (http://en.wikipedia.org/wiki/Spam_(Monty Python))

Spam Experts (http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-
spammers.html)

Consumer Fraud Reporting (http://www.consumerfraudreporting.org/spam_costs.php)

Wikipedia - Bayesian spam filtering (http://en.wikipedia.org/wiki/Bayesian_spam_filtering)

Ben O’connor, Markovian Spam Filtering, 2007.

Gary Robinson's Rants (http://radio-weblogs.com/0101454/stories/2002/09/16/spamDetection.html)

Jonathan A. Zdziarski, Ending Spam: Bayesian Content Filtering and the Art of Statistical Language
Classification, No Starch Press, 2005.

Raju Shrestha and Yaping Lin, Improved Bayesian Spam Filtering Based on Co-weighted Multi-area
Information, Advances in Knowledge Discovery and Data Mining, 2005.

William S. Yerazunis, Sparse Binary Polynomial Hashing and the CRM114 Discriminator (slides)

Shalendra Chhabra, William S. Yerazunis, and Christian Siefkes, Spam Filtering using a Markov Random
Field Model with Variable Weighting Schemas, ICDM’04, 2004.

William S. Yerazunis, The Spam-Filtering Accuracy Plateau at 99.9 percent Accuracy and How to Get Past It,
MIT Spam Conference, 2004

William S. Yerazunis, et al., A Unified Model of Spam Filtration, MIT Spam Conference, 2005.

Honglak Lee and Adrew Y. Ng, Spam deobfuscation using a hidden Markov model, Conference on Email
and Anti-Spam, 2005.

Seunghak Lee, Iryoung Jeong, and Seungjin Choi, Dynamically Weighted Hidden Markov Model for Spam
Deobfuscation, Proceedings of the 20th International Joint Conference on Artificial Intelligence, 2007.

71| A E FH 45t}
S8UTEE H T 2 KAIST


http://en.wikipedia.org/wiki/Spam_(Monty_Python))
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.spamexperts.com/spam-experts/news-archive/article/motivation-for-spammers.html
http://www.consumerfraudreporting.org/spam_costs.php
http://en.wikipedia.org/wiki/Bayesian_spam_filtering
http://radio-weblogs.com/0101454/stories/2002/09/16/spamDetection.html
http://radio-weblogs.com/0101454/stories/2002/09/16/spamDetection.html
http://radio-weblogs.com/0101454/stories/2002/09/16/spamDetection.html

