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AE HE30| of

o 7t&f A HE=EDF (VM-obfuscation)

L = 380 }

B8 01 00 00 00 mov eax, Ox1
BB 02 00 00 00 mov ebx, Ox2
03 C3 add eax, ebx
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o 7t&f A HE=EDF (VM-obfuscation)

2D push 0x1
21 push 0x2
O| Hcd
o320 171 aad

B8 01 00 00 00 mov eax, Ox1
BB 02 00 00 00 mov ebx, Ox2
03 C3 add eax, ebx

8A 06

OF B6 CO
83 C6 10
FF 24 ..

mov  al, byte ptr [esi]

movzx eax, al

add esi, 1

jmp  dword_ptr [eax*4+161Clh]
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Join our co

SHAZ5E: 292852a4cadf8d43a621258255dof22f5cd T 1ec4d T 02881528 celdTdd3Tacl

Detection ratio: 24 43

Analysis date: 2011-11-08 08:25:20 UTC [ 2 months, 1 week ago ) ca D é D

Antivirus ~  Result Update

AhnLab-\3 - 211105
Antivir Waz2/Dshorse.2.C 20111104
Antiy-AWL - 211106
Bvast - 2011105
ANG Win3ZDahorse. A 211105
BitDefender Win3Z2 Dahorse.A 2011106
ByteHero - 20111104
CAT-CuickHesl - 2011105
Clamal - 211108
Commtouch W2 TrojanX. v 2011105
Comaodo UnclassifiedMalware 20111106
Driveb - 2011106
Emsisoft Wirus.Win32 Dahorsel ¥ 2011106
eSafe Win32. TrojanHorse 20111102
eTrust-Vet - 20111105
F-Prot W2 TrojanX. v 2011105
F-Secure Wind2 Dahorse A 20111106

Fortinet W22/ Dahorse.A 20111106




SHAZRE:
Detection ratio

Analysis date:

Antivirus
Ahnlab-W32
Antivir
Antiy-AWL
Bvast

ANG
BitDefender
ByteHaro
CAT-CuickHes
Clamay
Comnmtouch
Comodo
Driveb
Emsisoft
e5afe
eTrust-Vet
F-Prot
F-Secure

Fortinet

total

d7 1 2edfe82304e4 264 TofG3030862e 304153005308 70408a0530TA08851 7200

2012-01-18 17:42:34 UTC (1

minute ago )

Result

Update
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20120118
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20120118

20120118

20120118

20120111

20120118

20120118

20120118

20120118

20120118

20120118

20M20115

20120118

20120118

20120118
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x86 &St

add eax, Ox1

. He 49| 22 7|58 e BYO2 BY

EAX;
(t2 + 1);

t2
to :

CC_OP := 3;

CC_DEP1 := t2;
CC_DEP2 := 1;
CC_NDEP := 0;

T O := (t2 + 1);
CF := (T_0 < t2);
T 1 :=(T_0 & 255);

PF = (~(((((T_1 >>7) ~ (T2 > 6)) ~ ((T_2> 5)~(T_2> 4))) ™ (((T_2> 3)~(T_1> 2)) .

AF := (1 == (16 & (T_0 ~ (t2 ~ 1))));

ZF := (T_0 == 0);

SF := (1 == (1 & (T_© >> 31)));

OF := (1 == (1 & (((t2 ~ (1~ -1)) & (t2 ~ T_09)) > 31)));

EFLAGS := ((EFLAGS & (-2 & -5)) & ((-17 & (-65 & -129)) & -2049));

EFLAGS := ((EFLAGS | ((CF << @) | (PF << 2))) | (((AF << 4) | ((ZF << 6) | (SF << 7))) .. 4/////
EAX := tO;




x86 =710

mov, F F
jmpnz F F // conditional jump

save,, /' I/ // memory operation

T // variable (register, flag)

new // allocate new memory section
n // integer, address

El, // load memory

*x F // unary operator

E ¢ FE // binary operator



x86 L2 2ol ol X

(o0, m) as st € State = Env x Mem
s Env = Var = Value
m e Mem = Addr = Value
vV E Value = Z + Addr

[-] : Program — Trace

H(Obh b1)(CL23 bg)aﬂ = StoStl...Stm

where
sto = < 0, {} {@1 — (bla 0) a2 — (b27 0) } (1)

St; — St?‘__H

23 A HIHe AHO| AEYFO)




where

X806

I_I

[-] : Program — Trace

[((11, 51)((12, bg)aﬂ = Slpsty...8tn

st = < 0, {},{0,1 — (blj 0)j as — (bg, 0), } CL>

St; — Sti+1

1240| o|0|7






X86 L= 1

Ox013513BE ® b8 01 00 00 ©0ebb 02 00 00 0083 cO 0©1le8a 06e0f
Ox013513CE b6 c0e83 c6 01 ff 24 85 cl1l 61 01 00 5f 5e 5b 81
©x013513DE c4 cOgbo 00 00 3b ec e8 47 fd ff ff 8b e5 5d c3
Ox013513EE cc cc |5 01 c3 55 8b ec 83 ec 90 50 52 53 56 57

274 e

esp| {ox0026fe88} 0x0026fe88|...

eax|{0x005513b8} 0x0026fe8c|{0x11223344}
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H . Program — Trace

[(a1, bi)(as, bo)...,a] = fir(F =N {sto} U Neat T)

where

sto= ({}.{ar = {(b1, O}, az = {(b2, 0)},... }, {a})

Next = (pU)o#o(py next)
next = \st.{st'|st=sst'}

HZ2 x86 L= ] ch
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SDT 7F2 K 7|

GetKey () SDT

MOV eax, ©x00000003

SYSENTER

KernGetKey

OO Ui A W N P O



SDT 7F2 K 7|

GetKey() SDT

MOV eax, ©x000000¢ 3

SYSENTER

0

[

2 ..
B
4 ..

5

6



SDT 7} 2%} 7
KernGetKey ()

GetKey() SDT

7|2 E AE] 717

MOV eax, ©x00000003

SYSENTER

0
1
2| o
3
4
5
6



SDT 7} 2%} 7
KernGetKey ()

GetKey()

7|2 E AE] 717

MOV eax, ©x00000003

SYSENTER

3 MyGetKey Modify the table entry
4 ..

Ell .
6 ..




SDT 7} 2%} 7
KernGetKey ()

SDT
Getkey () JHE A 7IHQ 7|
0
MOV eax, Ox00000003 1
SYSENTER 5
4
5
. MyGetKey ()

int a = KernGetKey();

// key logging
furite(log, a);
return a;




CrEet 71247 S

ofdac JERRTE
Troj/Keylogg-LF SetWindowsHookEx
Troj/Thief SetWindowsHookEx
AFXRootkit WriteProcessMemory
CFSD FItRegisterFilter

Sony Rootkit KeServiceDescriptorTable
Vanquish GetProcAddress

Hacker Defender NtWriteVirtualMemory
Uay backdoor NdisRegisterProtocol

from hook finder’s experimental result
http://bitblaze.cs.berkeley.edu/papers/hookfinder_ndss08.pdf



-1 O - o —
b
bAD
InsideCodeSection(e) address belongs to code section
{e (e*)} function call is in the code
{e:=¢e} assignment is in the code
{a86_instruction} x86 instruction is in the code
{a86_instruction} with ¢ x86 instruction is in the code with given condition
e=c¢e values of two expressions are equal
—b
bV b
x variable
r register(predefined variable)
f external function, variable
_ don’t care
n integer constant
S string
e (e*) function call
ele] array

oc | exe unary/binary operator
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SDT 7}2%H7| =

NTSTATUS DriverEntry(IN PDRIVER_OBJECT theDriverObject, IN PUNICODE_STRING theRegistryPath)
{

// save old system call locations
01dZwQuerySystemInformation =(ZWQUERYSYSTEMINFORMATION) (SYSTEMSERVICE (ZwQuerySystemInformation));

// Map the memory into our domain so we can change the permissions on the MDL
g pmdlSystemCall = MmCreateMdl(NULL,
KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable.NumberOfServices*4);
if(!g _pmdlSystemCall)
return STATUS UNSUCCESSFUL;

MmBuildMdlForNonPagedPool(g pmdlSystemCall);

// Change the flags of the MDL
g _pmdlSystemCall->MdlFlags = g_pmdlSystemCall->Md1Flags | MDL_MAPPED_TO SYSTEM VA;

MappedSystemCallTable = MmMapLockedPages(g_pmdlSystemCall, KernelMode);

// hook system calls
HOOK_SYSCALL( ZwQuerySystemInformation, NewZwQuerySystemInformation, 0ldZwQuerySystemInformation );

return STATUS_SUCCESS;



SDT 7t2*x}7|°| &

> > > >

r = KeServiceDescriptorTable
y = MmCreateMdl(_, =, _, _)

2z = MmMapLockedPages(_, ¥)
)=

InsideCodeSection(f)
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