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The Early Bird

T8 | Z7)ER) | ARE | HEY
gzip-1.2.4a 7,327 | AlZE 0.9G
be-1.06 13,093 TN 0.8G
make-3.76.1 27,304| 24A |t 2.7G
bash-2.05a 105,174 n/a >4G

AA| B4, 3.2GHz with 4GB of memory
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“bug-finders” “verifiers”

scalable sound
unsound unscalable
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“local reasoning”
“frame rule”
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{PxR}C{QxR}

A0t (spatial localization)
2t (temporal localization)
(

IF (contextual localization)
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APLASTTT & " scatability (541 LOC)
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600

b Scalability ()

2008.09 2009.03 2009.09 2010.03 2010.09 2011.03 2011.09
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O The Early Bird
Program LOC Baseline Localize Spdt | Mem,|
Time | Mem | Time | Mem
gzip-1.2.4a TK 772 240 3 63 257 X 74 %
bc-1.06 13K | 1,270 276 7 75 181x 73 %
less-382 23K | 9,561 | 1,113 33 127 289 x 86 %
make-3.76.1 27K | 24,240 | 1,391 21 114 | 1,154 92 %
wget-1.9 35K | 44,092 | 2,546 11 85 | 4,008 x 97 %
a2ps-4.14 64 K oo | N/A 40 353 N/A N/A
sendmail-8.13.6 130K oo | N/A 744 678 N/A N/A
nethack-3.3.0 211 K oo | N/A | 16,373 | 5,298 N/A N/A
emacs-22.1 399 K oo | N/A | 37,830 | 7,795 N/A N/A
python-2.5.1 435 K oo | N/A | 11,039 | 5,535 N/A N/A
linux-3.0 710K oo | N/A | 33,618 | 20,529 N/A N/A
gimp-2.6 959 K oo | N/A | 3,874 | 3,602 N/A N/A
ghostscript-9.00 | 1,363 K oo | N/A | 14814 | 6,384 N/A N/A
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O The Early Bird
Program LOC Baseline Localize Spdt | Mem,|
Time | Mem | Time | Mem
gzip-1.2.4a 7K 772 240 3 63 257 X 4%
bc-1.06 13K 1,270 276 7 75 181x 73%
less-382 23K | 9561 | 1,113 33 | 127| 289x | 86%
make-3.76.1 27K | 24,240 | 1,391 o1 | 114 | 1154x |  92%
wget-1.9 35K | 44,092 | 2546 | 11| 85| 4008x | 97%
a2ps-4.14 64Kf oo| N/A| 40| 353§ N/A| N/A
sendmail-8.13.6 130K o | N/A N/A N/A
nethack-3.3.0 211K §  oo| N/A N/A | N/A
emacs-22.1 399 K .1 o | N/A N/A N/A
python-2.5.1 435K§ oo | N/A N/A | N/A
linux-3.0 710KE oo | N/A N/A | N/A
eimp-2.6 059K § oo | N/A N/A | N/A
ghostscript-9.00 | 1,363K § oo | N/A | 14, N/A | N/A
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The Early Bird

Program LOC Baseline Localize
Time | Mem | Time | Mem
gzip-1.2.4a TK 772 240 3
be-1.06 13K | 1,270 | 276 7 75 §
less-382 23K | 9561 | 1,113 33| 127 §
make-3.76.1 27K | 24,240 | 1,391 21| 114 |
weet-1.9 35K | 44,002 | 2,546 11
a2ps-4.14 64 K oo | N/A 40 353
sendmail-8.13.6 130K o0 N/A 744 678
nethack-3.3.0 211K ~ | N/A | 16,373 | 5,298
emacs-22.1 399 K oo | N/A | 37,830 | 7,795
python-2.5.1 435 K o0 N/A | 11,039 5,535
linux-3.0 710K ~ | N/A | 33,618 | 20,529
oimp-2.6 059 K ~ | N/A| 3874 3,602
ghostscript-9.00 | 1,363 K oo | N/A | 14,814 | 6,384

63 |

3514,

N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A
N/A
N/A
N/A
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(spatial localization)

local (accessible)
I
............. >
\ : "o
call f — >
\
‘ \ global f
(non-accessible )
return «—
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int g;

£ G ) < i)

int main() {
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Program
less-382
bash-2.05a
vim60
emacs-22. |
linux-3.0

less-382 (23,822 LOC)

LOC #Functions

23K 382
|05K 955
227K 2,770
399K 3,388
710K 13,856

ghostscript-9.00 [,363K 10,224



less-382 (23,822 LOC)

Onaverage 755 re-analyses
-~ per_pmgﬁdure

e Lo e e n 7 T e ey s L. Program LOC #Functions
e e, X1\ S T e less-382 23K 382
o e = N x et 7 —— WAtV L = — e ———— -
XSS AN AT =7 T e 7T e 1 bash-2.05a 05K 955
| - - reoa - ;A‘I'I ur, - — — — — —— — e -

————— *:” * e — -_, = e ;;_,:; ~  vimé0 227K 2,770
P | - " emacs-22.1 399K 3,388
linux-3.0 710K 13,856
ghostscript-9.00 ,363K 10,224
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b W e et ¥l
(Reachability-based Localization /
abstract garbage collection)

call f — >
v f
|

unreachable
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2 A

(too conservative)

Program LOC accessed memory

/ reachable memory
spell-1.0 2,213 5/ 453 (1.1%)
barcode-0.96 | 4,460 19 / 1175 (1.6%)
httptunnel-3.3| 6,174 10 / 673 (1.5%)
ozip-1.2.4a | 7,327 22 /1002 (2.2%)
jwhois-3.0.1 | 9,344 28 / 830 (3.4%)
parser 10,900 75 / 1787 (4.2%)
be-1.06 13,093 24 / 824 (2.9%)
less-290 18,449 86 / 1546 (5.6%)

average : 4%
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(access-based localization)

pre-analysis

[
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Over-approximation of

conservative

access information
>

~ {a,b,c}

actual access info.
J

U

( actual access info. )> {a,b}

actual analysis
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(access-based localization)

conservative
. access information .
pre-analysis > lactual analysis
{a,b,c}
v e » | | o
call f — >
v f

non-accessible

20
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75

50

25

spell  barcodehttptunnel gzip  jwhois parser bc twolf tar less make AVERAGE

" Reachability
" Access
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(temporal localization / sparse analysis)
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y:="p y:="p )
Z:=%q \ Z:=*q

actual conservative
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spurious
dependence

actual
dependence

26



=
NI
(EER—
__01_
%
ol
LIE __OO
S5 o
X
ol Xl
= I
S D
X o
TH
&O Nk
i NE

27



=5
>
||

=
T

28



Programs LOC Intervalyaniila Intervaly,se Spd 1 Mem. ¢ Intervalsparse Spdts Mem >
Time Mem Time Mem Time Mem
gzip-1.2.4a 7K 772 240 14 65 55 x 73 % 3 63 5x 3 %
bc-1.06 13K 1,270 276 96 126 13 x 54 % 7 75 14 x 40 %
tar-1.13 20K 12,947 881 338 177 38 x 80 % 8 93 42 x 47 %
less-382 23K 9,561 1,113 1,211 378 8 X 66 % 33 127 37 x 66 %
make-3.76.1 27K 24,240 1,391 1,893 443 13 x 68 % 21 114 90 x 74 %
wget-1.9 35K | 44,092 2,546 1,214 378 36 X 85 % 11 85 110 x 78 %
screen-4.0.2 45K 00 N/A 31,324 3,996 N/A N/A 767 303 41 x 92 %
a2ps-4.14 64K 00 N/A 3,200 1,392 N/A N/A 40 353 80 x 75 %
bash-2.05a 105K 00 N/A 1,683 1,386 N/A N/A 67 220 25 X 84 %
Ish-2.0.4 111K 00 N/A | 45,522 5,266 N/A N/A 471 577 97 x 89 %
sendmail-8.13.6 130K 00 N/A 00 N/A N/A N/A 744 678 N/A N/A
nethack-3.3.0 211K 00 N/A 00 N/A N/A N/A 16,373 5,298 N/A N/A
vim60 227K 00 N/A 00 N/A N/A N/A 23,798 5,190 N/A N/A
emacs-22.1 399K 00 N/A 00 N/A N/A N/A 37,830 7,795 N/A N/A
python-2.5.1 435K 00 N/A 00 N/A N/A N/A 11,039 5,535 N/A N/A
linux-3.0 710K 00 N/A 00 N/A N/A N/A 33,618 20,529 N/A N/A
gimp-2.6 959K 00 N/A 00 N/A N/A N/A 3,874 3,602 N/A N/A
ghostscript-9.00 1,363K 00 N/A 00 N/A N/A N/A 14,814 6,384 N/A N/A
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Programs LOC Intervalyaniila Intervaly,se Spd 1 Mem. ¢ Intervalsparse Spdts Mem >
Time Mem Time Mem Time Mem
gzip-1.2.4a 7K 772 240 14 65 55 x 73 % 3 63 5x 3 %
bc-1.06 13K 1,270 276 96 126 13 x 54 % 7 75 14 x 40 %
tar-1.13 20K 12,947 881 338 177 38 x 80 % 8 93 42 x 47 %
less-382 23K 9,561 1,113 1,211 378 8 X 66 % 33 127 37 x 66 %
make-3.76.1 27K | 24,240 1,391 1,893 443 13 x 68 % 21 114 90 x 74 %
wget-1.9 35K | 44,092 2,546 1,214 378 36 x 85 % 11 85 110 x 78 %
screen-4.0.2 45K 00 N/A 31,324 3,996 N/A N/A 767 303 41 x 92 %
a2ps-4.14 64K 00 N/A 3,200 1,392 N/A N/A 40 353 80 x 75 %
bash-2.05a 105K 00 N/A 1,683 1,386 N/A N/A 67 220 25 x 84 %
% nethack-3.3.0 N/A 5,298 % N/A N/A
§ vim60 N/A 5190 § N/A N/A
¥ emacs-22.1 N/A 7,795 § N/A N/A
| python-2.5.1 N/A 5,535 % N/A N/A
# linux-3.0 N/A 20,529 N/A N/A
. , gimp-2.6 N/A 3,602 § N/A N/A
§_ghostscript-9.00 | 1,363K | oo | | 06384 § N/A N/A




Programs LOC Intervalyaniila Intervaly,se Spd 1 Mem. ¢ Intervalsparse
Time Mem Time Mem Time Mem
gzip-1.2.4a 7K 772 240 14 65 55 x 73 %
bc-1.06 13K 1,270 276 96 126 13 x 54 % 7 75
tar-1.13 20K 12,947 881 338 177 38 x 80 % 8 93 £
less-382 23K 9,561 1,113 1,211 378 8 X 66 % 33 127 %
make-3.76.1 27K 24,240 1,391 1,893 443 13 x 68 % 21 114 §
wget-1.9 35K | 44,092 2,546 1,214 378 36 X 85 % 11 85 ¥
screen-4.0.2 45K 00 N/A 31,324 3,996 N/A N/A 767 303 %
a2ps-4.14 64K 00 N/A 3,200 1,392 N/A N/A 40 353 §
bash-2.05a 105K 00 N/A 1,683 1,386 N/A N/A 67 220 §
Ish-2.0.4 111K 00 N/A 45,522 5,266 N/A N/A 471 577 % )
sendmail-8.13.6 130K 00 N/A 00 N/A N/A N/A 744 678 |
nethack-3.3.0 211K 00 N/A 00 N/A N/A N/A 16,373 5,298
vim60 227K 00 N/A 00 N/A N/A N/A 23,798 5,190
emacs-22.1 399K 00 N/A 00 N/A N/A N/A 37,830 7,795
python-2.5.1 435K 00 N/A 00 N/A N/A N/A 11,039 5,535
linux-3.0 710K 00 N/A 00 N/A N/A N/A 33,618 20,529
gimp-2.6 959K 00 N/A 00 N/A N/A N/A 3,874 3,602
ghostscript-9.00 1,363K 00 N/A 00 N/A N/A N/A 14,814 6,384
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OO O *°
(relational analysis)

A gy T BA

Programs Octagon, i1, Octagon, . Mem/ Octagon,, .. SpdT2 | Mem/o
Time Mem Time Mem Total Mem
gzip-1.2.4a 9,649 5,744 483 1,355 15 211 30 x 84 %
be-106 | 15027 | 10090 | 1454 | 5065 | 21| 381 | s5x | 902%
Y4 I Sy a4 £ B 3 ) e IR 377« 95 9
{ less-382 N/A N/A 131 405 § N/A N/A
¥ make-3.76.1 N/A N/A 39 554 § N/A N/A
§ wget-1.9 N/A N/A 189 1,008 ¥  N/A N/A
I screen-4.0.2 N/A N/A 7,169 | 19,143 § N/A N/A
¥ a2ps-4.14 N/A N/A 794 1,229 | N/A N/A
{ bash-2.05a N/A 407 1,875 § N/A N/A
¢ 1sh-2.0.4 N/A 1,553 4449 §  N/A N/A
¥ sendmail-8.13.6 i N/A N/A




=

= 13]9] ojn]7)

= 3T
| -

33



