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0 McAfee's Third Quarter 2011 Threats Report warns about
rapid increase in mobile malware
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0 McAfee's 2012 Threats Predictions Report expects that

Malware-infected PCs have been used for cyber crimes, and this will
happen the same in the mobile world

As mobile malware getting more and more elaborate, it will penetrate
deep into the mobile operating systems

The attackers will start targeting mobile banking and more advanced
techniques will appear
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Challenges in Detection

£

mguPIER

RINTGRA
National Research Lab

0 Rootkits manipulate victimized OS to report false
information

0 Detection/Recovery attempts within the system are not
trustworth

High-Level Device Driver(Ring 2) c
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o VMM (Hypervisor) -based approaches

Various approaches for A1 (Secure Transactions) and A2 (Attack
Detection)

m S M Leeetal 2008 [9]

Secure Transactions

m Secvisor 7], Petroni and Hicks 2007 [8] -> A2

o Hardware-assisted approaches

Copilot [6] : Tried to achieve for A2

m Use of PCI card for x86 system

m Snapshot-based monitoring

ARM TrustZone [10]: Provides Al

m Use of modified processor, bus and additional IPs
m Provides NormalWorld and SecureWorld

S Optimizations and Restructuring




o 7o| B4

I

- g

mmmmmmmm

o 7|& AL oA
=7t &4 (Transient attack)0j| L3t BHX| &7t

|91 A|AEIO| M50 S

— — O— O O o o

= Copilot: Memory bandwidth& & &

=

m HyperSentry: Processor?| time slot= 85
ro) = 1 4 ol=
SR EEELREATE
Processor?t MemoryS ™4 3S}= hardware linkQ| traffics ZHA|
. 270 BH EX s

m 02 A[AEO Xt = AFEOHA| RS

T

S Optimizations and Restructuring




OrO|L| O] ¢
=n 2

mmmmmmmm
5.‘ lﬂﬁﬁ?ﬂ

o Vigilare(20127)

TCB: £ 2|7} 37}t Vigilare Processor@t 12| Hardware
component=

Target: ARM processor@} LinuxS 7|8t O 2 S} = system
Processor2} Memory? 9| trafficOf| CHo|| Ct=&= 8 &4
m M7 K| FY0| 27| A3 (E.g. Kernel code, static jump tables)
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