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C = mov, FFE
pgm € Program = (Addr x Byte)* x Addr | jmpnz E E // conditional jump
a € Addr Section X Z. e // sequence
s € Section = Z
E == =z // variable (register, flag)
| new // allocate new memory section
o O_I F _I:L[]-”OI_ I n // integer, address
| [F]x // load memory
(6, 1, ip) as st € State = FEnv x Mem x Addr | x F // unary operator
6e Emw = Var= Value | E o FE // binary operator
ve Value = (Z, + Addr) x Addr
me  Mem = Addr23 (2BvexZ 4 Addr) x Addr
Addr = 2Addr (set of program locations)
Trace — 92State
2F A%

[-] : Program — Trace

a] = fix(F F T, {ez‘{)} U Next T)

é%o ::< {} {a1 — {()1 U)} ao {(b2 0 }
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-} {a})

(pU) o7 o (pu neat)
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SDT(Service Description Table) 7} 22}7|

el = | =
a2 80 72 E 7} 72| 7| =

wiat = At {si]itsi) o melef 22 AE2) RobRl AfEIES| HEE Pk A
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VM

mov al, byte ptr [esi]
movzx eax, al
add esi, 1

Original code

mov eax, 1 \VMProtect
mov ebx, 2 [ >
add eax, ebx

Ox00016739
0x00016749

Ox00016759

0x00016779

g = §
| DAD
b InsideCodeSection(e) address belongs to code section

function call is in the code
assignment is in the code
x86 instruction is in the code

{e (")}
{ie =re}

{x86_instruction}

g=g values of two expressions are equal
—b
bV b

{a86_instruction} with ¢ x86 instruction is in the code with given condition

jmp  dword ptr [eax*4+161Cl1lh]

Code (VM instruction)

14 df 4b 5d e8 e4 5a 00 04 10 38 1c 18 30 34 00
28 24 3c Oc 19 6e 01 20 3e 02 2c 2d 21 71 ©Oc 18
19 19 33 20 19 5f 42 49 34 33 20 19 5f 52 33 34

‘69 49 20 Oc 08 od 29 01 21 31 09 1d 39 11 39 ©5 d9

68 39 67 40 00 e8 7d f9 ff ff d9 16 00 00 00 00

function call
ele] array
unary/binary operator

e = 2 variable
| r register(predefined variable)
| f external function, variable
| - don’t care
| n integer constant
| s string
|
|
|

r — KeServiceDescriptorTable

- Ay = MmCreateMdl(_, x, _, )
SDT 7|'EXH7| Az = MmMapLockedPages(_, ¥)

Aozll=f
A InsideCodeSection(f)

_ y = GetProcessAddress(_ 1)

INGEI RIS\ (Il (= String of system-call function)
Zlo12d 7}2 zH7 A —InsideCodeSection(y)
HHd 7HEAN] A {WriteProcessMemory(_, y, _, _)}
{sidt x}

Ay = (xh] <<24|2[4] << 16| 2[3] << 8| 22])

IDT 7}2.3H7|

Aoyl =z

A InsideCodeSection(z)

2380 g spaxy

BMAZ AMIL|R TFHET| ojzalef aijz| Azt AMS

000111C8: 51 push ecx

St

oy

22|

000111C9: FF 30 push dword ptr [eax] zA 7
000111CB: 57 push edi

@00111CC: FF 15 18 20 01 00 call dword ptr [__imp__ MmCreateMd1@12] esp | {0x0026fe88} 0x0026fe88 | ---
©00111D2: 3B C7 cmp eax,edi

000111D4: A3 10 30 01 0@ mov dword ptr [_g pmdlSystemCall],eax eax | {0x005513b8} 0x0026feBc | {0xT1223344)
000111D9: 75 07 jne 000111E2

©00111DB: B8 01 00 00 CO mov eax,8Cooeee01h

©00111E6: EB 37 jmp 00011219

@00111E2: 50 push eax _ _ 0x00012018(_, 0x11223344, _, _)| 3}& 52
©00111E3: FF 15 14 206 01 00 call dword ptr [__imp__ MmBuildMdlForNonPagedPool(@4 ] . A T
©00111E9: Al 10 30 01 0@ mov eax,dword ptr [_g pmdlSystemCall]

@OO111EE: 80 48 @6 01 or byte ptr [eax+6],1

000111F2: 57 push edi 3 M| 22

©00111F3: FF 35 10 30 01 00 push dword ptr [_g pmdlSystemCall]

31|1IAE1 2t 24 7

"@00111F9: FF 15 10 20 01 00 call dword ptr |__imp_ MmMapLockedPages@8]

@00111FF: A3 24 30 01 00 mov dword ptr [_MappedSystemCallTable]
00011204: 8B 56 01 mov edx,dword ptr [esi+l]

©0011207: B9 OE 10 01 00 mov ecx,offset _NewZwQuerySystemInformatio
0001120C: 8D 04 90 lea eax, [eax+edx*4]

0001120F: 87 08 xchg ecx,dword ptr [eax]

00011211: 89 @D 20 30 01 60 mov dword ptr [_0ldZwQuerySystemInformation],ecx

esp | {0x0026fe8c} 0x0026fe8c | {(a, 0x00000000)}

eax | {(a, 0x00000000)} 0x0026fe90 | ---

44321 059 A AR B S2HA PHE7|E 0S| AlAR F S
| |
: KernGetKey () | KernGetKey ()
I |
I |
1 SDT GetKey() i1 SDT
GetKey() : Get Keyboard Data ! 5 Get Keyboard Data
0 .. ! -
: MOV eax, 0x00e0e003 [N
MOV eaX, QXGGGGGGGB | 1 ' SYSENTER | )
SYSENTER - | :
\ 3 MyGetKey
3 KernGetKey !
" 4.
" Jl s
' EE | el MyGetKey ()
: 6 i int a = KernGetKey();
: : // key logging
| ' fwrite(log, a);
, return aj;
=1 = = C
SDT 7t2aff7 | & ¢¥5t= 4| C ZE o3 71%| 727 | =

NTSTATUS DriverEntry(IN PDRIVER_OBJECT theDriverObject, IN PUNICODE_STRING theRegistryPath)
{

// save old system call locations
0ldZwQuerySystemInformation =(ZWQUERYSYSTEMINFORMATION) (SYSTEMSERVICE (ZwQuerySystemInformation));

// Map the memory into our domain so we can change the permissions on the MDL
g pmdlSystemCall = MmCreateMd1l(NULL,
KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable.NumberOfServices*4);
if(!g_pmdlSystemCall)
return STATUS_UNSUCCESSFUL;

MmBuildMdlForNonPagedPool(g_pmdlSystemCall);

// Change the flags of the MDL
g_pmdlSystemCall->MdlFlags = g_pmdlSystemCall->MdlFlags | MDL_MAPPED_TO_SYSTEM_VA;

MappedSystemCallTable = MmMapLockedPages(g pmdlSystemCall, KernelMode);

// hook system calls
HOOK_SYSCALL( ZwQuerySystemInformation, NewZwQuerySystemInformation, 0ldZwQuerySystemInformaticn );

return STATUS SUCCESS;

« IDT(Interrupt Descriptor Table) 7t 227
o HY T4 2IQJH oM Q7|

o Sysenter o 72 2l7|

o AMAHRIZ 2IUH 7H227

o FltRegisterFilter T ALE

o WriteProcessMemory &4 AF

m2 30| HuE o|&at]

r = KeServiceDescriptorTable

$o| BES Y

0x00012010(_, (cr, 0x00000000))

Sz 0| Ho{n} A|JL| X7} YX|Gt=Z| H|L

oo

y = MmCreateMdl(_, x, _, _)
2 = MmMapLockedPages(_, y)

Az = 0x00012010(_, ¥)
* Aoz =T

= f A InsideCodeSection(f)

y = 0x00012018(_, 0x11223344, _, _)

> > > >

InsideCodeSection(f)
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