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• Let ! be the trusted code and " be the untrusted code. Then, the overall 
program that executes in the system can be expressed as :

!!"#$%"&'!"(#$)*"+",$-.,+",&',/.

   Since the JavaScript standard is vast and informal, it is not amenable to apply conventional proof techniques. �������������there are several ������������������������"���!���������������������������
������������������ ������������ ������������������������������������������
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Soundness of !JS
[3]

 • A trusted service ! safely encapsulates 
a set of forbidden allocation-site labels 
#.

               '                     ''''''''''''''''''''''''''''''''''''''

  A Datalog program consists of facts and inference rules.  We can 
get the set of all consequence facts that can be obtained by applying 
the inference rules to the facts, upto a fixed point.

Datalog

Procedure Overview

JavaScript

ES5S

SESlight

 • Lexical scoping
• Safe closure-based encapsulation
• No ambient access to global object 
• Transitively immutable built-in 

objects (except the global object)
• Variable-restricted (#$)
• No setters/getters

JavaScript "JS⊉
"Desugaring" Core language of JS

               '                     ''''''''''''''''''''''''''''''''''''''

 For all "JS programs, p, either:
1. p !* v,
2. p !* err, or
3. p !* p2, and there exists p3 such that p2 ! p3.

Theorem

Coq Code
Facts

Consequence 
facts

  Information about !, initial heap, and the 
term #$%"&'!"(#$)*"+",$-.,+",&',/ 
for any " ! SESlight

Encoded semantics of SESlight in the form 
of Datalog

Check for confinement violating facts
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!JS  with Modules[4]
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