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Shared Mutable Data Structures

* An updatable field can be referenced from more
than one point.

*p := 0;
k¥q = 1;
if (xp = 0)
return true;
else
return false;

 Hoare logic fails to scale to programs of even
moderate size.



Specification of In-place List Reversal

870

Q@pre: list ag a Py H o H - R
b := nil;
while (a !'= nil) do

k = [a + 1];

[a + 1] := b;

b := a;

a := k;
end while; )

@post: list ag b h—lgl gl 7}



Loop Invariant in Hoare Logic

@pre list ag a

b := nil;

QL: da,B. list o a N list B b N ag=a-pB
while (a '= nil) do

k := [a + 1]; Q

[a + 1] := b; a >{3}----ig} 9]
b := a; 5
a := k; b 211

end while;
@post list ag b

 However, lists a and b must be disjoint.



Complex Loop Invariant in Hoare Logic

@pre list ap a
b := nil; B
@L: da,B. list v a N list 8 b N ag=R:-p0

A |(Vk. reachable(a, k) A reachable(b, k) D k = nil)

while (a '= nil) do
k := [a + 1]; !l
[a + 1] := b;
b := a; Lists a and b are disjoint.
a := k;

end while;
@post list ag b



Loop Invariant in Separation Logic

@pre list ap a

b := nil;

@L: do, 3. list « a % list B b AN ag=a-p
while (a !'= nil) do

k := [a + 1]; Q

[a i 1] c= b; O N
b := a;

a := k; b 21

end while;
@post list ag b
e % = separating conjunction
— describes two disjoint memory portions



Frame Rule Iin Separation Logic

e Supports local reasoning

{A} Program {B}
{A % C} Program {Bx C'}

where Program does not access variables in C

13| M 2S5 A5
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Logical Connectives In Separation Logic

e Separating conjunction e Separating implication
Ax B A—xB
— The current heap can be — If the current heap is
partitioned into two extended with a
separate heaps; separate heap for which
— A holds for one, and A holds,
B holds for the other. — then B holds for the

combined heap.




Separating Implication A — B

o Essential to building a complete verification system

— with backward reasoning by weakest precondition
generation

WP: dz,y. (E— z,y)*((E— E' y) —=C)

1T

E.1 := F'

1T

@post C(C E—F"y

* No existing verification tools fully support A — B.

— Smallfoot, Space Invader, THOR, SLAyer, HIP, VeriFast,
jStar, Xisa, ...



Goal

* Build a theorem prover for full separation logic
— With separating conjunction %
—also with separating implication —x

This incompleteness could be dealt with if we instead used the backwards-
running weakest preconditions of Separation Logic [4]. Unfortunately, there is
no existing automatic theorem prover which can deal with the form of these
assertions (which use quantification and the separating implication —). If there
were such a prover, we would be eager consumers of it.

Symbolic Execution with Separation Logic.
Josh Berdine and Cristiano Calcagno and Peter O'Hearn. APLAS'05.

« Schorr-Waite Algorithm2| J|H & ZS
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Building a Theorem Prover for Boolean Bl

 Boolean Bl (Bunched Implications)
— underlying theory of separation logic
— classical logic extended with x and —«

A = P|T|-A|AANB ||| AxB| A—B

* Sgg
— nested sequent calculus for Boolean Bl

12



Nested Sequents with Graph Structures

 Classical logic+ Ax B +A —« DB

formula A = P|L|—1A|A\/B|A*B
truth ctx. I = -|I;S

false. ctx. A = | A A

node state S = A | Or, | Wi, Wa | WH(W?2))
sequent W = I =A

WL{(W?2): a sibling sequent W1l and a common parent sequent W?

W, W?2

&\

Ws l_:>A Wl

13




Sgg: Nested Sequent Calculus for Boolean Bl

Structural rules:

M= A r=— A rs;s=—A M= A A; A MWW= A

rs—=aVts r=aa"s Ts=a b T=na P Fww=aF"

MW, (Wo, W3 == ) = A EA« M, (M= A2), (0 == ) = A 0. Ml == 41,40 0D
F WL W= ), Ws=>A " ° M; Mo == A1, Ao T (M= A2), (0 == ) == A1 "7 ©

Traverse rules:

rcl;(rc23Ac2)<rﬁA> .——‘jAcl rp,(rma),(rsmAs) mAp

TC TPs

M(FTa=— Ac),(Te=— Ax) =— A ST (Ts = A(Tp = Ap) = A >
Logical rules:
S A T=4 IT=A44 A=A M A=A [, B= Ay
A=altits Tt F=2 1 Fra=a™t F=a-42 ™ TmavB=AaA;A, Vs
Fr=AAB o =4, R TA=)B=)=4
Fr=— A AVB 'Y Ti=A = (=117 M AxB— A S

M = A A o= A->, B = M = A1 A Mo B == A> L r;(Am—~,_:>-)<-x:>B>m;>A R
(F1=:>A1),(F22>A2)::>A*B S (§_1:Z>A1)(r22:>£}2>;14—~*322>' S M= A A—B s

Theorem (Cut elimination):
IfIM == A;C and I';C == A/, then I'; T == A; /.

14



BBeye: A Theorem Prover for Boolean BI
e Interactive

e Supports both CUI and GUI ~ K
e Written in OCaml
e Online demo at
http://pl.postech.ac.kr/BBI/ =% s
e Jonghyun Park, Jeongbong
Seo, Sungwoo Park. A - i
Theorem Prover for
Boolean Bl. POPL 2013.
*
« Now we know how to deal =
with —x.

15
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Separation Logic

location Li,Lo,Ls,---

expression FE = Lijlz]|al| -
location expression [ = lz|&|@a

primitive formula P = [I—E]|E=FE]| ---

formula A, B,C = P|L1l|—-A|AVA|]

|| AxA| A—A | Ja.A
e Judgment
(S,H) = A

e = Al:

“Z=0 &l formula AJt 2 stack S 2= heap HO|
CHoll A &I X| EHHE GFet”
— quantifier 9J} 81
— gquantifier 99t

03: decidable
04: undecidable

|0 |0

17



Proof System for Separation Logic

o BT key idea (from BBeye):

— use a graph structure of sequents

— label each sequent with a heap variable.
« =HH key idea

— &Ml system2| Completeness = primitive
formulaZ Ct== system2| completeness

« &I soundness?t completeness &% =
— soundness: proof system= = [}
— completeness: =Xl= &It S L

18



CCeye: A Theorem Prover for Separation Logic

« M E2H =

expression relation
expression relations
heap variable

heap relation

heap relations
truth context
falsehood context
heap sequent

heap sequents
world description

og

E=F |E#E
91,... ,9,”

w=¢c¢|lwFe|w=|[l— E]|
wFE[l—El |w=wow” | w=w
01, ,0n

A

] AVA

M= A", [ = A"

» Challenge: Complexity &= Xl X 2|

19
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