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£ 51 - Property-Based Code Slicing for Efficient Verification of OSEK/VDX Operating
System by Mingyu Park, Taejoon Byun and Yunja Choi, in the First International Workshop
on Formal Techniques for Safety-Critical Systems, 2012
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“ Environment modeling for efficient model checking

= Concerning environment assumptions in verification
v' Synchronous Observers and the Verification of Reactive Systems
by Pascal Raymond, Nicolas Halbwachs and Fabienne Lagnier, AMAST, 1993
=  Specification-based environment generation

v' Partial Verification of Software Components: Heuristics for Environment Construction
by Pavel Parizek and Frantisek Plasil,
17th International SPIN Conference on Software Model Checking, 2007

/

“* Program slicing
= Slicing algorithms to explicitly detect def-use associations for efficient regression
testing.
. The Application of Program Slicing to Regression Testing
by David Binkley, Information and Software Technology, 1999
= program slicing for C programs with respect to the alarms generated from value

analysis.
. Program slicing enhances a verification technique combining static and dynamic
analysis

by Omar Chebaro, Nikolai Kosmatov, Alain Giorgetti and Jacques Julliand,
Proceedings of the 27th Annual ACM Symposium on Applied Computing, 2012
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Source Code Safety Properties Counter Example
(Trampoline Kernel) (Assertions) Analysis
T | T NO
| |
i CBMC Model
. - Checking
Function Call
Property-based .
. Scenario
Function Generation
i YES
Extraction Algorithm
| |
End
1 |
\ 4

Code Extraction Extracted YES
. Code .
| |

| 1 Random Testing

sys| | HozAg
AL == oisth : NO
T=TE . et ! A= d"iAlQ v
sy BT EHe
EH SH Code Analysis

1 1 o o
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void WaitEvent () |« Root Level Function

tpl get proc(); : API that is a terminal node of the called-by graph
} of an End Level Function
End Level Function
void SetEvent () { / : Function that directly modifies, sets, or uses

tpl put new proc(); Extended Target Variable

tpl schedule from running() ;

Extended Verification Target Variable
. Variable that a Verification Target Variable depends on

void tpl put new proc() { 1
tpl h prio += extendedTargetVariable;
assert (tpl h prio != -1);

J Verification Target Variable

: Variable that appears in the property specification

void tpl schedule from running() {
extendedTargetVariable += 1;
}

8



------------------- Forward
_______________ Reachability
---------------- Analysis

Backward
Reachability End_Level_Functions

Analysi | \ -
Root_Level_ navse : ; \ \ . ROOt_LEVEl
Functions i - i+ . s abstract kernel

Set of Set of
Root Level End Level
Functions Functions



NEZHS Dol 2k A MM — (oot-level function

|

From Safety Properties From Extracted Code

ActivateTask

TerminateTask Target
WaitEvent initial i?ation Constraints Target
SetEvent

TASK(tLY
- ActivateTask(t2);
Environment Model SetEvent(t2, e1);
\ 4 TerminateTask();
}
. . . _— Update system TASK(t2){
E);tlr:acnte? Lr||St N Plcrk ;':1 Jurncltlon iattlrsf!r?;s ) YES— variable & WaitEvent(e1);
of Functions andomly onstraints execute TerminateTask();
X }
. |
from property-based /\ |
function extraction NO Completed? >—F-vE Test Scenario

« 242 Root-Level function| SEQAM 7SSt RESES £=H
o X|ZEZ40| 7|HtSH false alarmO| EHASH= =2 H

10



Hx=d =5

< O Al

WaitEvent 7t S =&/ = X912 [/ AME)Z HZAE/0/, CFE X9 0)A{ SetE
vent/f @E&/7) MM OFF & 22 g = JIL). [fEfA] WaitEvent= S &/ £/0/
£ + o0 OfE X Z0jA SetEvent7f @ =& S0)0f CfA| @ =& + 2L}

IWaitEvent IWaitEvent .

StartOS
WaitEven
WaitEven
SetEvent

“ Hef=HS noioX| fi2 H|EBH AlLIE| 2 ‘432 =X

A=
+ SetEvent7} 0|0| SZE|A=X| OfEH TEHE 201}

» Task@l Resource, Evento| H3lE
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OSEK/VDX M| 2FAbS 2H017| = A|AE AEfo| BiolE FHT =M
MlefAtete| = o2& M At
!WaitEvent m TASK tl{
PRIORITY =1,

ActivateTask ACTIVATION = 1;
TerminateTas
WaitEvent

Settvent @ 0\ ,/—7 ——\\\——F7"""—"——"—F—"————————————————————————— -

—WaitEven .
I}—waitgven AUTOSTART = TRUE:
<setEvent ///' SCHEDULE = FULL;
}

v
&
fot
N
hu

TASK(t1){
ActivateTask(t2);
SetEvent(t2, el);
TerminateTask();

} TASK(t2){
WaitEvent(el);
TerminateTask();

‘\

AlLtE| 2
(C mgd)

2AHEE

2AEY =2 Y

€—YES:

¥

AlLtele &3
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HEEAHS Nt 2h A A — end-level function

[ -

From Safety Properties From Extracted Code

tpl_put_new_proc Target
tpl_get_proc initial igation Constraints Target
tpl_put_new_proc_call

Environrent Model
Y tpl_put_new_proc(2);
. . . _— Update system tpl_put_new_proc(1);
Extracted List Pick a function Satisfies = X — =T
of Functions > randomly onstraints? vE variable & tpl_get_proc(); _
execute tpl_put_new_proc_call();
A

] =

from property-based /\ |
function extraction NO vE Test Scenario

Completed?

- 3}ZAL End-Level function?| 2 Z0j| A

= tset B 2 E5E o
+ M=Aof 7| 2ol false alarmO| 2-dot= @ == HiA

13
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7

H=4

=1
=

API function End-Level Function

TS $H7 A A

hh

— False Alarm2| X| 7

function root_level scenario(){

StartOS tpl_put_new_proc*2, tpl_get_proc StartOS ()
WaitEvent tpl_get_proc WaitEvent()'
_ _ WaitEvent(); //Constraint Violation
function end_level_scenario(){ ) WaitEvent
IWaitEven

tpl_put_new_proc();
tpl_put_new_proc();
tpl_get _proc();
tpl_get _proc();
tpl_get _proc();

}

function tpl_put_new_proc(){
tpl_h_prio++;
assert(tpl_h_prio !=-1);

}

function tpl_get_proc(){
tpl_h_prio--;
assert(tpl_h_prio !'=-1);

}

WaitEvent

—WaitEvent
WaitEven
<€—SetEvent

v PostTaskHook |

tpl_get_interrupt_lock_status /_"’
— o .
= tpl_release_internal_resource

—"

= tpl_wait_event_senvice

..l II
r ) i |
[
i >
_ I = tpl_current_os_state _,.'/,.«-'
S m— —— . J :/
I". AN T e  \» tpl_get_proc
1 ™, L— L |
\\ tpl_schedule_from_waiting L ) :
\ \\ | ‘ - —
\ =
LY
*,
\\

B tpl_init_proc
., | )
" e S
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Mtz=ds nojet 2t M - e do=x?

— o O — L
API function End-Level Function
WaitEvent tpl_get_proc
SetEvent tpl put new proc, tpl_schedule from_running
StartOS tpl_put_new_proc, tpl_put_new_proc, tpl_get proc
A A =35 Al ek %A
OSEK/VDX BAA =& Az | A *
StartOS
WaitEven
I);WaitEven
SetEvent
SEPAE 1Y =M T AGEA
Itpl_get_proc Itpl_get_proc -
. ¢ ///f-—ﬂ
tpl_put_new_proc tpl_get_proc

tpl_put_new_proc Z/X
tpl_get_proc j tpl_get_proc

r
tpl_put_new_proc

(#tpl _get proc =< #tpl_put_new _proc)




I-l-
=2

% CHAF A= =/d (Target Verification Property)
- Trampoline 20| 2= M| 7tX| 7| X oF™ =M (functional safety

L—
property)Of| Lol 2td 9 X ES5= =

AL
assert(tpl_h_prio !'=-1)
assert(tpl_kern !'= NULL)
assert(tpl_kern -> state == RUNNING)
<+ 2| Ml 7ll2] assert 0] Cliol] 22 5= =
<« 2l Ml 7H2] assert 20| Lol H|Z2E X HAES ZA[¢t 7 2E =7
71H 2| X| (Code Branch Coverage)S =4t

*4/5d 212 Linux Fedora 16 OS, with Intel Xeon 3.4GHz e3-1270 processor
and 32GB of 1333MHz DDR3 RAM.
o D EAZO dH AHZ=T7/CBMC £ A28,

v 7 £ 2 7] 7/H 3 X[ = SquishCoCo 52 Z=F 5/ 92
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Al AN — Model Checking

s CBMC Model Checking
= Unwind £}0]| 10 O|S}0| A= counter-example= M SHX| Q1
A S
T O
* Unwind 20| 15 0|49 2 ZAZ 0| 30| £715%

Property | tpl_h_prio !=-1 tpl_kern !'= NULL
tpl_kern->state == RUNNING

code size : 437 lines code size : 787 lines
3 End-Level Functions / 19 Functions 7 End-Level Functions / 32 Functions
in total in total

Unwind VCC Time(s) Memory(MB) VCC Time(s) Memory(MB)

Unwind 3 15 2 55.72 53 15 200.94
Unwind 7 43 91 297.14 157 4,100 1288.9
Unwind 10 64 2,379 923.67 235 42 241 1942.54

Unwind 15 99 30,748 2693.75 ‘ 365 > 6 days > 7366.89 \




M A - uzyN Has

* MAE ALZ|Q2 HAYE HAES
+ BIAE AlLt2|29] LO|7} 34 0|4
o 7S QI

), A Ol
LS = T AT

Property tpl_h_prio !=-1 tpl_kern != NULL

tpl_kern->state == RUNNING

code size : 1337 lines code size : 1378 lines
8 Root-Level, 3 End-Level Functions) / 50 Functions

Length of the
Scenario
tpl_schedule_from
running
tpl_schedule_from
dying = _ _ !

tpl_schedule_from if (tpl kern.running->state == BEADY BAND NEW)
waiting ) ) B {

tpl_start_schedulin

14 20 22

100%(3/3) 100%(3/3) 100%(3 - _FEnsc —

tpl init proc(tpl kern.running id);

tpl_wait_event_ser _ _ _ }
vice

tpl_activate_task - 8 - }

tpl_set_event - - - - - %(0/5) 80%(4/5) 809%(4/5) 80%(4/5) 80%(4/5)
tpl_get_proc 100%(3/3)  100%(3/3)  100%(3/3)  100%(3/3)  100%(3/3)

NIl 66.67%(2/3) 66.67%(2/3) 66.67%(2/3) 66.67%(3/3)  66.67%(2/3)

Time(s - - - - - - - - - -
Memory(MB 2.64 2.64 2.64 2.64 2.64 2.64 2.64 2.64 2.64 2.64

18
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Aled 7471 Overflowe 2= Ht74
2o =24 —YelNoWew=s =

tpl_get_proc -» tpl_h_prio : 2, taskMNum : 4, activationCount(T1, T2, T3) : 1, 255, 2
tpl_put_new_proc -» tpl_h_prio : 2, taskNum : 5, activationCount(T1, T2, T3) : 1, 255, 1
———put_new_proc - 1
tpl_get_proc -» tpl_h_prio : 2, taskNum : 4, activationCount(T1, T2, T3) : 1, 0, 1
tpl_get_proc =% tpl_h_prio : @, taskNum : 3, activationCount(T1, T2, T3) : 1, 0, 0
tpl_schedule from running -» tpl_h_prio : -1, taskNum : 3, activationCount(T1, T2, T3) : @, 0, @
RandomTest: RandomTest.c:585: tpl schedule from_running: Assertion “tpl_h_prio != -1' failed.

* F — = ASHA

% End-level functionS CHAC 2 HZANMAM HAEES =alist At

overflow=AX| S & 74

¢ Task29| activation countZ| 255¢Q1 AEH 0| A activationO|

S7tctH 02 2 Hgt

— tpl_h_prio O/ Zt0/-1.Z H3/
S DB HA=FIQAME DA unwind Z}

EE 1 . (@)
9 74E%I-T%Ike

O 77 L=

A= 01|M
. &x/ Bt SRR O B 204 B

FO| 2550|AH0|2tH =

StLt .

ols
2ot

&g &&= =//50 =
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