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void main() {
  f(4);
  f(8);
  f(2);
}

void f(int a) {
  x = g(a);
  assert (x > 1);
  y = g(input());
  assert (y > 1);
}

void g(int a) { 
  return a;
}

c1:
c2:
c3:

c4:

c5:
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The purpose of our condition is that the impact pre-analysis
over-approximates the fully context-sensitive main analysis:

Lemma 1. Let M 2 D be the main analysis result, i.e., a solution
of (5) under full context-sensitivity (K = K1). Let P 2 D]

be the pre-analysis result, i.e., the least solution of (6). Then,
8c 2 C, 2 C⇤

c

. M(c,) 2 �(P (c,)).

Efficiency condition The next condition is for the efficiency of
our pre-analysis. It consists of two requirements, and ensures that
the pre-analysis can be computed using efficient algorithms:

1. The abstract states are ? or functions from program variables
to abstract values: S] = {?} [ (Var ! V), where V is a finite
complete lattice (V,v

v

,?
v

,>
v

,t
v

,u
v

). An initial abstract
state is s]

I

= �x.>
v

.
2. The abstract semantics of primitive commands has a simple

form involving only join operation and constant abstract value,
which is defined as follows:

JskipK](s) = s, Jx := eK](s) =
⇢

s[x 7! JeK](s)] (s 6= ?)
? (s = ?)

where JeK] has the following form: for every s 6= ?,

JeK](s) = s(x1) t . . . t s(x
n

) t v

for some variables x1, . . . , xn

and an abstract value v 2 V, all
of which are fixed for the given e. We denote these variables
and the value by

var(e) = {x1, . . . , xn

}, const(e) = v.

Example 3 (Impact Pre-Analysis for the Interval Analysis). We
design a pre-analysis for our interval analysis in Example 2,
which satisfies our soundness and efficiency conditions. The pre-
analysis aims at predicting which variables get associated with
non-negative intervals when the program is analyzed by an inter-
val analysis with full context-sensitivity K1.

1. Let V = {?
v

,F,>
v

} be a lattice such that ?
v

v
v

F v
v

>
v

.

Define the function �

v

: {?
v

,F,>
v

} ! }(I) as follows:

�

v

(>
v

) = I, �

v

(F) = {[a, b] 2 I | 0  a}, �

v

(?
v

) = ;
This function determines the meaning of each element in V in
terms of a collection of intervals. The only non-trivial case
is F, which denotes all non-negative intervals according to
this function. We include such a case because non-negative
intervals, not negative ones, prove buffer-overrun properties.

2. The domain of abstract states is defined as S] = {?}[(Var !
V). The meaning of abstract states in S] is given by � such that
�(?) = {?} and, for s] 6= ?,

�(s]) = {s 2 S | s = ? _ 8x 2 Var. s(x) 2 �

v

(s](x))}.

3. Initial abstract state: s]
I

= > = �x.>
v

.

4. Abstract evaluation JeK] of expression e: for every s 6= ?,

JnK(s)= ite(n � 0,F,>
v

), Je1 + e2K(s)= Je1K(s)tv

Je2K(s)
JxK(s)= s(x), Je1 � e2K(s)= >

v

The analysis approximately tracks numbers, but distinguishes
the non-negative cases from general ones: non-negative num-
bers get abstracted to F by the analysis, but negative numbers
are represented by >

v

. Observe that the + operator is inter-
preted as the least upper bound t

v

, so that e1+e2 evaluates to
F only when both e1 and e2 evaluates to F. This implements
the intuitive fact that the addition of two non-negative intervals
gives another non-negative interval. For expressions involving
subtractions, the analysis simply produces >

v

.

Running the pre-analysis via reachability-based algorithm The
class of our pre-analyses enjoys efficient algorithms for computing
the least solution X that satisfies (6), even though it is fully context-
sensitive. For instance, we can translate the system of such analysis
equations into an inferior context-free grammar [2] and compute its
least solution using the Knuth’s algorithm [8], or we can transform
the analysis problem into a graph reachability problem [15].

For our purpose, we provide a variant of the graph reachability-
based algorithm. Our algorithm is specialized for our pre-analysis
and is more efficient than the algorithm in [15] (see the end of this
subsection). In addition, our algorithm works on value-flow graph
that reveals dependencies of queries in a natural way, and hence
our context selection procedure (Section 5.2) works on the results
of this algorithm. Next, we go through each step of our algorithm
while introducing concepts necessary to understand it. In the rest
of this section, we interchangeably write K for K1.

First, our algorithm constructs the value-flow graph of the given
program, which is a finite graph (⇥, ,!) defined as follows:

⇥ = C⇥ Var, (,!) ✓ ⇥⇥⇥

The node set consists of pairs of program nodes and variables, and
(,!) is the edge relation between the nodes.

Definition 2 (,!). The value-flow relation (,!) ✓ (C ⇥ Var) ⇥
(C⇥Var) links the vertices in ⇥ based on how values of variables
flow to other variables in each primitive command:

(c, x) ,! (c0, x0) iff
8
<

:

c ! c

0 ^ x = x

0 (cmd(c0) = skip)
c ! c

0 ^ x = x

0 (cmd(c0) = y := e ^ y 6= x

0)
c ! c

0 ^ x 2 var(e) (cmd(c0) = y := e ^ y = x

0)

We can extend the ,! to its context-enriched version ,!
K

:

Definition 3 (,!
K

). The context-enriched value-flow relation
(,!

K

) ✓ (C
K

⇥Var)⇥(C
K

⇥Var) links the vertices in C
K

⇥Var

according to the specification below:

((c,), x) ,!
K

((c0,0), x0) iff
8
<

:

(c,) !
K

(c0,0) ^ x = x

0 (cmd(c0) = skip)
(c,) !

K

(c0,0) ^ x = x

0 (y 6= x

0)
(c,) !

K

(c0,0) ^ x 2 var(e) (y = x

0)

(where cmd(c0) in the last two cases is y := e)

Second, the algorithm computes the interprocedurally-valid
reachability relation (,!†

K

) ✓ ⇥⇥⇥:

Definition 4 (,!†
K

). The reachability relation (,!†
K

) ✓ ⇥ ⇥ ⇥
connects two vertices when one node can reach the other via an
interprocedurally-valid path:

(c, x) ,!†
K

(c0, x0) i↵
9,0

. (◆, ✏) !⇤
K

(c,) ^ ((c,), x) ,!⇤
K

((c0,0), x0).

While computing (,!†
K

), the algorithm also collects the set C of
reachable nodes: C = {c | 9. (◆, ✏) !⇤

K

(c,)}.
Third, our algorithm computes a set ⇥

v

of generators for each
abstract value v in V. Generators for v are vertices in ⇥ whose
commands join v in their abstract semantics:

⇥
v

= {(c, x) | cmd(c) = x := e ^ const(e) = v}
[ (if (v = >

v

) then {(◆, x) | x 2 Var} else {})

Finally, using (,!†
K

) and ⇥
v

, the algorithm constructs PA
K

:

Definition 5 (PA
K

). PA

K

2 C ! S] is defined as follows:

PA

K

(c)= if (c 62 C) then ?
else �x.

F
{v 2 V |9(c0, x0)2⇥

v

.(c0, x0) ,!†
K

(c, x)}.
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F
{v 2 V |9(c0, x0)2⇥

v

.(c0, x0) ,!†
K

(c, x)}.
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Example 1. The analysis is context-insensitive when K = �f.{✏}
and fully context-sensitive when K=�f.C⇤

c

. Our selective context-
sensitive analysis in Section 2 uses the following context selector
K= {main 7! {✏}, f 7! {14, 15}, g 7! {✏}, multi glob 7!
{10 ·14, 10 ·15, 11}, xmalloc 7!{4 ·10 ·14, 4 ·10 ·15, 4 ·11, ✏}}.

Next, we define the abstract domain D of the analysis:

D = (C
K

! S) (3)

The analysis keeps multiple abstract states at each program node c,
one for each context  2 K(fid(c)). The abstract transfer function
F of the analysis works on C

K

, and it is defined as follows:

F (X)(c,) = Jcmd(c)K(
G

(c0,0)!K(c,)

X(c0,0)). (4)

The static analysis computes an abstract element X 2 D satis-
fying the following condition:

s

I

v X(◆, ✏) ^ 8(c,) 2 C
K

. F (X)(c,) v X(c,) (5)

In general, many X can satisfy the condition in (5). Some
analyses compute the least X satisfying (5). Other analyses use
a widening operator [1],

`
: D ⇥ D ! D, and compute not

necessarily the least, but some solution of (5).

Example 2 (Interval Analysis). The interval analysis is a standard
example that uses a widening operator. Let I be the domain of
intervals: I = {[l, u] | l, u 2 Z [ {�1,+1} ^ l  u}.
Using this domain, we specify the rest of the analysis:

1. The abstract states are ? or functions from program variables
to their interval values: S = {?} [ (Var ! I)

2. The initial abstract state is: s
I

(x) = [�1,+1].
3. The abstract semantics of primitive commands is:

JskipK(s) = s, Jx := eK(s) =
⇢

s[x 7! JeK(s)] (s 6= ?)
? (s = ?)

where JeK is the abstract evaluation of the expression e:

JnK(s) = [n, n], Je1 + e2K(s) = Je1K(s)+ Je2K(s)
JxK(s) = s(x), Je1 � e2K(s) = Je1K(s)� Je2K(s)

4. The last component of the analysis is a widening operator,
which is defined as a pointwise lifting of the following widening
operators

`
I

: I⇥ I ! I for intervals:

[l, u]
`

I

[l0, u0] = [ite(l0 < l, ite(l0 < 0,�1, 0), l),
ite(u0

> u,+1, u)]

where ite(p, a, b) evaluates to a if p is true and b otherwise. The
above widening operator uses 0 as a threshold, which is useful
when proving the absence of buffer overruns.

Queries Queries are triples in Q ✓ C ⇥ S ⇥ Var, and they are
given as input to our static analysis. A query (c, s, x) represents
an assertion that every reachable concrete state at node c is over-
approximated by the abstract state s. The last component x de-
scribes that the query is concerned with the value of the variable
x. For instance, in the interval analysis, a typical query is

(c, �y. if (y = x) then [0,1] else >, x)

for some variable x. It asserts that at program node c, the variable
x should always have a non-negative value. Proving the queries or
identifying those that are likely to be violated is the goal of the
analysis.

5. Impact Pre-Analysis for Finding K
Suppose that we would like to develop a selective context-sensitive
analysis in Section 4 for a given program and given queries, using

one of the existing abstract domains specified by the following data:

(S, s

I

2 S, J�K : S ! S),

To achieve our aim, we need to construct K a specification on
context-sensitivity for the given program and queries. Once this
construction is done, the rest is standard. The analysis can analyze
the program under partial context-sensitivity, using the induced
abstract domain D and transfer function F : D ! D for this
program in (3) and (4). We assume that the analysis employs the
fixpoint algorithm based on widening operation

`
: D⇥ D ! D.

How should we automatically choose an effective K that bal-
ances the precision and cost of the induced interprocedural anal-
ysis? In this section, we give an answer to this question. In Sec-
tion 5.1, we present an impact pre-analysis, which estimates the
behavior of the main analysis (S, s

I

, J�K) under full context-
sensitivity. In Section 5.2, we describe how to use the results of
this pre-analysis for constructing an effective context selector K.
Throughout the section, we fix our main analysis to (S, s

I

, J�K).

5.1 Designing an Impact Pre-Analysis
An impact pre-analysis for context sensitivity aims at estimating
the main analysis (S, s

I

, J�K) under full context-sensitivity. It is
specified by the following data:

(S]

, s

]

I

2 S]

, J�K] : S] ! S]

, K1).

This specification and the way that the data are used in our pre-
analysis are fairly standard. S] and JcmdK] are, respectively, the
domain of abstract states and the abstract semantics of cmd used
by the pre-analysis, and s

]

I

is an initial state. K1 = �f.C⇤
c

is the
context selector for full context-sensitivity. The pre-analysis uses
the abstract domain D] = C

K1 ! S] and the following transfer
function F

] : D] ! D] for the given program:

F

](X)(c,) = Jcmd(c)K](
G

(c0,0)!K1 (c,)

X(c0,0)).

It computes the least X satisfying

s

]

I

v X(◆, ✏) ^ 8(c,) 2 C
K

. F

](X)(c,) v X(c,) (6)

What is less standard is the soundness and efficiency conditions
for our pre-analysis, which provides a guideline on the design of
these pre-analyses. Let us discuss these conditions separately.

Soundness condition Intuitively, our soundness condition says
that all the components of the pre-analysis have to over-approximate
the corresponding ones of the main analysis. This is identical to the
standard soundness requirement of a static program analysis, ex-
cept that the condition is stated not over the concrete semantics of
a given program, but over the main analysis. The condition has the
following four requirements:

1. There should be a concretization function � : S] ! }(S). This
function formalizes the fact that an abstract state of the pre-
analysis means a set of abstract states of the main analysis.

2. The initial abstract state of the pre-analysis has to overapproxi-
mate the initial state of the main analysis, i.e., s

I

2 �(s]
I

).

3. The abstract semantics of commands in the pre-analysis should
be sound with respect to that of the main analysis:

8s 2 S, s] 2 S]

. s 2 �(s]) =) JcmdK(s) 2 �(JcmdK](s])).

4. The join operation of the pre-analysis’s abstract domain over-
approximates the widening operation of the main analysis: for
all X,Y 2 D and X

]

, Y

] 2 D],

(X 2 �(X]) ^ Y 2 �(Y ])) =) X

`
Y 2 �(X] t Y

]).
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m

f

f

f

c1

c2

c3

g

g

g

g

g

g

c4
c5

c4

c5

c4

c5

★
⊤

★

★
⊤

⊤

void main() {
  f(4);
  f(8);
  f(2);
}

void f(int a) {
  x = g(a);
  assert (x > 1);
  y = g(input());
  assert (y > 1);
}

void g(int a) { 
  return a;
}

c1:
c2:
c3:

c4:

c5:

(2)���������	
��������������������  문맥은���������	
��������������������  모두���������	
��������������������  구분

★이���������	
��������������������  나온���������	
��������������������  문맥을���������	
��������������������  선택
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��������������������  {c1c4,���������	
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m

f

f

f

c1

c2

c3

g

g

g

c4

c4

c4

[4,4]

[8,8]

[2,2]

g [-∞,+∞]

void main() {
  f(4);
  f(8);
  f(2);
}

void f(int a) {
  x = g(a);
  assert (x > 1);
  y = g(input());
  assert (y > 1);
}

void g(int a) { 
  return a;
}

c1:
c2:
c3:

c4:

c5:

(3)���������	
��������������������  본분석:���������	
��������������������  선별���������	
��������������������  문맥���������	
��������������������  구분

전분석���������	
��������������������  결과
:���������	
��������������������  {c1c4,���������	
��������������������  c2c4,���������	
��������������������  c3c4}
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��������������������  전분석보다���������	
��������������������  항상���������	
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��������������������  않음
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��������������������  알고리즘
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실험결과
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program
ctx-insensitivectx-insensitive selective���������	
��������������������  ctx-sensitveselective���������	
��������������������  ctx-sensitve

program
시간(s) 알람수 시간(s) 알람수

make 84.4 1,500 106.2 1,028

grep 12.1 735 15.9 653

wget 69.0 1,307 82.1 942

a2ps 118.1 3,681 177.7 2,121

bison 136.3 1,894 173.4 1,742

평균���������	
��������������������  27.8%���������	
��������������������  추가���������	
��������������������  비용,���������	
��������������������  24.4%���������	
��������������������  버퍼오버런���������	
��������������������  경보���������	
��������������������  제거

(전분석:���������	
��������������������  14.7%)
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��������������������  구분
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��������������������  분석

•전분석을���������	
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��������������������  선별적���������	
��������������������  관계���������	
��������������������  분석
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•변수들의���������	
��������������������  관계는���������	
��������������������  모두���������	
��������������������  구분
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int a = b;
int c = input();           // user input
for (i = 0; i < b; i++) {
  assert (i < a);          // query 1
  assert (i < c);          // query 2
}
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int a = b;
int c = input();           // user input
for (i = 0; i < b; i++) {
  assert (i < a);          // query 1
  assert (i < c);          // query 2
}

On the other hand, a fully relational octagon analysis can prove the query.
Since the analysis relates all program variables, the desired relationships among
variables a, b, and i are maintained. At line 1, the analysis discovers the equiv-
alence of a and b. Also, at line 3, the analysis infers that i is less than b.
Combining these results, the analysis is able to prove the first query.

However, using the fully relational analysis is not an ideal choice. In the ex-
ample program, in order to prove the first query, it is su�cient to keep only the
relations among a, b, and i but the fully relational analysis unnecessarily main-
tains other relations as well, such as the relation between a and c. In addition,
even though the second query is impossible to prove, the analysis attempts to
prove the query by tracking relations between, for example, i and c.

Our selectively relational analysis keeps track of variable relations only when
doing so is likely to prove the queries. We first runs a pre-analysis to predict
where relational information would help. In the example, the pre-analysis infers
that the octagon analysis may be able to prove the first query but it is unlikely
to prove the second one. Next, the pre-analysis identifies that, in order to prove
the first query, variables a, b, and i should be related together. Based on this
prediction, we run the main octagon analysis with the following variable packs:

{a, b, i} {c}

The main analysis is selectivey relational in that variable relations are tracked
separately within each pack. For instance, the analysis keeps relations between
a, b, and i but these variables are not related with variables in other packs, e.g.,
c. Note that this selectively relational analysis is still precise enough to prove
the first query, as the query involves only the variables a, b, and i.

The key part of our approach is the pre-analysis that predicts which variable
relations would be useful to keep track of. The pre-analysis uses a simple rela-
tional domain that can only track whether the octagon analysis loses too much
information or not. More concretely, while the octagon analysis maintains con-
straints of form ±x± y  c (where c 2 Z [ {+1}), our pre-analysis chases the
bound (c) using two abstract values: F and >V. F denotes that the constraint
is bounded by integer constant and >V means that the bound may be +1. For
instance, the fully relational octagon analysis computes the following results at
line 4 (for simplicity, we show constraints of the form x� y  c only):

a b c i

a 0 0 1 �1
b 0 0 1 �1
c 1 1 0 1
i 1 1 1 0

where c in row x and column y represents constraint y � x  c. For instance,
with the results, we can prove the first query, because entry (a, i) has �1, which
menas that i � a  �1 and hence i < a. On the other hand, the pre-analysis
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int a = b;
int c = input();           // user input
for (i = 0; i < b; i++) {
  assert (i < a);          // query 1
  assert (i < c);          // query 2
}

On the other hand, a fully relational octagon analysis can prove the query.
Since the analysis relates all program variables, the desired relationships among
variables a, b, and i are maintained. At line 1, the analysis discovers the equiv-
alence of a and b. Also, at line 3, the analysis infers that i is less than b.
Combining these results, the analysis is able to prove the first query.

However, using the fully relational analysis is not an ideal choice. In the ex-
ample program, in order to prove the first query, it is su�cient to keep only the
relations among a, b, and i but the fully relational analysis unnecessarily main-
tains other relations as well, such as the relation between a and c. In addition,
even though the second query is impossible to prove, the analysis attempts to
prove the query by tracking relations between, for example, i and c.

Our selectively relational analysis keeps track of variable relations only when
doing so is likely to prove the queries. We first runs a pre-analysis to predict
where relational information would help. In the example, the pre-analysis infers
that the octagon analysis may be able to prove the first query but it is unlikely
to prove the second one. Next, the pre-analysis identifies that, in order to prove
the first query, variables a, b, and i should be related together. Based on this
prediction, we run the main octagon analysis with the following variable packs:

{a, b, i} {c}

The main analysis is selectivey relational in that variable relations are tracked
separately within each pack. For instance, the analysis keeps relations between
a, b, and i but these variables are not related with variables in other packs, e.g.,
c. Note that this selectively relational analysis is still precise enough to prove
the first query, as the query involves only the variables a, b, and i.

The key part of our approach is the pre-analysis that predicts which variable
relations would be useful to keep track of. The pre-analysis uses a simple rela-
tional domain that can only track whether the octagon analysis loses too much
information or not. More concretely, while the octagon analysis maintains con-
straints of form ±x± y  c (where c 2 Z [ {+1}), our pre-analysis chases the
bound (c) using two abstract values: F and >V. F denotes that the constraint
is bounded by integer constant and >V means that the bound may be +1. For
instance, the fully relational octagon analysis computes the following results at
line 4 (for simplicity, we show constraints of the form x� y  c only):

a b c i

a 0 0 1 �1
b 0 0 1 �1
c 1 1 0 1
i 1 1 1 0

a b i

a 0 0 �1
b 0 0 �1
i 1 1 0

where c in row x and column y represents constraint y�x  c. For instance,
with the results, we can prove the first query, because entry (a, i) has �1, which

On the other hand, a fully relational octagon analysis can prove the query.
Since the analysis relates all program variables, the desired relationships among
variables a, b, and i are maintained. At line 1, the analysis discovers the equiv-
alence of a and b. Also, at line 3, the analysis infers that i is less than b.
Combining these results, the analysis is able to prove the first query.

However, using the fully relational analysis is not an ideal choice. In the ex-
ample program, in order to prove the first query, it is su�cient to keep only the
relations among a, b, and i but the fully relational analysis unnecessarily main-
tains other relations as well, such as the relation between a and c. In addition,
even though the second query is impossible to prove, the analysis attempts to
prove the query by tracking relations between, for example, i and c.

Our selectively relational analysis keeps track of variable relations only when
doing so is likely to prove the queries. We first runs a pre-analysis to predict
where relational information would help. In the example, the pre-analysis infers
that the octagon analysis may be able to prove the first query but it is unlikely
to prove the second one. Next, the pre-analysis identifies that, in order to prove
the first query, variables a, b, and i should be related together. Based on this
prediction, we run the main octagon analysis with the following variable packs:

{a, b, i} {c}

The main analysis is selectivey relational in that variable relations are tracked
separately within each pack. For instance, the analysis keeps relations between
a, b, and i but these variables are not related with variables in other packs, e.g.,
c. Note that this selectively relational analysis is still precise enough to prove
the first query, as the query involves only the variables a, b, and i.

The key part of our approach is the pre-analysis that predicts which variable
relations would be useful to keep track of. The pre-analysis uses a simple rela-
tional domain that can only track whether the octagon analysis loses too much
information or not. More concretely, while the octagon analysis maintains con-
straints of form ±x± y  c (where c 2 Z [ {+1}), our pre-analysis chases the
bound (c) using two abstract values: F and >V. F denotes that the constraint
is bounded by integer constant and >V means that the bound may be +1. For
instance, the fully relational octagon analysis computes the following results at
line 4 (for simplicity, we show constraints of the form x� y  c only):

a b c i

a 0 0 1 �1
b 0 0 1 �1
c 1 1 0 1
i 1 1 1 0

a b i

a 0 0 �1
b 0 0 �1
i 1 1 0

c = [�1,+1]
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int a = b;
int c = input();           // user input
for (i = 0; i < b; i++) {
  assert (i < a);          // query 1
  assert (i < c);          // query 2
}

the longest common suffix of 1 and 2. For example, when 

i

is
a suffix of 0, we use ✏ as the partial context for 

i

: if 0 = c2 · c1
and 

i

= c1, then 

i

 0 = ✏. Suppose that 
i

and 0 are not a
suffix of each other, for instance 0 = c2 · c1 and 

i

= c3 · c1. In
this case, 

i

 0 = c3.
In summary, for the path in (9), collecting contexts

{0  0, . . . ,q

 0}
give all the necessary partial calling contexts, where each 

i

 0

belongs to the calling contexts of procedure fid(c
i

). Thus, we
define the context selector for the dependency path (9) as follows:

Definition 9 (K
p

, Context Selector for Path p). Let p be a depen-
dency path from a source (c0, x0) to query (c

q

, x

q

):

p = ((c0,0), x0) ,!K1 · · · ,!
K1 ((c

q

,

q

), x
q

),

where 0 is an initial context at c0 such that (◆, ✏)!⇤
K1 (c0, x0).

The context selector K
p

for the path is defined as,

K

p

= �f. {
i

 0 | fid(c
i

) = f ^ ((c
i

,

i

), ) 2 p}.
Example 6. From the path p1 in Example 5, the collection of 

i

is {0, 2 · 0, 4 · 2 · 0} (see Figure 2). Hence, the collection of


i

 0 is {✏, 2, 4 · 2}, where ✏ belongs to procedure m, 2 to f, and
4 · 2 to g. Similar for path p2. Thus, K

p1 and K

p2 are:

K

p1 =

2

4
m 7! {✏}
f 7! {2}
g 7! {4 · 2}

3

5
K

p2 =


h 7! {✏}
g 7! {8}

�

Then, the final context selector K is the union of K
p

’s:

Definition 10 (K, Context Selector). Let (c
q

, x

q

) be a query. The
context selector K 2 F! }(C⇤

c

) for our selective analysis is:

K(f) = E(f) [
[

{K
p

(f) | p 2 Paths(cq ,xq)} (10)

where E(f) = {✏} if f 6= fid(c
q

); and otherwise, E(f) = ;.

Running selective context-sensitive main analysis Finally, we
run the main analysis with selective context-sensitivity K defined
by the result of the impact pre-analysis. The following proposition
states that the pre-analysis-guided context-sensitivity (K) manages
to pay off at the selective main analysis, although the pre-analysis
is fully context-sensitive and the main analysis is not.

Proposition 1 (Impact Realization). Let PA

K1 2 C ! S]

be the result of the impact pre-analysis (Definition 5). Let q 2
Q] be a selected query (7). Let K be the context selector for q

(Definition 10) defined using the pre-analysis result PA
K1 . Let

MAK 2 C
K

! S be the main analysis result with the context
selector K. Then, the selective main analysis is at least as precise
as the fully context-sensitive pre-analysis for the selected query q:

MAK vq

PA

K1

where MAK vq

PA

K1 iff (q let
= (c, x))

8 2 K(fid(c)). MAK(, c) 2 �(>[x 7! PA

K1(c)(x)]).

This impact realization holds thanks to two key properties. First,
our selective context-sensitivity K (Definition 10) distinguishes all
the calling contexts that matter for the queries selected by the pre-
analysis. Second, the main analysis designed in Section 4 isolates
these distinguished contexts from other undistinguished contexts
(✏), ensuring that spurious flows caused by merging contexts never
adversely affect the precision of the selected query.

6. Application to Selective Relational Analysis
A general principle behind our method is that we can selectively
improve the precision of the analysis by using an impact pre-
analysis that estimates the main static analysis of the maximal

precision. In this section, we use the same principle to develop a
selective relational analysis with the octagon domain [11].
Overview Consider the following code snippet:

1 int a = b;

2 int c = input(); // User input
3 for (i = 0; i < b; i++) {

4 assert (i < a); // Query 1
5 assert (i < c); // Query 2
6 }

The first query at line 4 always holds but the second one at line 5 is
not necessarily true.

A fully relational octagon analysis, which tracks contraints of
the form ±x± y  c (where c 2 Z [ {1}) between all variables
x and y, can prove the first query. The analysis infers constraints
b � a  0 at line 1 and i � b  �1 at line 3. Then, combining
the two via a closure operation [11], the analysis concludes that
constraint i � a  �1 holds at line 4. More specifically, the
fully relational octagon analysis computes the table (i.e., difference
bound matrix [11]) on the left side of the following:

a b c i

a 0 0 1 �1
b 0 0 1 �1
c 1 1 0 1
i 1 1 1 0

a b c i

a F F > F
b F F > F
c > > F >
i > > > F

(11)

where the bound c in constraint x � y  c is stored at row y and
column x in the table.1 Note that the (a,i) entry of the table stores
�1, which means that the analysis proves i� a  �1 at line 4.

However, this fully relational analysis tracks unnecessary rela-
tionships between variables, which are either irrelevant to the query
or not beneficial to the analysis precision. For instance, it is suffi-
cient to keep only the contraints between a, b, and i to prove the
first query, but the analysis unnecessarily maintains other relation-
ships such as one between a and c. Besides, tracking a relationship
between, for example, i and c does not change the end result of the
analysis because the second query is impossible to prove.

Our selective octagon analysis tracks octagon constraints only
when doing so is likely to improve the precision that matters for
resolving given queries. To achieve this goal, we use an impact pre-
analysis that aims at estimating the behavior of the octagon analysis
under its fully relational setting. More specifically, like the fully
relational octagon analysis, the pre-analysis tracks constraints of
the form ±x ± y  a for all variables x and y but approximately
tracks the bound; we use one of two abstract values F and > as
bound a, rather than all integers and1. Here x+y  > represents
all octagon constraints of the form x + y  c including the case
that c = 1, whereas x + y  F means octagon constraints
x + y  c with integer constant c. This simple abstract domain
is chosen because constant bound, not 1, proves buffer-overrun
properties. For instance, in our example program, the pre-analysis
result at line 4 is the table on the righthand side in (11).

Next, using the pre-analysis results, we select variables whose
relationships help improve the precision regarding given queries.
We first identify queries (in our example, the first query) whose
values are evaluated to F using the pre-analysis results. Then, for
each of selected queries, we do a dependency analysis to find out
the variables whose relationships should be tracked together for
the main analysis to answer query. For instance, consider that the
constraint regarding the first query is i� a v F. Our dependency
analysis figures out that the constraint was derived in the pre-
analysis by combining two constraints i�b v F and b�a v F in
its closure operation. Therefore, the dependency analysis concludes

1 For simplicity, we consider only constraints of the form x � y  c. In
fact, the octagon analysis tracks constraints of both forms x � y  c and
x+ y  c and maintains a matrix of size (2⇥ |Var|)2.
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program #query
구문기반���������	
��������������������  선별방식구문기반���������	
��������������������  선별방식 우리방식(의미기반)우리방식(의미기반)

program #query
시간 증명 시간 증명

barcode 37 12 16 30 37

httptunel 28 26 17 15 26

bc 10 247 2 117 9

tar 11 1043 7 661 11

less 13 3031 0 2849 13

기존방식에���������	
��������������������  비해서���������	
��������������������  3배���������	
��������������������  더���������	
��������������������  증명,���������	
��������������������  5배���������	
��������������������  빠름



결론

•전분석을���������	
��������������������  이용한���������	
��������������������  선별적���������	
��������������������  프로그램���������	
��������������������  분석

•선별적���������	
��������������������  문맥���������	
��������������������  구분���������	
��������������������  분석

•선별적���������	
��������������������  관계���������	
��������������������  분석

•다른���������	
��������������������  응용도���������	
��������������������  가능할���������	
��������������������  것

•선별적으로���������	
��������������������  흐름을���������	
��������������������  구분하는���������	
��������������������  분석

•선별적으로���������	
��������������������  배열을���������	
��������������������  구분하는���������	
��������������������  분석

•선별적으로���������	
��������������������  룹을���������	
��������������������  구분하는���������	
��������������������  분석

•...
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