st SWTV Group

X A
L L—

KAIST



- AHHEA F Z E M2 +=X}A (sequential)O| 2

H| M A & (non-preemtible)
- 2Lt ol Ee| Ao 2 SAlE =2
- 8 {E2|AHo|HEAM KXtHtATE E S| AAlo] o2 H LY
HES 3, AESAL =, Efo|H S2| A =AM wi2f Ao
A5 g
- El of Z2|AH oMM AHIA T BRI ES| SAMol Al =
&M 5HX| ZotH sA|H 2F 2hd

- SAE R AT B0l o3 s

2



- 3 o E2[#Ho[MH Al
= (non-

=ME | EEE

deterministric)

ol S2[AHolHE2
2=, EfO[Hof| EEPEW =
- Al 2 uld (parsing)t O|#Hl E

ﬁ
’>?
Z 3
=
6’
A
)
o
c
(D
‘.ﬂ
_,>_
00
Pal

AHE A

él_ i\_ EAlol—l
al_H%oog __rLA-IEI
HERZ OF2|#0o]H
|
(71‘11\0\7(\ 238 Ip
ol &
I =
X~
- A= 88 €

L O[X| M<&
—

LB F




01
02
03
04
05
06
07

11
12
13

21

<l-- main.html -->
<html> <body>
<button id="b1” onclick="“fn()”>
Button
</button>
<iframe src="“sub.html!” id=“i1"/>
<script src="lib.js”></script>
</body> </html>

<l-- sub.html -->
<html> <body>
<div> Hello </div>

</body> </html|>
<l--lib.js -->
fn = function() { ... } ;

Button

Hello




<l-- main.html -->
01 <html> <body>

02 <button id=“b1” onclick="fn()”> ]
03 Button

04 </button>

05 <iframe src=“sub.html” id=“i1"/>

06 <script src="“lib.js”></script>
07 </body> </html>

<l-- sub.html -->
11 <html> <body>
12  <div> Hello </div>
13 </body> </html>
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<l-- main.html -->
01 <html> <body>

02 <button id=“b1” onclick="fn()”> ]
03 Button

04 </button>

05 <iframe src=“sub.html” id=“i1"/>

06 <script src="“lib.js”></script>
07 </body> </html>

<l-- sub.html -->
11 <html> <body>
12  <div> Hello </div>
13 </body> </html>
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WAVE: Web Application’s Virtual Env.

WebKit

JavaScript engine

GUI event
manager

XmlHttp- Timed
|gaa§§ ; Request event
manager manager

7~

WAVE

Execution
recorder generator

Test case ] [ Execution ][ Result

scheduler checker

~
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0

WebKitCoreAPI
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Environment
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User
(graphic interface)
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- AjaXplorer, Feng Office, Gallery 3,

™Mol &2

e
Detecting Concurrency Errors in
Client-side JavaScript Web Applications

Shin Hong, Yongbae Park, Prof. Moonzoo Kim @ SWTV Group
Computer Science Department, KAIST

Overall researchgoal - WAVE: Auto. testing framework w/ virtual env.

i * We developed an automated web application WabKit 1. Monitor web app behavior
. test generation technique actual i JavaSeript eng Executic der monitars.
8 q. wdm“s. . (N 1 1 | interactions of a web app
i concurrency bugs effectively and efficiently T [ i (Tened | whike @ user operates
' Challenge (1= = mll.s:.,'« 2. Predict race bugs
{ + Conventional in-house testing is not effective ! Execulion recorder
analyzes concurrent

A to detect race bugs due to behavior of a web app
O I ' 5 7 O = Difficulty to feed various execution scenarios 3. Generate test cases
| — with diverse combination of network comm. Test cose generator makes
; and user interactions He - - - - ;""‘ m;;:“
-+ Bugdetectorsreport many fasealarms [ W || e s
L PN o s
; = :
< o | 1. Program analysis for generating only valid test cases
T 2. Test case prioritization for fast race bug detection

H < in-by if 1] - <
© Approach ]
Define race bug potterns in client-side web app. -
Develop an outomated testing framework that -
controls user interactions, network comm., and
timer for testing-purpose
Develop test case prioritization algorithms to random delays and 2 web browsers) and EventRacer
. maximize performance in bug detection - * Results
. Contribution : = WAVE detects 5 new bugs in real web applications
"+ Developed an d testing fr kto @
© detect concurrency bugs in web applications i

= More effective & efficient than random testing | -
! = More accurate than bug detectors (no false pos.) |
i » Detected 5 new bugs in real-world web apps

Concurrency bug patterns in web application

* Order violati i race condition of two
aperations that must be executed one order only, but
allow to be in the reverse order

*  Experiment setup
— Target 5 real apps (AjaXplarer, Feng Office, Gallery3,
TYPO3, WordPress) + 8 benchmark apps
= Compare with & random testing technigues {with 3

Effectiveness: WAVE detected race bugs in all 13
apps, while the random technigues and EventRacer
did in 11 apps

Efficiency: WAVE detected race bugs 10x ~ 30x
faster than the random technigques on average

= Ex. New bug detected in WordPress

= Symptom: falled reaction te user input

—  Bug pattern: order viclation

o
I_I

that

= Atomicity viol

permits an operation to be executed between two
operations that should be executed consecutively

Application in telecomm. & multimedia

+ WAVE can detect concurrency bugs of web-based
multimedia apps written in JavaSeript, HTMLS,
Flash, Silverlight, etc.

* WAVE's virtual environment can be extended to

control multiple clients to generate systematic

workload to test a networked system
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