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* DroidBench : http://sseblog.ec-spride.de/tools/droidbench/
“* FlowDroid : http://www.bodden.de/pubs/TUD-CS-2013-0113.pdf
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- com.google.common.collect
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oo E Object™>~..
jlteratort . ForwardingObiject Map
enanencnneeeom, | UUNModifiablelterator Tm..ForwardingMap
Listlterator | — =  Collection
UnmodifiableListlterator | | AbstractLinkedlterator ImmutélbleMap ImmutableCollection
AbstractindexedListlterator EmptylmmutableMap ImmutablelList
:Seté
................. ImmutableSet \ EmptylmmutableList
Iterable
Sortedlterable EmptylmmutableSet ImmutableSortedSetFauxverideShim
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o - GoogleServiceFramework

GservicesProvider$0OverrideReceiver.onReceive(Intent 1) {
bundle = i.getExtras(); // 2| EI : Bundle

keys = bundle.keySet(); // B2

= keys.1iterator();
while(it.hasNext()) {
s = 1t.next();

// Ef
// EL
// Ef

= API, 2[H EIg : Set

x

: BE Set Z2fA°| 1terator

AN
21 . BE Tterator 22122 hasNext
21 . BE Tterator A% next




AbstractSet;.1terator
MapMakerInternalMap$EntrySet; .iterator
MapMakerInternalMap$KeySet; .iterator
ImmutableSet; .1terator
SingletonImmutableSet;.1terator
ImmutableSortedSet;.1iterator
EmptyImmutableSet;.1terator
EmptyImmutableSortedSet;.iterator
RegularImmutableSortedSet;.1terator
1t = keys. 1terator(); RegularImmutableSortedSet;.iterator
o ImmutableSet$ArrayImmutableSet; .iterator
ImmutableSet$TransformedImmutableSet; .iterator
Sets$1;.iterator
Sets$2; .iterator
Sets$3;.iterator
Sets$CartesianSet;.iterator
Sets$PowerSet$1%$1;.1iterator
Sets$PowerSet; .iterator
Sets$SetFromMap;.iterator

S = 1t.next();




AbstractSet;.1iterator

MapMakerInternalMap$EntrySet; .iterator
MapMakerInternalMap$KeySet;.1iterator
| esemss) | /o

.| 1tor
. ;.1lterator

_‘\Sets$3:.iterator
Sets$CartesianSet;.iterator
Sets$PowerSet$1%$1; .1iterator
Sets$PowerSet; .iterator
Sets$SetFromMap;.iterator
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GservicesProvider$OverrideReceiver.onReceive(Intent 1) {
bundle = 1.getExtras();
keys = bundle.keySet(); // O|ATt QIR s, 1A[ZIO[& -> 1640=

1t = keys.1iterator();
while(it.hasNext()) {
s = 1t.next();
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____________ Encrypted
,"//Constant ..... Cipher Text
. String Value l
o st . DES
com.dseffects.Monkeydump2.jump2.c.” Decryption

N 4

__________________________________ String
Prefix- Append
: Abstracted }

String Value l

-
-~ -
_____
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‘com.dseffects.MonkeyJump2.jump2.c.” *

l

--------------------------------------- Class.forN@
- Set of Possible ™,

Classes l

-

-~
~——
~——.
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~~

Lcom/dseffects/l\/lonkeyJumpZ/Jump2/C/AndrO|dII\/IE
L com/dseffects/MonkeydJu mp2/jump2/c/Show;
Lcom/dseffects/MonkeydJump?2/jump2/c/rufCuAt;j;
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