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N Introduction Yy
Web applications are prevalent thanks to the dynamic nature of Web application
JavaScript. However, because of the extreme freedom of JavaScript = ot ond
developers, it is very difficult to define and detect errors in JavaScript
web applications. To mitigate the problem, various platform vendors Device Web APlIs JavaScript HTML CSS
provide Web APIs!'! in Web IDL for JavaScript developers. We present
a technique to statically analyze Web APIs and JavaScript web
applications that use Web APIls and to detect possible misuses In Back end
them.

.~ Ja aScript Yy _Web APl Misuses

» Scripting language

* Prototype-based object-oriented language
* Functional language

* Dynamic language

* |Implicit type conversion

N .
: webapis.calendar.getCalendars("EVENT", CB);
e Missing error callback'g""""':

...................................................................................................................................................................................

/// (3] ﬁ\\ 5 sCB(calendars) { calendars|[0].foo; |
\ Web IDL / webapis.calendar.getCalendar‘s("EVENT”,@B, CB);
... \"rongaccessestoargumentsin callbacky
* Web Interface Description Language sCB(calendars) { calendars[@].id; |
* Web IDL specifies interfaces and types @ webapis.calendar.getCalendars("EVENT®, sCB, CB);
 Web IDL has rich types (dictionary, enumeration, callback, ...) Missing try-catch statements
T B s
| , webapis.calendar.getCalendars("EVENT", sCB, CB);
[NoInterfaceObject] interface CalendarManager { : ;
void getCalendars(CalendarType type, (er‘r‘or‘)
CalendarArraySuccessCallback successCallback, ST RERRTRS ?
optional ErrorCallback? errorCallback) raises(WebAPIException); 4 e el TEAMm o —
: taskItem =
| webapis.CalendarTask({
Callback=FunctionOnly, NoInterfaceObject NoInterfaceObject] interface Calendar ({ E . R A
:!Lntez.'face CalendarArrZySuccessCallbaclJ{ { | | J‘ | | boo: © - taskItem =
};VOId onsuccess (Calendar|[ ] calendars); readonly attribute CalendarlId id; ); \ . — . webapis . Calendar‘TaSk(
WGleL Specification readonly attribute DOMString name; | | Undefrn'ed'prope'rtres"o-f-dlctronanes ppogpess: @
enum CalendarType { "EVENT", "TASK" }; CalendarItem get(CalendarItemld id) raises(W ’
< Methodology > , WebiL
’ ‘ Web IDL
Extend SAFE(Scalable Analysis Framework for ECMAScript)4: ] erser
. S I S
= Web IDL parser to parse Web APls Cimtertace (o
. . . . . '\ Info | !
= Platform object that implements every interface defined in Web NI
APIS (/ JavaScript | /
= Mock-up objects that model Web IDL types 117 11727/ 7777777//177777 770771 1 1245 17227/ 1/1 1T/
. Callback function invocation that models Web API functions s SRR orc e S 15
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