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안드로이드 앱 정적분석

• ScanDal	



• (지금은) 개인정보 누출 분석	



• 요약해석 기반	



• 이따가 마일스톤 (윤용호)
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걸림돌과 대응들
• 안드로이드 실행주기와 리스너	



• 앱의 실행모델	



• 빈번한 가상 호출	



• 클래스 분석	



• 리플렉션	


• 문자열 접두사 분석	



• 분석비용	


• Localization
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새로운 걸림돌: 난독화

• 왜 쓰나?	



• 가독성 저하	



• 역공학 무력화	



• 하는 일 숨기기 

• 악성 앱에서 특히 매우 빈번
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가독성 저하: 이름 바꾸기

• 가장 흔히 쓰임	



• 분석에는 큰 영향 없음
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역공학 무력화:	


바이트코드 수준 난독화
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    8 : v0=0!
    9 : v2=94!
   11 : if v0<=v2 then jump 16!
   13 : jump 37891 (* 존재하지 않는 주소로 점프 *)!
   16 : ...!
        ...!
37889 : v4=1!
37890 : v2[v3]=v4!
37892 : v2=v10.JPFreq

• 실행흐름이 도달하지 않는 지점에 적법하지 
않은 명령어	



• Dalvik 수준에서 분석



하는 일 숨기기: 문자열 숨기기
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• 숨기고 싶은 문자열을	



• 여러가지 방법을 동원해 숨겨서	



• 문자열을 통해 악성행동 달성	


!

• 셋 다 잘 알아야 하지만	



• 현재 ScanDal로 정확한 정적분석이 어려움



숨기는 값

• URL (악성 서버)	



• 접근하는 데이터 (변수, 리소스 이름)	



• Class와 Method의 이름	



• 등
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어떻게 숨기나

• 문자열 테이블	



• String 배열, Map 등 collection 사용	



• 인코딩-디코딩, 암호화-복호화 사용	



• Base64, DES, AES 라이브러리 사용	



• 키도 앱 어딘가에 숨겨져 있음	



• 스트링 처리 루틴 내장
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어떤 행동을 하나

• Reflection	



• 문자열을 알아야 어떤 메소드가 실행되고 어떤 값
을 접근하는지 알 수 있음	



• Class, method들을 문자열 Map으로 관리	



• Map의 문자열 키와 값을 알아야 함
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예: SmsBoxer

• 코드	


!

!

• Base64 디코딩을 거치면

11

..!
jdField_b_String = ... (“L1RodW1icy5kYg==”)!
..

“/Thumbs.db”



예: Geinimi

• 코드	


• 개인정보를 저장하는 Map의 key와 value를 

DES 암호/복호화	
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c = Cipher.getInstance(“DES”)!
...!
return Cipher.doFinal([])



예: PJapps
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• 코드	


!

!

• 내장 루틴을 통해 짝수번째만 추림

14

...!

... = ... (“alfo3gsa3nfdsrfo3isd21d8a8”)!

...

“logandroid188” // alfo3gsa3nfdsrfo3isd21d8a8

• URL: logandroid188.com



예: MonkeyJump2

• Reflection으로 생성할 class의 이름을 DES로 
복호화	
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is marked as a private value, we also denote the program
point where it was created. We propagate these values
throughout the whole analysis by a simple principle: a
value defined by using private values is also a private
value. Whenever values are defined by using existing pri-
vate values, we mark those as well, and collect the union
set of denoted program points. This set of program points
represents the information sources from which the value
was derived.

To handle API method calls that return objects, we
added an unknown object case to the Ôbj domain. Nor-
mal objects will be abstracted as before, but when an un-
known object is created from an unknown API method
call, it will be abstracted as the return type of the API
method call only, since we do know its field values. get
or put instructions are also treated as unknown API op-
eration like as unknown API method call.

4.2 Challenges and Solutions
TODO - add more clear examples to each.

Objects & Fields Sensitive analysis for objects and
their fields are required. Except for simple cases, pri-
vate information are generally passed through objects
and fields in the objects. Also, it is common that private
information is only stored in a certain field of an object.

SCANDAL is object- and field-sensitive. Objects are
abstracted by allocation sites, and fields are distinguished
from one another. There are many cases that a private
value is stored in only one field of a specific object, so
object and field sensitivity is essential for precision.

Virtual calls Resolving call targets for virtual calls
statically is not trivial. Call targets for virtual call is de-
cided on runtime type information of the object. Vir-
tual call enables multiple call targets at a single call site.
To overcome this problem, both type and object analysis
should be precise.

SCANDAL prunes types of objects by using the type
information written in Dalvik bytecode. Dalvik byte-
code is a relatively high-level language as bytecode, and
it contains type information we can take advantage of.
For example, method call instructions include the type
of their parameters and return objects. We can conclude
that the object created at such sites would be the sub-
type of explicitly written return types. We can also prune
parameters that are not subtypes of explicitly written pa-
rameter types, when analyzing method calls.

In addition, API class hierarchy embedded in SCAN-
DAL allows further pruning of virtual call targets. Sub-
class relations of around 3000 API class are embed-
ded in SCANDAL . Such hierarchy was extracted from
the Android platform. We can cut out more virtual

“com.dseffects.MonkeyJump2.jump2.c.”
DES 

Decryption

Encrypted 
Cipher Text

String 
Append

“com.dseffects.MonkeyJump2.jump2.c.” *

Class.forName

Lcom/dseffects/MonkeyJump2/jump2/c/AndroidIME; 
Lcom/dseffects/MonkeyJu mp2/jump2/c/Show; 
Lcom/dseffects/MonkeyJump2/jump2/c/rufCuAtj;

Figure 4: Class Analysis Exmaple in a Malware with re-
flection

call targets by precisely determining whether two ob-
jects have subclass relation or not. For example, in
The Day Before application, MobileAdView class ex-
tends RelativeLayout, and SmartAdView class ex-
tends FrameLayout. Since both RelativeLayout and
FrameLayout extend ViewGroup, MobileAdView class
and RelativeLayout class are not subclasses of each
other. By knowing this, we can safely conclude that
methods of MobileAdView class cannot be a virtual call
target of SmartAdView class, and vice versa.

Reflections Some Android applications use reflection.
A reflection makes it possible to instantiate new objects
or invoke methods from the string-typed name of the
classes or methods. Thus, string analysis is required to
handle reflection.

SCANDAL handles simple cases of creating objects
and calling methods via reflection. Reflection is mainly
used for two reasons. First, some platform APIs are rec-
ommended to be used with reflection because of the plat-
form version compatibility. For this case, reflection is
mostly used with constant string. On the other hand,
there are various malicious applications that heavily uses
reflection to hide their behavior. For the second case,
reflections are sometimes used with complex string op-
erations such as replacement, regular expression, AES
decryption, etc. Since SCANDAL abstracts string values
while preserving their prefix, the overapproximated set
of reflective classes or methods can be analyzed based
on their prefix.

Figure 4 is an example of the reflection analysis in
SCANDAL . The example code is from the malware
Monkey Jump 2. Class.forName() is a method which
returns a Class object that represents the class with the
given name. In the application, it is called with a string
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지금 하는 일

• 문자열 난독화의 냄새를 맡는 분석기 제작중	



• 어떤 지점에서	



• 분석에 어떤 영향을 주고 있나	



• 결과는: “A지점에서 생성된 문자열이 B지점에서 
분석에 ~~한 걸림돌”
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앞으로 할 일

• ScanDal이 난독화에 얼마나 지고 있는지 파악	



• 난독화를 이기는 ScanDal 분석기 만들기	



• 필요한 지점의 문자열만 잘 분석하게
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감사합니다
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