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— BI A 8 (testing)
— 8 X Z4 (static analysis)
— 88 d3S (formal verification)



& A= (Formal Verification)

X} CF X
O O

[+] == &2l &

« 54 (formal proof) & H =
[+] Functional correctness/tA| SHE = US
* "The program correctly sorts a given array.”

a giv
[[] At20lD| Rl B2 X&0] Z2R8

Hoare =¢c2| Ml A2 StHA

= 2| =2l (separation logic) S &

o

il



=] =2| (Separation Logic)

« A Logic for Shared Mutable Data Structures reynois 2002
-2 28)=s Use E2 18 =480 &g
— supports local reasoning
{A} Program {B}
{Ax C?} Program {B % C'}
where Program does not access variables in C
- zE|=E[E o[t Z2OH 4S5 EH
— Smallfoot, Space Invader, THOR, SLAyer, HIP,
VeriFast, |Star, Xisa, SelLoger, SLP, ...
— Facebook 2| Monoidics &8
— but focus only on separating conjunction *.
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 Separating conjunction
Ax B

— The current heap can be
partitioned into two
separate heaps;

— A holds for one, and
B holds for the other.

e Separating implication
A—«B
— If the current heap is
extended with a

separate heap for which
A holds,

— then B holds for the
combined heap.

- 08 (magic wand)
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9f ot S ALK EHE

QIX{St T =gl HE A|AE

— weakest precondition 0| &

IWP: 3z,y. (E—x,y)* ((E— E,y) —*C) |

2]

|E.1 = F/]

1T

| epost C'|

[ —

E/




3EHA| o1 7 A &

« 1% H: Boolean Bl S¥ & &4
— Boolean Bl S8 0| &

« 26| &2 =2 SgE 24

« 3EH: =2 =2l S| g
- 22 =2l Y| WY (==

« X Z1=: Schorr-Waite algorithm J| A& &3

I Schorr-Waite algorithm Z|AHI™ A S I
‘ '“‘EI-“EI
22| =2

: 457
© 5%
2| =2
=

EHO|IE
.Boolean Bl
59371

.Boolean Bl
B 0|8



=
=c| =¢| 89
« Classical first-order logic + Intuitionistic linear logic

formula A

|

g
|_
|

o
X
<
AN

|| AxA| A—xA| Ja.A
primitive formula P = [I—FE]l|E=FE]
expression FE = x|al|L]| -
location expression [ = «x|allL
value V= L] .-

location Ly, L2,
stack variable x,y,z
local variable a,b,c

— [l — E] describes a singleton heap at location 1.
— Stack variables = program variables
— list, tree St 22 inductive predicate2 & Xl 2



=2 =8| A2 Py

« P A HAEZ2 22| =2l 2 CHE semantics 0/ &
— Unsound

. MZ 2H8t Py 25
— Sound
— Incomplete

DLgg: Sgai, LSgsi L Spast I P, without Disj— Pg,
_ o + rule combining
Pg. without Disj— singletone heaps
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Rules for points-to relations:

;% w= [l E] || IL [ = A]" 0%, w# [l e E] | IL [ = A]*
O |ILL[I— E]l— A" @S |IL[L = A, [l— E])"

Rules for propositional formulas:

| ST = A 4" O:% || 1L, [, A = A]®
;X |1, [I, L= A]” ;% || IL[[, ~A = A]* 0L |IL[I = A,-A]"
O: % ||IL[I, A= A]* e:X|IL[,B= A" OS|ILIM=AAB"
O: S |IL[L,AVB — A" Vb e mr=a,ave® "’
Rules for multiplicative formulas:
O; 8, w=¢| IL[I = A]" 0; 3, w # e | 1L, [ = A]”
O:% || 1L, [I,1 = A]* ;% | IL[I = A,

freshwy,we ;8 w=wyouws | II,[[ = A]",[A = |"*,|[B = |"*
0:% |IL[[,Ax B— A"

0:X || IL [ = A, A* B]", [t = Ay, A", [Tz = Ag]™?
w=wiow €L X IL[I = A, AxB]*,[['1 = A4]**,[[2 = A,, B]™®

;L || IL[I = A, A» B]",[['1 = A", [[2 = A,]"? R
;8 || IL[I A —B = A]Y, [y = Ay, A", Dy = Ag)™?
wa=wow; €L X IL[[A =B = A]",[['1 = A4]"*,[[2, B = Ay]"? )
e

;L || I, [ A —B = A]*, [, = A", [[2 = AJ]™
freshwi,we  ©;8,w2 =wouw || IL[[ = A]",[A = "', [ = B|"*
;% || IL [ = A, A —B|"

—-+R

Rules for first-order formulas:
fresh x e; X || IL [, [z/a]d = A]" . ;X || IL[I' = A, [E/a]A,Fa. A"
;X || IL, [, Ja. A = A]" ;3| 1L [ = A, Ja. A]™

Rules for primitive formulas for expressions:

O.E=E:I|LL=A"  6.E#E:S|LIM= Al OFrL oo
O |ILLE=E —A" -~ Os|Ll—AE=E]" ©~ ex|u " 11




Rule for disambiguating heap relations: { }

Uy = Wy O Wa, [ =™
uz = wy 0wy, [ =]"
v1 = w1 O wa, [ = ]"®
jw=wou,w=viowm}CE freshw,wswy,wy Y ve=wsowy |[I, [[=]™
e: % || 11
Rules for applying associativity of the union of disjoint heaps{: }
[fw=uov,u=wiouz} CE freshu' ;L4 =wov,w=wou |I[= ~]"f
ERSTRT Assoc
Rules for propagating atomic heap relations:
{lw=cw=uwouw}CEY X w =ewy=c¢|Il
. Prope
e:X| 11
X u =[l— Elws=¢| Il
{fw=[l—Elw=wou}CE X w=¢uwr=][w— E]|I
Prop—
;% || 11
Rules for normalizing heap relations:
e; [w/w' | (E,w =uow) || [w/w]ll
- , - ormEqg
;X w=uov,w =uov| Il
O: [w/u) (L. = &) || fw/ulll ©: [uw/u] (S.w = €) || [uw/ulll
NormPC - NormE
O w=uov,v=¢| Il orm O:Ew=eu=c¢| Il ormempty
Rules for creating an empty heap and applying the monoid laws for empty heaps:
freshw, ;5 w, =¢| Il [ = ™
- ENew
;X |11
w,=€e€eX X w=wouw Il Eloi w=wouec¥ X u=c¢|ll cc :
&3 || Ti oin ERSETRT ance

Disj*

12



Conterr Conte#

;X w=ew=[+— E]|II Y w=ewzFe|ll
O,l#'Sw=[l— Elw#[l'—= E'|| I
el=IE=ESw=[l—=E,w=[l'—E]|II OE#E' Sw=[l—wE,w[l'— E]|II
= : — ; Conti—== - - - - Cont—#
;5 w=[l—E,w=[l'—E]|lII ;S w=[l—El,w#['"— E]|1L
0L #inS,w=wows,un = [l — Ei],we = [la— E2] || 11
" : ; - Cont o3 : - Cont o2
X w=wowz,uw = [l1 = E], w2 = [EQI—:-EQ] || 11 .Y w=nouu= [II—}E] || I

13



ale
=2 =2/0lAle ZO0lIXIet
=

P OIAE EH 2

—|(—|| ~:k|),,
| O ([l = E] ——[l — E]).
15 ((FIA (1% =) % T).

Incompleteness= & &X 9=z AN EMEKX HS

preLoopInvR (Stack, P, T, STree, root)
= noDanglingR A\ noDangling(T') A noDangling(P)
A listMarkedNodesR (Stack, P) * (restoredListR (Stack,T)— spansR (ST ree, root))

A LedR + unmarkedR
mare A (Vz. allocated (z) — (reach(T', z) V reachRight ChildInList (Stack, x)))

14



i ropagation
consistent *-ready/ propag

Disjx _ready rules
logical
O— () expanded saturated )
o= rules
initial
‘ logical rules Weaken

consistent sanitized

normalized

*R /=L, EJoin, NormPC

normalization rules, Assoc

1L, ExpCont, heap contradiction rules

5

contradiction

15



SSe2| 44

« Sound

« St B3

« P 0l CHoH M incomplete
—Pg OlAl S8 Jt=s

-SS=z= 838 =2)ts

(=lx=1) D (Ax A), where A ==l A=([l = E]x[l' = E])

» Jj StEF

16



A&
« =2 =2l SEI| HE
* Inductive predicate = J}
— & M| proof treeE MAISE &= AUll= EO| X &
— file:/llZ:/psl14-leewy/cceye-leewy-140120/result-
weaken/6.4-2.pdf

— Cf. Dynamic frame technique
« SMT solver &3 & (Z3)

« MIAH == Schorr-Waite algorithm J| A& 2 5!

17
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