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Some software works...
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...and some does not



“Important” software
Avionics, Antilock brakes, Medical, Financial
Deaths or major losses when it breaks

Otbher software
Inflight entertainment, Social media

Mostly just causes annoyance
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$jg(function($){
if($ig("#InterdictionOverlayContent").jfpwidget() === undefined)
$ig("#InterdictionOverlayContent").jfpwidget (new CIW.jfp.widget.Overlay(

wrapperSet: "#InterdictionOverlayContent",
hideTitleBar: false,
dialog: true

draggable: false,
resizable: false,

position: ["center", 140],
width: 550,

height: 420,

shadowOffset: 20,
hideTitleBar: false,
shadow:true,

modal: true,

beforeClose: checkStatusCsqg

if (window.S$RDY){
SRDY('CIW.jfp.widget.Overlay', f);

}

else{
£();:
}

...has changed



Web sites dominate life
banking, bealthcare, shopping, communication...
important data and transactions

Modern Web sites are implemented in JavaScript
rich client applications embody business logic

heavy use of rich frameworks, notably jQuery
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Improve Software Quality

program analysis based on call graphs



& Approximates targets at all call sites

@ Type-based graphs simple but imprecise
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Foo x = new Bar (); (e [oo.fun, Bar fun

@ Dataflow-based graphs more precise, complex
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Dynamic languages complicate analysis

Type-based graphs not applicable without static types
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Dataflow-based graphs can track function objects
X . TUN =
var Ehrereeiiss
98 (Bl gl (107
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JavaScript further challenges program analysis

heavy use of reflection, i.e. eval

furst-class property names

X.S =

4

x[v] =y

S0
° G |ISTOREFIELD|
pt(y) Cpt(o.s)
Enr & e
© . : |STOREFIELD]

pt(y) Cpt(o.s)

Dynamism worsens asymptotic complexity
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Much furst-class property access in frameworks
jQuery.fn = {
extend: function ext(obj) {
for(var p in obj)
jQuery.fnl[p] = objlpl;
i
} .

106 ﬁelﬂIS OfObj, e.g. “X”, //y//, W77
obj [p]: valuesof field, eg obj [x]=4,0b7F [y]="a”
jOuery.fn[p] = obj [p] assignstoall freldsin p
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Correlated first-class property reads and writes

jQuery.fn = {
extend: function ext(obj) {

for(var(p in obj) Same value per iteration
jQuery.fnlpl = objlpl;

}

e

Need separate analysis per loop iteration
apply context sensitivity
extract loop body into separate function
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Correlation Tracking

& jQuery.fn = { 5
- extend: function ext(obj) { °
for(var p in obj)

S Ly s —— st et 7
2 edery e = o

jorelse At (g ==yl L
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 Implemented using context-sensitivity
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Framework |Baseline™ |Baseline™ |Correlations™ |Correlations™
dojo i) 2 ) 3.1 (30.4) G
jquery 2 > 78.5 S
mootools 0.7 “ 3.1 i
prototype.js 2 > 4.4 4.5
YUl - 6) 22 2]

+/~ means with/without modeling of call and apply

Correlation tracking greatly aids analysis

Other JavaScript dynamism still problematic

Framework-based code beyond state of the art
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REALITY

CONTANUES
10 RUIN

MY LIFE.

Dynamic Determinacy

Runtime information to aid static analysis
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Dynamic Behavior

@ Dynamic code 1s completely constant at runtime

@ Values must be the same in every execution
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Determinacy Facts

o Record values bnown at runtime to be constant -

@ Record as determinacy facts >

[[d]f—)g—)...—)k e

expression
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instrument
to track
determinacy

" test input

analyse
with
WALA
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Determinacy greatly aids static analysis
See OOPSLA13 paper from Aarbus for a static version
Allows analysis of more jQuery versions

Still not sufficient for real jQuery applications
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Approximate Callgraphs
Lets not solve the impossible problems

copyright collectpeanuts.com


http://peanuts.com

jQuery.fn = {
extend: function ext(obj) {
for(var p in obj)
jQuery.fnlpl = objlpl;
}
I ¢
Field-based means one location per property

imprecisely merge properties for each name
makes copying frelds a no-op to analysis

No full pointer analysis
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arr——PHd s Hetpht)

for (var i=0;i<arr.length;++i)
$.fn["outer"+arr[i]] = function() { ... };
$.fn.outerWidth();

Ignoring dynamic accesses can be unsound
some functions only written in such accesses
Field based analysis imprecise for some idioms
inberitance and overriding not distinguished

less common in_favaScript than fava
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Precision  pessimistic does less propagation

100%
pessimistic 1
optimistic [(AAA
90% - -
80% |- b ke | X B -
70% [~ -
00% N> ] 2 % o) % o) o)
G
. Gy o %6 % P, Ty T, T
% % % %, % %, % ?
(V% @O, (92 /)Oé @) 7 %
(o

Fraction of static edges found in dynamic call graph
Variable notse, l1ke most static call graphs
>= 90% real edges in a few cases, always > §0%

Pessimistic reduces extraneous propagation

TN TN M SO TN S R, N S S S

W mpmew o ai N >
& A A T ,:\’\ 7 .



3
—r

4

Call Graph Recall

Gi o
e Recall wf
s} 100%

& 74
Lt B
o~ 90% |- - ~
) 5 v
LA oD
G 80% |- - =
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7] 70% |- _ P
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< 60%

f 38 b
4574 a®
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l‘an'\ -

f) . . . . B
< @ Fraction of dynamic edges found in static call graph
&2 @ Unsoundness limited :

@ >= 80% of the call graph usually found

> @ Optimistic belps callback-beavy code
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Taint Analysis Client

Adapt taint analysis to approximate call graphs



<head>
<TITLE>Welcome!</TITLE>
<script src="“‘script. js”>

function copy(a, b) {
for(t in a) {

b[t] = a[t]; } }

</script>
</head> var Facade = {
<body> § t .
S open: function open(obj) {

r window.open (obj.url),; },
Welcome to our system § /

url: function url() {

<form>

var obj = { };
var elt = document.getElementById(“fd") ,
obj.url = elt.value,

<input type='"button"
onClick="doit();"/>

<?r> return obj;
<input type="textarea" [Ny
id="£d" 4
o . value="enter text'/> i thon o e
</b222> var x = Facade.url(),
var = url: "http://cnn.com/" };
</HTML> . { B /o

Facade.open(y) ;

copy (x,yY) ;
Facade.open(y), }

taint rule: document.getElementByld.value > wmdow open
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<head>

function co a, b
<TITLE>Welcome!</TITLE> py(a, b) {

for(t in a) {

<script src="“script.js”> b = 4
t] = a[t];

</script> s e v
zgh§a§> var Facade = {
<b05Y open: function open(obj) {

r window.open (obj.url),; },
Welcome to our system § /

url: function url() {

<form>

bj = 5
<input type="button" e tR=g) ip

elCIH S e E () 7 7 obj.url = elt.value;

<?r> return obij;
<input type="textarea" [Ny
id="£d" 4
o . value="enter text'/> FnC tion o
</b222> var x = Facade.url(),
var = url: "http://cnn.com/" };
</HTML> . { B /o

Facade.open(y) ;

copy (x,Y) ;
Facade.open(y),; }
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<head>

function co a, b
<TITLE>Welcome!</TITLE> py(a, b) {

for(t in a) {

<script src="“script.js”> b = 4
t] = a[t];

</script> s e v
zgh§a§> var Facade = {
<b05Y open: function open(obj) {

r window.open (obj.url),; },
Welcome to our system § /

url: function url() {

<form>

bj = :
<input type="button" A e i

onClick="doit();"/>

<?r> return obij;
<input type="textarea" 1}
id= "fd 14) 7
o . value="enter text'/> function doit() {
orm var x = Facade.url();
</body>
</HTML>

Facade.open(y) ;

copy (x,Y) ;
Facade.open(y),; }
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<head>
<TITLE>Welcome!</TITLE>
<script src="“‘script. js”>

S </script>

. </head>

\M <body>

. <br>

. Welcome to our system
<form>

<input type="button"
onClick="doit(),;"/>

<br>
<input type=''textarea"
id="fd"
value="enter text'/>
</form>
</body>
</HTML>

Taint Example

function copy(a, b) {

for(t in a) {
b[t] = a[t];

var Facade = {

S

open: function open(obj) {
window.open (obj.url),; 1},
url: function url() {

var obj = { };
var elt = document.getElementById(“fd") ,

4

obj.url = elt.value,

return obij;,

}

var vy = { url:
Facade.open(y) ;

COPY(X/Y) ;
Facade.open(y) ;

T T G N 0T M NG M

first-class property accesses

function doit () f{
var x = Facade.url (),

"http://cnn.com/" };

}




.....

Taint Example

<head>
<TITLE>Welcome!</TITLE>
<script src="“‘script. js”>

function copy(a, b) {
for(t in a) {

b[t] = a[t]; } }

</script>
2£h§a§> var Facade = { 'i
<b05y open: function open(obj) { g
= window.open (obj.url),; }, ~
Welcome to our system { : <
url: function url() { ;
<form> T 3
var obj = { }; -

<input type="button"

var elt = document.getElementById("“£fd");,
onClick="doit ();"/> < yId( )

obj.url = elt.value,

<?r> return obj,
<input type="textarea" s ;
id="£d" @ onlyopen after copy is bad
value="enter text'"/> . :
e S function doit() {
z/b02m> var x = Facade.url(),
</H;M§> var y = { url: "http://cnn.com/" },

Facade.open(y) ;

copy (x,Y) ;
Facade.open(y),; }

""\-:4 «)V‘\«}Am P\ h&f‘r
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laint E 1
Sacacs : function copy(a, b) { Z
<TITI_.E>Welcome.<(TI TI..E> (L e i T
<script src=""script.js”’> Tfail e e S T 7
</script> g
<£ hzad> var Facade = {
<body~> open: function open(obj) {
<br> window.open (obj.url),; }, :’
W;lcome to our system 5ol sieioars Gt (1) i 2
MECTIG =i 2 var obj = { }; S
Nt s S uttoz:: 5 var elt = document.getElementById(“fd"), X
oncilucicCldorCii iy obj.url = elt.value;,
Loz return obj; =
<input type=''textarea" } ; : ; A
id="fd" only some ‘url’ tainted
: value="enter text"/> AT A TR :/
</form> var x = Facade.url (), /
</body> var y = { url: "http://cnn.com/" }; ,
</HTML> Facade.open (y) ; :
copy (x,¥) ;
Facade.open(y), } X




function copy(a, b) {

No pointer analysis for(t in a) {
bIt] = alt]; } }

var Facade = {
open: function open(obj) {
window.open (obj.url),; },
url: function url() {

Rely on local queries var obj = { };

No explicit aliasing

obj.url = elt.value;,

Use access paths } }.return obj;

function doit() {
Globals, e.g. document = var x = racade.ur1();
var y = { url: "http://cnn.com/" };
Facade.open(y) ;

But must handle methods <opy (x.v)
Facade.open(y), }
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Identifying Tainted Sources

var Facade = {

open: function open(obj) {
window.open (obj.url),; },

url: function url() {
var obj = { };
var elt = document.getElementById("“fd")
obj.url = elt.value;,
return obj;,

BT

‘document document

taint rule: document.getElementByld.value > window.open
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Identifying Tainted Sources

var Facade = {

open: function open(obj) {
window.open (obj.url),; },

url: function url() {
var obj = { };
var elt = document.getElementById(“fd") ,
obj.url = elt.value;,
return obj;,

BT

document document

el document.getElementByld

taint rule: document.getElementByld.value > window.open
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& Identifying Tainted Sources &
/f p >
G X4
< var Facade = { _’,;
= open: function open(obj) { :,,
’; window.open (obj.url); }, >
N url: function url() { s
U var obj = { }; T
L var elt = document.getElementById(“fd"), §&&
o obj.url = elt.value; X
/"’” return obj;, g
’,'L IS 5
e variable path %
o document document %
> el document.getElementByld &
v R

). %
3 _ document.getElementByld.value %
P 4
A <
B taint rule: document.getElementByld.value > window.open &
Z:/ P TN ot .,.,;,:..,./ ,,;}.?J.,:‘?f,./.,‘;y?.l./ "":}"%J"’:i"?’f'f;';"f—if'?::"?%‘f"’;’/? .f‘.f;}_/:..( B TR ¢ /




,—J »-,0 I-»-J 'flderrk lqv-Jrrra tmj 'f?l"J vfr lu—qf’rv l-rj ',', -:-J va" I*J v’v}l.m-f vrb leer lm-—f"vra Aer’r an vf: Iule vr\ﬁ lmJ‘—’p,

) ' ® ® e ® ¢ =
v B>
Distinguishing Objects
. &
V4

: function copy(a, b) { S

variable path Sl %

url b[t] = a[t]; } } :,

var Facade = { :

open: function open(obj) { o

window.open (obj.url),; }, X4

url: function url() { 4:

var obj = { }; .,

var elt = document.getElementById(“fd") <5

& obj.url = elt.value; >
o return obj; b
! } o} 7,
S e
:_’: function doit () { %
)= var x = Facade.url (), ¢
Ve var y = { url: "http://cnn.com/" }; 8
s Facade.open (y) ; 54
&0 copy (x,¥) ;
(D Facade.open(y),; } %
® taint rule: document. getElementByIa’. vdlue > wzndow open e
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Distinguishing Objects

ey b[t] = a[t]; } }

url var Facade = { ¥

open: function open(obj) { -4

window.open (obj.url),; }, %

url: function url() { L8

var obj = { }; ,;
o var elt = document.getElementById("“fd") <
< obj.url = elt.value; >
":': return obj;, -
s 5 10 7
: [
G function doit () { %
el var x = Facade.url () £
Ve var vy = { url: "http://cnn.com/" }; 8
A Facade.open (y) ; =
< copy (x,y) 7 o
5 Facade.open(y); } >
® taint rule: document.getElementByld.value > window.open g
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First-Class Properties
L :ﬁ

url b[t] = a[t]; } }

var Facade = { g

L open: function open(obj) { LY
url window. open (obj.url); }, %
o url: function url() { <

* var obj = { }; .

var elt = document.getElementById("“fd")
obj.url = elt.value,
return obj;,

-
Fe
o
} } 4 o

function doit() { %
var x = Facade.url();, ‘
var y = { url: "http://cnn.com/" }; &
Facade.open(y) ; £

copy (x,¥) ;
Facade.open(y), }

taint rule: document.getElementByld.value > window.open
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First-Class Properties

function copy(a, b) {
url b[t] = a[t]; } }
var Facade = {

open: function open (obj) {
window.open (obj.url); },

url

document.getElementById (“£fd") ,
obj.url elt.value;,
return obj;,

I

function doit() {
var x = Facade.url (),
var vy = { url: "http://cnn.com/" };
Facade.open (y) ;

copy (x,¥) ;
Facade.open(y), }

taint rule: document.getElementByld.value > window.open




Flow-sensitive approach promising
tolerates imprecisions from field-based analysis
initial scalability results promising
Evaluation so far against existing analyses
better scalability of underlying analysis

equally precise results
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Approximate analysis seems inevitable
traditional approaches do not scale yet
dynamism of JavaScript challenging
Approximate security analysis promising
shows good coverage compared to existing approaches

scalability benefits of approximate techniques
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