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= Application-Specific Instruction-set Processors (ASIPs)
IRFOFTE
= RAs (Reconfigurable Architectures) : CGRA, FPGA
- Off-the-shelf ASIPs : DSP NPU, GPU ...
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= H/W-assisted Security
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= Buffer Overflows, Control Hijacking
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Security®] 2] = CIA

® Confidentiality

= Preventing unauthorized reading of information
= Examples:
= Software license keys
= Banking info
@ Integrity
= Preventing, or at least detecting, unauthorized writing

= Examples:
= Pharming
= Banking transaction

@ Availability

= [nformation and services are accessible in a timely fashion to
authorized people or systems

= Examples:
— Denial of Service (DoS), Distributed Denial of Service (DDoS)

SEOQUL
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2= (Malware)= o @A 5857 512

o4

© Software vulnerability: Exploit

= Software may have bugs that allows adversaries to run their own code
sequence by exploiting some of them.

= any weakness in an overall system that makes it open to attack due
to system administration/configuration flaws or dangerous user
behavior
® Social engineering
= Tricks user into running/installing
= Ex) claiming itself to be a useful and benign software

@ Attacker with local access

= a malicious visitor = access to your PC = download and install any
malware.

SEOUL
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Exploiting vulnerabilities

© Malware is designed to exploit vulnerabilities in an OS or
applications.

= Unguarded buffer overflow in OS command allows attacker to run arbitrary
command, gain root access, etc.

= Failure to validate user input
= Allowing ActiveX controls to be run from scripts

® Malware is usually created in machine/assembly code.

= [t is quite difficult and time-consuming for security professionals to analyze
malicious attacks in the code.

= [t demands expertise in low-level machine and OS as well as the original
code under attack.

SEOQUL
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® One that allows malicious read
= Open SSL Vulnerability (CVE-2014-0160): announced Apr 07, 2014

= Allow adversaries to read the(Secret key of the server
Adversaries can pretend to be the victim

® One that allows malicious write
» The pharming example: malicious write to hosts

® One that allows execution of malicious code
* The most powerful: also allows write/read

= The yahoo example
= Malicious ad run its exploit to make the payloads execute on the victim’s machine

SEOQUL
2 21 @.Qﬂ



® In C/C++, array bounds are not checked at run time.

® Memory layout at run time is usually fixed and known.

= When a function is invoked, all local variables and other information
necessitated for the invocation are maintained within a segment of
memory called a frame.

= Return address is the pointer to the location inside the caller.
- It is usually at a defined distance after local variables.

enory foo (int i) {
; double x, y;

ret, addr | ) char* c;
C

—
o A T > Frame for foo y = 1200000.0;
if.2l x = 5.09;
— }

SEOUL
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SoC Optimizations & Restructuring

More realistic

int copybuffer(char data[]){
char buffer[12];
strcpy(buffer, data);
printf("%sWn" buffer);

return 1;
} buffer
int main(int argc, char* argv(]) { Saved SP
I::} Irl’;’f[ r:(EJ[c<:)p(3/;buf1‘er(argv[l]) return = Main+>
return ret; data = "AAAA"
: ret = 0
Saved SP
S 1s return = Linux
example.c argv[l] = "AAAA’
$ gcc example.c argv[0] = "/a.out”
S 1s argc = 1
a.out example.c
$ ./a.out AAAA

PRy touL
23 @DH




SoC Optimizations & Restructuring

int copybuffer(char data[]){
char buffer[12];
=> strcpy(buffer, data);
printf("%sWn" buffer);
return 1;

}

int main(int argc, char* argv[]) {
int ret = 0;
ret = copybuffer(argv[1])
return ret;

$ 1s

example.c

S gcc example.c
S 1s

a.out example.c
S ./a.out AAAA

buffer
Saved SP
return = Main+5
data = "AAAA’
ret =0
Saved SP
return = Linux
argv[l] = "AAAA’
argv[0] = “./a.out”
argc =1

THE B NATIONAL
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int copybuffer(char data[]){
char buffer[12];
strcpy(buffer, data);
printf("%sWn" buffer);
return 1;

—

}

int main(int argc, char* argv[]) {
int ret = 0;
ret = copybuffer(argv[1])
return ret;

$ 1s
example.c

S gcc example.c
S 1s

a.out example.c
./a.out AAAAAAAAAAAAAA‘I
¥ERR SEouL

THE B NATIONAL
K. UNIVERSITY

buffer
Saved SP
return = Main+5
data = "AAAA’
ret =0
Saved SP
return = Linux
argv[l] = "AAAA’
argv[0] = “./a.out”
argc =1

25

More realistic

AAAA
AAAA
AAAA

AAWN

SoC Optimizations & Restructuring




int copybuffer(char data[]){
char buffer[12];
=> strcpy(buffer, data);
printf("%sWn" buffer);
return 1;

}

int main(int argc, char* argv[]) {
int ret = 0;
ret = copybuffer(argv[1])
return ret;

$ 1s

example.c

S gcc example.c
S 1s

a.out example.c
$ ./a.out AAAAAAAAAAAARA

buffer
Saved SP
return = Main+5
data = "AAAA’
ret =0
Saved SP
return = Linux
argv[l] = "AAAA’
argv[0] = “./a.out”
argc =1

THE B NATIONAL
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Buffer overflow vulnerability: trend

® Graphs are the number and ratio of buffer overflow
vulnerabilities

Total number Ratio
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® Recent example: CVE-2014-1758
= published Apr 08, 2014

» Stack-based buffer overflow in Microsoft Word 2003 SP3 allows remote
attackers to execute arbitrary code via a crafted document

SEOUL
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Heap attacks

® Memory blocks in heap sometimes look like:

Buffer
Some variables

Function pointer

® The function pointer can also be manipulated by making the

buffer overflow
| Buffer |

SEOUL
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Code

CPU

Some variables

__SoC Optimization Research Group

Function pointer

Benign
function

Code
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Unsafe functions

® Many libc function are unsafe: causes buffer overflow
= strcpy(char *dest, const char *src)

strcat(char *dest, const char *src)

gets(char *s)

scanf(const char *format, ...)

sprintf(char *str, const char *format, ...)

® Why we don't eliminate them?
» Legacy codes use them: we cannot re-implement all of them
= They are not the sole causes of the vulnerabilities

SEOUL
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SoC _Q'-iza'tion Research Group

Control Hijacking Attacks

© Buffer overflows are usually exploited to launch contro/
hijacking attacks

= Control hijacking is widely used by adversaries = 96 % of kernel-level
rootkits employs control hijacking

= Overwrites some data structures in a victim program that affects its control
flow =» Ex) function pointer, return address

= Changes the control flow to the addresses to which attackers want to jump

© At those points, the attacker
= Injected code (a.k.a. code injection attack)
= Prepare a code before exploiting buffer overflow vulnerability and jump to it

= Existing code (a.k.a. return to libc attack)

= Exploit buffer overflow to an existing code such as libc function, which is not supposed
to be called

SEOQUL
@ NATONAL 31 @Q,ﬂ



®© CFG for the bubble sort code

@ SEOUL
NATIONAL

ti:=n-2

jmp L1 on ti<O0

tj:=0

jmp L2 on tj>i

tl:=tj
t2:=4*tl
t3:=a[t2]
td:=tj+1
t5:=t4
t6:=4*t5
t7:=a[t6]

jmp L3 on t3<=t7

/

tj:=tj+1

L3:

t8:=tj
t9:=4*t8
tx:=a[t9]
t10:=tj+1
t12:=4*t10
tl3:=a[tl2]
tl4:=tj
t15:=4*t1l4
a[tl5]:=t13
tl6:=tj+1
tl7:=tlé6
t18:=4*t1l7
a[tl8] :=tx

32
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Example : CFI violation

o

L7: t2:=t3-1 | Jump to attacker’s injected code
jmp LS

ti:=n-2 _
tl:=tj L3:
t2:=4*tl t8:=tj
' t3:=a[t2] £9:=4*t8
Jmp L7 / td:=tj+1 tx:=a[t9]
t5:=t4 t10:=tj+1
\\\i"‘———”// t6:=4*t5 t12:=4*t10
v t7:=a[t6] tl13:=a[tl2]
tj:=0 jmp L3 on t3<=t7 tld:=tj
t15:=4*t14
a[tl5]:=t13
tl6:=tj+1
j 1> t17:=t1l6
jmp L2 on tj>i £:=tj+1 18 —axt17
a[tl8] :=tx

Ll:

SEOUL
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Example : CFI violation

o

Jump to existing code

ti:=n-2 £1:=t3 ”
t2:=4*t1 t8:=tj
t3:=a[t2] t9:=4*t8
jmp L3 td:=tj+1 tx:=a[t9]
t5:=t4 t10:=tj+1
t6:=4*t5 t12:=4*t10
v t7:=a[t6] t13:=a!t12]
tj:=0 jmp L3 on t3<=t7 tld:=tj
t15:=4*t14
a[tl5]:=t13
tl6:=tj+1
] >3 tl7:=tlé6
jmp L2 on tj>i £ :=ti+1 18 —axt17
af[tl8] :=tx

Ll:

8 o 34 Son



Code restructuring for CFI enforcement

© M.Abadi et al., “Control-Flow Integrity”, CCS '05

= The first work of CFI enforcement
= Introduces CFI enforcement to prevent illegal control hijacking
@ Principle
= Allocates IDs to every control flow targets
- Making source/destination pairs

= Checks the ID whether the control flow is transferred to the valid target
= Instrument (or rewrite) program binary to add the ID checking codes

source.

foo () : | IDis checked when returning
destination
SEQUL
@ ATOL 35 @an




Example : Indirect Call

't‘n’i

®© Indirect calls can have multiple targets
® Allocates the same ID to the targets of the call
® Multiple returns can have the same ID for a target

bool 1t (int x, int y) {
return x < y;

}
bool gt (int x, int y) {
return x > y;

}

sort?2 (int af[], int b[], int
len)

{
sort (a, len, 1t);
sort (b, len, gt);
}

@ SEOUL
NATIONAL
UNIVERSITY

Indirect call
Jumps to the address in reg
Allocates label 17 to all targets

sort2() sort() [t()
g 7 g v label 17
call sort ~ call reg " &
N 1 ret
X
label 25 Y. label 23 : N
g N gt()
1 g N, |*label 17
call sort / Lo ret 2
" \\\\
label 25 Returns to the same function body ret
g Allocates label 25 to all targets

ret...

36

Returns to the same target
Allocates label 23 to all targets

Son



Size: increase 8% avg
Time: increase 0-45%; 16% avg

CFI enforcement overhead

0%

@ SEOUL
NATIONAL
UNIVERSITY

50% -

40% -

30% -

20% -

10% -

45%
16%
%
I _ B _
] - 1 1 - 1 I - ] /‘ﬁ‘ 1
bzip2 crafty eon gcc gzip mcf parser twolf vortex vpr AVG

Execution overhead of inlined CFI enforcement on SPEC2000 benchmarks.
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Buffer overflow prevention: Compiler

® Compiler’'s program analysis techniques may also be useful.

©® Modern day compilers can easily see that the potential
access range of buf[] is [0:c0].

® A compiler may remove such vulnerability by changing the
source or assembly code when it generates code.

void foo(int n) {
char buf[64];
printf("Enter your data as a string.¥n");
for (inti=0;i < 64; i++)
if (!(buf[i] = getchar(c)) break; // Now the bound checked!

\;
Now the compiler guarantees that the possible access range is [0:63).

® But this is against the C/C++ language rule

SEOQUL
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