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Secret Static Analysis

Woosuk Lee

Abstract
This article proposes a protocol to provide a static analysis as
a web-service maintaining client’s and server’s privacy. A client
who requests a static analysis service does not want to reveal
his code to a service provider, whileas the server wants to hide
information about its static analysis from the client. The protocol is
based on the homomorphic encryption technique, which is capable
of performing encrypted computation for given encrypted inputs.
Based on the semantic security of a base encryption scheme, the
protocol prevents privacy leakages of each side.

1. Introduction
Consider a plausible situation: a client wants to use a static analysis
service without having to reveal its program code to a service
provider. On the other hand, the service provider wants to provide
its static analyzer without revealing its technical know-how or
releasing a reusable binary executable to the client.

As a solution to this ironic situation, we devised an interactive
protocol fulfilling the requirements of both sides. We provides a
way to perform secret static analysis for a given program on the
client side. Our secret static analysis protocol guarantees that 1)
secret static analysis is totally secure, in the sense that attackers
can never grasp any piece of abstract domain on which the analysis
is based, and 2) encrypted analysis results are correct, in the sense
that the decryption yields the very results of ordinary static analysis
of input programs.

In this article, we present our protocol which is generally ap-
plicable to static analysis based on finite abstract domain, and as
an example, we show how a simple sign analysis is designed and
performed secretly on the protocol.

2. Preliminaries
2.1 Basic concepts
Public-key cryptosystem In public-key cryptosystem, anyone can
encrypt messages using the public key, but only the holder of the
paired private key can decrypt. Security depends on the secrecy of
the private key.

Probabilistic encryption Probabilistic encryption is the use of
randomness in an encryption algorithm, so that when encrypting
the same message several times it will, in general, yield different
ciphertexts. To hide even partial information about the plaintext, an
encryption scheme must be probabilistic.

Homomorphic encryption Homomorphic encryption refers to
encryption schemes that enable to perform operations on encrypted
data. A homomorphic encryption E is said to preserve an operation
op if it provides op, an encrypted version of op, such that for a plain
text m,

op(E(m)) ⌘ E(op(m))

Fully Homomorphic Encryption Scheme If a homomorphic en-
cryption scheme preserves any operations, it is said to be fully ho-

momorphic. A fully homomorphic encryption scheme[1] we con-
sider preserves a series of addition(modulo 2) and multiplication
operations, i.e., for plaintexts m1, m2 2 {0, 1},

E(m1) + E(m2) ⌘ E(m1 + m2)

E(m1) ⇥ E(m2) ⌘ E(m1 ⇥ m2)

Note that addition(modulo 2) and multiplication operators function
as boolean AND, XOR gates respectively. As an arbitrary circuit
can be encoded with AND, XOR gates, the above scheme preserves
any operations.

Static Analysis We consider a static analysis designed by abstract
interpretation. In abstract interpretation, a static analysis is speci-
fied with an abstract domain D and semantic function F : D ! D,
where D is a cpo (complete partial order) and F is monotone. The
analysis’ job is to compute the following sequence until stabilized:

G

i2N
F

i(?) = F

0(?) t F

1(?) t F

2(?) t · · · (1)

where F

0(?) = ? and F

i+1(?) = F (F i(?)).

2.2 Notations
•

mp : a ciphertext encrypted under p’s public key. Decryption
using p’s private key yields the plaintext m. p may be either
c(client) or s(server).

•
mp1,p2

: a ciphertext multiply encrypted under p1’s and p2’s
public key. Decryption using both private keys results in the
plaintext.

• op
p

: a homomorphic version of operation op that permits
computation on data encrypted under p’s public key.

• Dp : encrypted abstract domain under p’s public key. As an
abstract domain consists of elements and abstract operators,
encrypted abstract domain provides encryption algorithm for
elements, and homomorphic abstract operators applicable to
among encrypted domain elements.

3. Protocol
3.1 Assumptions
1. A server and a client are “honest but curious” in the sense that

they run the protocol exactly as specified, but may try to learn as
much as possible about the input of the other from their views
of the protocol. Hence, we want the view of each side not to
leak more knowledge than necessary.

2. A crucial part of information about static analysis is abstract
domain.

3. A base encryption scheme used in the protocol is public-key
based, probabilistic, semantically secure, and fully homomor-
phic.
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Abstract
This article proposes a protocol to provide a static analysis as
a web-service maintaining client’s and server’s privacy. A client
who requests a static analysis service does not want to reveal
his code to a service provider, whileas the server wants to hide
information about its static analysis from the client. The protocol is
based on the homomorphic encryption technique, which is capable
of performing encrypted computation for given encrypted inputs.
Based on the semantic security of a base encryption scheme, the
protocol prevents privacy leakages of each side.

1. Introduction
Consider a plausible situation: a client wants to use a static analysis
service without having to reveal its program code to a service
provider. On the other hand, the service provider wants to provide
its static analyzer without revealing its technical know-how or
releasing a reusable binary executable to the client.

As a solution to this ironic situation, we devised an interactive
protocol fulfilling the requirements of both sides. We provides a
way to perform secret static analysis for a given program on the
client side. Our secret static analysis protocol guarantees that 1)
secret static analysis is totally secure, in the sense that attackers
can never grasp any piece of abstract domain on which the analysis
is based, and 2) encrypted analysis results are correct, in the sense
that the decryption yields the very results of ordinary static analysis
of input programs.

In this article, we present our protocol which is generally ap-
plicable to static analysis based on finite abstract domain, and as
an example, we show how a simple sign analysis is designed and
performed secretly on the protocol.

2. Preliminaries
2.1 Basic concepts
Public-key cryptosystem In public-key cryptosystem, anyone can
encrypt messages using the public key, but only the holder of the
paired private key can decrypt. Security depends on the secrecy of
the private key.

Probabilistic encryption Probabilistic encryption is the use of
randomness in an encryption algorithm, so that when encrypting
the same message several times it will, in general, yield different
ciphertexts. To hide even partial information about the plaintext, an
encryption scheme must be probabilistic.

Homomorphic encryption Homomorphic encryption refers to
encryption schemes that enable to perform operations on encrypted
data. A homomorphic encryption E is said to preserve an operation
op if it provides op, an encrypted version of op, such that for a plain
text m,

op(E(m)) ⌘ E(op(m))

Fully Homomorphic Encryption Scheme If a homomorphic en-
cryption scheme preserves any operations, it is said to be fully ho-

momorphic. A fully homomorphic encryption scheme[1] we con-
sider preserves a series of addition(modulo 2) and multiplication
operations, i.e., for plaintexts m1, m2 2 {0, 1},

E(m1) + E(m2) ⌘ E(m1 + m2)

E(m1) ⇥ E(m2) ⌘ E(m1 ⇥ m2)

Note that addition(modulo 2) and multiplication operators function
as boolean AND, XOR gates respectively. As an arbitrary circuit
can be encoded with AND, XOR gates, the above scheme preserves
any operations.

Static Analysis We consider a static analysis designed by abstract
interpretation. In abstract interpretation, a static analysis is speci-
fied with an abstract domain D and semantic function F : D ! D,
where D is a cpo (complete partial order) and F is monotone. The
analysis’ job is to compute the following sequence until stabilized:
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2.2 Notations
•

mp : a ciphertext encrypted under p’s public key. Decryption
using p’s private key yields the plaintext m. p may be either
c(client) or s(server).

•
mp1,p2

: a ciphertext multiply encrypted under p1’s and p2’s
public key. Decryption using both private keys results in the
plaintext.

• op
p

: a homomorphic version of operation op that permits
computation on data encrypted under p’s public key.

• Dp : encrypted abstract domain under p’s public key. As an
abstract domain consists of elements and abstract operators,
encrypted abstract domain provides encryption algorithm for
elements, and homomorphic abstract operators applicable to
among encrypted domain elements.

3. Protocol
3.1 Assumptions
1. A server and a client are “honest but curious” in the sense that

they run the protocol exactly as specified, but may try to learn as
much as possible about the input of the other from their views
of the protocol. Hence, we want the view of each side not to
leak more knowledge than necessary.

2. A crucial part of information about static analysis is abstract
domain.

3. A base encryption scheme used in the protocol is public-key
based, probabilistic, semantically secure, and fully homomor-
phic.
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