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"ORD.ORDER_NO-ORD_NO1,");
"ORD.ORDER_SUB_NO-ORD_SUB_NO,") ;
"TO_CHAR (ORD.ORDER_NO, ' 000000000 ') - ORD_NO2, "

ScstrS d (& d-. "DECODE(ORD.CANCEL_CORRECT_KBN,OQ,'TT',1,'TT'
CANCEL_CORRECT_KBN, ") ;
$cstrsqlc (5 de o MCASE=1) L
—_— trSql =- (Scstt d-. "ORD.ORDER_SUB_NO-");
. O| ™| PHP =2 124 ’
S — 3 .

G Ea(TRUE) <4

[ ] SQL XI Olo-lg A A-l S 1052 i ::__HNKNOWN__[thjS]”;
=—IYIl= oo Lo
d 6= (m_pcstrStkOdr — ”l”);

{
j1Cd (ORD.ORDER_NOMINAL - --ORD.EXE(Q

- SLOC =770

"__UNKNOWN__[this]";
= ”16”;
@-=+ (m_pcstrStkodr «=—-"2");

= - f( 1y
* _I_'_7|_I'__(|f) 587H 1 TUE st d-. (- (ORD.ORDER_NOMINAL - - -ORD. EX

ScstrSqlcd;

jfDbGetRecords ($t_18
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find ‘ID’

ID ::

CHAN == &8
id = read();

r — IIFIND 111 + id + 11 III;

print r
o&5th= (H)EHE
1D

JETIEENNE

H -

‘5 find ‘ OfM SQLAR A

remove ‘ID’
<single—quote-escaped-string>

d
2A
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| remove ‘ID’
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CHef =27

id = read();

id — replace("\'","\\'",id);
r = "FIND 11 + ld + |||||;
print r
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Ray & Ligatti's 11 example injection cases

injection cases vulnerable [l SqglCheck CANDID WASP Xu
|8 SELECT balance FROM acct WHERE pwd=‘’ OR 1 = 1 --' OR = -- YES YES YES YES YES
M SELECT balance FROM acct WHERE pin=exit () exit() YES NO YES YES YES
£} SELECT balance FROM acct WHERE flag=1000 > GLOBAL > YES NO YES YES YES
8 SELECT * FROM properties WHERE filename=‘f.e’ NO YES NO NO NO
) SELECT balance FROM acct WHERE pin=exit () exit YES NO NO NO NO
M SELECT balance FROM acct WHERE pin=aaaa () daaa YES NO NO NO NO
y& SELECT * FROM t WHERE flag=TRUE NO NO YES NO NO
M SELECT * FROM t WHERE flag=aaaa daaa YES NO NO NO NO
N SELECT * FROM t WHERE password=password password YES NO NO NO NO
{0} CREATE TABLE t (name CHAR (40)) 40 YES NO NO NO NO
I8 SELECT * FROM t WHERE name=‘x' NO NO YES YES NO

* underlined string is the substring injected from outside

/26




R% SAECcen’rer P L)\ S SE

H7t 2t0fel=X|Z O deio| &€& AP

21/ 26



RESAEC center [lIpINSISYm
AZeQol 224 PAE ) R ESEARC

CIAO + QOFI}A] ) 9

- SHOE YdE SQLE0AM HIO|EH[0] A A7|OF M-S}
7] (ERC 9th, Z=A3])

. database schema =& &2 A}

22/ 26



Research On Software An;

AR EQof £ A4 R ESEARTCH

Ray & Ligatti's 11 example injection cases type infomation (from schema)
injection cases vulnerable
I8 SELECT balance FROM acct WHERE pwd=‘’ OR 1 = 1 --' YES pwd STRING LITERAL
2" SELECT balance FROM acct WHERE pin=exit () YES pin INTEGER
£} SELECT balance FROM acct WHERE flag=1000 > GLOBAL YES flag BOOLEAN
8 SELECT * FROM properties WHERE filename=‘f.e’ NO filename STRING LITERAL
S8 SELECT balance FROM acct WHERE pin=exit () YES password STRING LITERAL
M SELECT balance FROM acct WHERE pin=aaaa () YES name STRING LITERAL
& SELECT * FROM t WHERE flag=TRUE NO
e SELECT * FROM t WHERE flag=aaaa YES
8 SELECT * FROM t WHERE password=password YES
(08 CREATE TABLE t (name CHAR(40)) YES
'8 SELECT * FROM t WHERE name=‘x’ NO

* underlined string is the substring injected from outside
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Ray & Ligatti's 11 example injection cases

injection cases vulnerable expected type vulnerable

|l SELECT balance FROM acct WHERE pwd=‘’ OR 1 = 1 —--' YES escaped char sequence YES
2 SELECT balance FROM acct WHERE pin=exit () YES INTEGER YES
t) SELECT balance FROM acct WHERE flag=1000 > GLOBAL YES BOOLEAN YES
8 SELECT * FROM properties WHERE filename=‘f.e’ NO IDENTIFIER NO
s SELECT balance FROM acct WHERE pin=exit () YES CODE YES
M SELECT balance FROM acct WHERE pin=aaaa () YES CODE YES
& SELECT * FROM t WHERE flag=TRUE NO BOOLEAN NO
e SELECT * FROM t WHERE flag=aaaa YES BOOLEAN YES
8 SELECT * FROM t WHERE password=password YES BOOLEAN YES
(08 CREATE TABLE t (name CHAR(40)) YES CODE YES
I8 SELECT * FROM t WHERE name=‘x’ NO STRING LITERAL NO

* underlined string is the substring injected from outside
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