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(P1) Only valid controllers can communicate.

(P2) All unauthorized messages are to be processed separately or immediately discarded.

(P3) Every communication is based on encryption and authentication in order to provide

confidentiality and authenticity of exchanged data.

(P4) A single successful attack should not endanger the whole system.
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