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SMT-LIB initiative
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; This example illustrates basic arithmetic and
; uninterpreted functions
(declare-funs ((x Int) (y Int) (z Int)))
(assert (>= (* 2 x) (+y 2)))
(declare-funs ((f Int Int) (g Int Int Int)))
(assert (< (f x) (g x x)))
(assert (> (fy) (g x x)))
check-sat
(get-info model)
push

(assert (= x y))

1) http://people.csail.mit.edu/vganesh/summerschool/lectures.html
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SAGE: Automated Whitebox Security Testing

= " . " The SAGE team:
Basic idea: 1. Runthe program with first inputs, CSE: M. Levin (lead), Ch. Marsh, L. Fang, S. de Jang,...
2. gather constraints on inputs at conditional statements, | MSR: P. Godefroid (lead), E. Bounimova,...
3. use a constraint solver to generate new test inputs, +interns D. Jeffries, D. Molnar, A. Kiezun, B. Elkarablieh
4. repeat - possibly forever! + thanks to all the SAGE users!

Covera = Research Challenges:
Inputd Data s - How to recover from imprecision in symbolic
- execution? PLDI'05

T S —
> N /ﬂ _/ \’ - How to scale symbolic execution to billions of
x86 instructions? NDSS'08

- How to check efficiently many properties
Check for Code Generate Solve together? EMSOFT'08

s - How to deal with path explosion in large
g& Oz / ISSTA'09

Crashes |[ Coverage | | Constraints| | [Constraints| PrIpp—
AppVeritier —> (Nirvana) ”:> (TruScan) [I:f> @3) - How to I_everage grammar s;_)emﬂcanons for

complex input formats? PLDI'08

[ programs? POPL'07, TACAS'08

- How to reason precisely about pointers?
SAGE was developed in - InputN MSR algorithms  + research on constraint solvers
collaboration with CSE e & code inside
Results: since 1st internal release (April 2007)
many new security-critical bugs found! (number: confidential)

(would trigger MS security bulletins if known outside MS)
SAGE is now used daily in Windows, Office, DevDiv, etc.

How bugs were found
(Win7 WEX Security)

Example: WEX Security team for Win7

Centralized security testing for Win7 WEX (=Windows client)
SAGE running 24/7 for 1+ year on (avg.) 100+ machines Regression+  aj| Others SAGE
~1/3 of all Win7 WEX security bugs found by SAGE ! Random testing




Alloy/Kodkod and Application
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Calculus of Data Structure for Verification and Synthesis
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val bigSet = ...

val (setA, setB) = choose((a: Set, b: Set) ) =>

( a.size == b.size && a union b == bigSet && a intersect b == empty))

9 2AZ Argsto] A FE+= o Sy

assert (bigSet.size % 2 == 0)
val n = bigSet.size/2

val setA = take(n, bigSet)

val setB = bigSet —— setA
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